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Windows CMD Shell Command Line Syntax

Parameters Command Line Arguments %1 %~f1

RUN commands Start | Run commands.

MMC Snap-ins Admin commands.

Shell: folder Shortcuts to key folders.

ProfileFolders Location of User profile folders (XP /7 W7 / W10).

Env. Variables Create/read environment variables.
Redirection Spooling output to a file, ﬁlpln? input.
AND/OR Logic Conditional Execution (If-Then-Else)

Loops Loops and Subroutines.

functions How to package blocks of code.

Macros Embed blocks of code in a variable.
ﬂgé}Services List of Windows 7 (SP1) Services.

Evaluatin% expressions

Using brackets to Group and expand expressions.
Delayed Expansion Variables within loops.
Escape chars, delimiters and guotes

SET /A Environment variable arithmetic.
VarSubstring Extract part of a variable (substring).
VarSearch Search & replace part of a variable.
RANDOM Random Numbers.

Wi ldcards Match multiple files.

Batch Files _ )
Run a script How to run a script.

Elevate Run with elevated permissions (As Admin).
DateMath Add or subtract days from any date.
DeQuote Remove quotes from a string.

DelOlder Delete Tiles more than n days old.

GenChr .cmd Generate an ASCII1/Unicode character.

GetDate.cmd Get todays date (any region, any 0S.)
GetTime.cmd Get the time now.

GetGMT .cmd Time adjusted to Greenwich Mean Time.

StampMe .cmd Rename a file with the date/time.

tdiff.cmd Time difference in Hours/Minutes.

Which.cmd Display full path to any command.

xlong.cmd Find filenames that exceed the 256 char pathname limit.

Reference/How to
Autoexec Run commands at startup.
Slow Browsing Speed up network browsing.
Desktop Heap Memory configuration.
Long Filenames NTFS Filename issues.

Display DPI Monitor size settings.

CMD Shell Working in the Windows CMD shell.

CMD Internal Commands that are Internal to the CMD shell.
File Shares Organising shared files.

Keyboard CMD Keyboard shortcuts.

NoDrives Hide mapped drives from Windows Explorer.
Printing Printer connections and print drivers.
Recovery The Recovery Console.

Reg Tweaks Registry tweaks and settings.

Bunltln Groups Built-In Users and Security Groups.

Groups Local Domain groups, Global and Universal groups.
64Bit Detect 64 bit vs 32 bit Windows.

Windows Key Shortcut keys
Related:

Microsoft.com - Command-line Reference
Recommended books and Websites
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An A-Z Index of the Windows CMD command line

ADDUSERS Add or |ist users to/froma CSV file
ADnodcnd Active Directory Bulk Mdify

ARP Address Resol ution Protocol
ASSOC Change file extension associationse
ASSOCI AT One step file association
AT Schedul e a conmand to run at a specific tinme
: ATTRI B Change file attributes
BCDBOOT Create or repair a system partition
BCDEDI T Manage Boot Configuration Data
Bl TSADM N Background Intell'igent Transfer Service
BROWSTAT Get dommin, browser and PDC info
c
CACLS Change file perm ssions
CALL Cal | one batch program from anot here
CERTREQ Request certificate froma certification authority
CERTUTIL Utility for certification authority (CA) files and services
CD Change Directory - nove to a specific Fol dere
CHANGE Change Termi nal Server Session cFroperti es
CHKDSK  Check Disk - check and repair disk problens
CHKNTFS Check the NTFS file system
CHO CE  Accept keyboard input to a batch file
CIPHER Encrypt or Decrypt files/folders
Cl eanMgr Aut omat ed cl eanup of Tenp files, recycle bin
CLIP Copy STDIN to the Wndows clipboard
CLS Clear the screene
CcVD Start a new CMVD shel l
CVDKEY Manage stored usernanmes/ passwords
COLOR Change col ors of the CVMD wi ndow
COVP Conpare the contents of two files or sets of files
COWPACT Conpress files or folders on an NTFS partition
COVWPRESS Compress one or nore files
CONVERT Convert a FAT drive to NTFS
COoPY Copy one or nore files to another |ocatione
Cor ei nfo Show t he mappi ng between | ogi cal & physical processors
CSCcnd Client-side caching (Ofline Files)
’ CSVDE Import or Export Active Directory data
DATE Di spl ay or set the datee
DEFRAG Defragnent hard drive
DEL Del ete one or nore filese
DELPROF Del ete user profiles
DELTREE Delete a folder and all subfol ders
DevCon  Device Manager Command Line Utility
D R Display a list of files and fol derse
DI RQUOTA Fil e Server Resource Manager Di sk quotas
DI RUSE Di spl ay di sk usage
DI SKPART Di sk Adni ni stration
DI SKSHADOW Vol urme Shadow Co%y Servi ce
DI SKUSE Show the space used in fol ders
DOSKEY  Edit command |line, recall commands, and create nacros
DriverQuery Display installed device drivers
DSACLs Active Directory ACLs
DSAdd Add items to active directory (user group conputer)
DSCet View items in active directory (user group conputer)
DSQuery Search for itenms in active directory (user group conputer)
DSMod Modify items in active directory (user group conputer)
DSMove Move an Active directory bject
DSRM Renove itens from Active Directory
Dsngnt Directory Service Managenent
e
ECHO Di spl ay nessage on screene
ENDLOCAL End | ocal i sation of environment changes in a batch filee
ERASE Del ete one or nore filese
EVENTCREATE Add a nessage to the Wndows event | og
EXI T Quit the current script/routine and set an errorlevel-«
EXPAND  Unconpress CAB files
EXPLORER Open W ndows Expl orer
% EXTRACT Unconpress CAB files
FC Conpare two files
FI ND Search for a text string in a file
FI NDSTR Search for strings in files
FLTMC Manage Mni Filter drivers
FOR / F Loop command: against a set of filese
FOR / F Loop command: agai nst the results of another comrande
FOR Loop command: all options Files, Directory, Liste
FORFI LES Batch process multiple files
FORNVAT Format a di sk
FREEDI SK Check free disk space
FSUTI L File and Volune utilities
FTP Fil e Transfer Protocol
FTYPE File extension file type associationse
g
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CGETMAC Display the Media Access Control (MAC) address
GOTO Direct a batch programto junp to a |abelled |inee
GPRESULT Di splay Resultant Set of Policy information
GPUPDATE Update Group Policy settings

h
HELP Online Hel p
~ HOSTNAME Di splay the host name of the conputer
i
i CACLS Change file and fol der perm ssions
| EXPRESS Create a self extracting ZIP file archive
| F Conditionally perform a commande
| FMEMBER |s the current user a nenber of a group
| PCONFI G Configure |IP
| | NUSE Repl ace files that are in use by the OS
LABEL Edit a disk |abel
LODCTR  Load PerfMn performance counters
LOGVAN Manage Perfornmance Monitor | ogs
LOGOFF Log a user off
LOGTI ME Log the date and tine in a file
m
MAKECAB Create .CAB files
MAPI SEND Send email from the conmmand |ine
MBSAcli Baseline Security Analyzer
VEM Di spl ay mam)rY usage
VD Create new fol derse
MKLINK  Create a synbolic link (linkd) e
MODE Configure a system device COM LPT/ CON
MORE Di spl ay out put, one screen at a tine
MOUNTVOL Manage a vo ume nount poi nt
MOVE Move files from one folder to anothers
MOVEUSER Move a user from one domain to anot her
MBG Send a nmessage
MS| EXEC M crosoft Wndows |nstaller
MBI NFO32 System | nf or mati on
MSTSC Termi nal Server Connection (Renote Desktop Protocol)
n
NET Manage network resources
NETDOM  Donmai n Manager
NETSH Configure Network Interfaces, Wndows Firewal| & Renote access
NBTSTAT Di splay networking statistics (NetBl OS over TCP/ I P)
NETSTAT Display networking statistics (TCP/IP)
NLSI NFO Di spl aﬁ | ocal e information (reskit).
NLTEST Net wor k Locati on Test (AD)
NOW Di splay the current Date and Tine
NSLOOKUP Nane server | ookup
NTBACKUP Backup folders to tape
NTDSUti| Active Directory Donmin Services managenent
NTRI GHTS Edit user account rights
NVSPBI ND Mbdi fy network bi ndi ngs
o]
OPENFI LES Query or display open files
p
PATH Di spl ay or set a search path for executable filese
PATHPI NG Trace route plus network |atency and packet |oss
PAUSE Suspend processi n(}; of a batch file and display a nessagee
PERNVS Show perni ssions for a user
PERFMON  Per f or mance Mbni t or
Pl NG Test a network connection
POPD Return to a previous directory saved by PUSHDe
PORTQRY PI ay the status of ports and services
PONERCFG Confi gure power settings
PRI NT Print a text file
PRI NTBRM Print queue Backup/ Recovery
PRNCNFG Configure or renanme a printer
PRNWNGR Add, delete, list printers and printer connections
Pr ocDunp Moni tor an appl ication for CPU spikes
PROVPT Change the command pronpte
PsExec Execute process renptely
PsFil e Show files opened renotely
PsCGet Si d Di splay the SID of a conputer or a user
Psl nf o List informati on about a system
PsKi | | Kill processes b¥ nane or process |D
PsLi st Li st detailed information about processes
PsLoggedOn Wo's | ogged on (locally or via resource sharing)
PsLogLi st Event |og records
PsPasswd Change account password
PsPi ng Measure network performance
PsService View and control services
PsShut down Shut down or reboot a conputer
PsSuspend Suspend processes
PUSHD Save and then change the current directorye
q

QCREP Search file(s) for lines that match a given pattern

Query Process / QPROCESS Display processes

Query Session / QN nsta Di sp IaY al | sessmns TS/ Renot e Deskt op)
Query TernServer [ QAppSrv List | servers not e Deskt op)
Query User /[ QUSER Di spl ay user sessmns (TS/ Renot e Deskt op)

RASDI AL Manage RAS connecti ons

RASPHONE Manage RAS connecti ons

RECOVER Recover a danmged file from a defective disk

REG Regi stry: Read, Set, Export, Delete keys and val ues
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RECEDI T |nport or export registry settings
REGSVR32 Regi ster or unregister a DLL

REG NI Change Regi stry Perm ssions

REM Record comments (renarks) in a batch filee
REN Renane a file or filese

REPLACE Repl ace or update one file with another
Reset Session Delete a Renpte Desktop Session
RD Del ete fol der(s)-

RMISHARE Share a folder or a printer

ROBOCOPY Robust File and Fol der Copy

ROUTE Mani pul ate network routing tables

RUN Start | RUN commands
RUNAS Execute a program under a different user account
RUNDLL32 Run a DLL command (add/renpve print connections)
S
SC Servi ce Control
SCHTASKS Schedul e a conmmand to run at a specific tinme
SET Di spl a?/, set, or renpve session environnent variabl ese
SETLOCAL Control the visibili t?/ of environment vari abl ese
Set SPN  Edit Service Principal Nanes
SETX Set environment vari abl es
SFC System Fi | e Checker
SHARE List or edit a file share or print share
Shel | RunAs Run a conmmand under a different user account
SHI FT Shift the position of batch file paraneterse
SHORTCUT Create a wi ndows shortcut (.LNK file)
SHUTDOM Shut down the conputer
SI GCHECK Di splay file version no. VirusTotal status & tinmestanp
SLEEP Wait for x seconds
SLMGR Sof t war e Li censi ng Managenent (Vi sta/2008)
SORT Sort i nput
START Start a program conmand or batch filee
STRINGS Search for ANSI and UNI CODE strings in binary files
SUBI NACL Edit file and fol der Pernissions, Oamership and Domain
SUBST Associ at e aFath with a drive letter
SYSMON Moni tor and [ og s%/st emactivity to the Wndows event |og
SYSTEM NFO Li st system configuration
t
TAKEOMWN Take ownership of a file
TASKLI ST Li st running applications and services
TASKKI LL End a runni ng process
TELNET Communi cate wi th another host using the TELNET pr ot ocol
TI VE Di splay or set the systemtimee
TI MEQUT Del ay processing of a batch file
TI TLE Set the window title for a CVD. EXE sessione
TLI ST Task list with full path
TOUCH Change file tinestanps
TRACERT Trace route to a renote host
TREE G aphi cal disELay of folder structure
TSDI SCON Di sconnect a not e Desktop Sessi on
TSKI LL End a runni ng process
TSSHUTDN Renotely shut down or reboot a termnal server
TYPE Di splay the contents of a text filee
T\éB_Ie_Perf Wite performance data to a log file
T 1L Time Zone Uility
%
VER Di spl ay version infornatione
VERIFY Verify that files have been savede
VMConnect Connect to a H{per-v Virtual Machine
VOL Di splay a disk |abele
w
V\B2TM Ti me Service
WAI TFOR Wit for or send a signal
WBADM N W ndows Backup Adm n
VECUTI L W ndows Event Col |l ector UtiIit?/
VWEVTUTI L Cl ear event |ogs, enable/disable/query I|ogs
VWHERE Locate and display files in a directory tree
VWHOAM Qut put the current User Name and donmin
W NDI FF  Conpare the contents of two files or sets of files
W NRM W ndows Renote Managenent
W NRS W ndows Renote Shel
W C WM Commands
WPEUTI L Run W nPE conmands
WPR W ndows Perfornmance Recorder
WJAUCLT W ndows Update
X

XCACLS Change file and fol der perm ssions
XCOPY Copy files and folders
il Comrent / Remar ke

Commands marked ¢ are Internal commands only available within the CMD shell.
All other commands (not marked with ¢) are external commands.
External commands may be used under the CMD shell, PowerShell, or directly from START-RUN.

See also: a categorized list of Windows CMD commands

Microsoft Help pages: 2003 Server, 2008 Server, Windows 7/Server 2012 / Technology
Discussion forum

Links to other sites, books etc...
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Websites, Resource Kits, Books and Utilities

Windows 7/2008 Command Reference - Microsoft

Windows 2008/R2 Commands Help file - Microsoft

Old New Thing - Raymond Chen, Microsoft

Microsoft Security Response Center (MSRC) - Microsoft)
Security Bulletins 2017 - Microsoft Security TechCenter
Microsoft Update Catalog - Search for specific updates by KB#

Rob van der Woude.com - Batch files, VBS
CommandLine - Batch File examples and Utilities.
Timo Salmi - Useful script tricks and tips.

Resource Kits + updates

Many resource kit tools and utilities will run successfully on multiple versions of Windows. However Active Directory and
NTFS have changed significantly over the years so | recommend you only use the tools supported for your platform.

8 \Windows 7 Resource Kit

Resource K
By Mitch Tulloch, Tony Northrup & Jerry Honeycutt

1,700 pages, Deploy, Manage, Maintain and Troubleshoot. Example VBS and PowerShell scripts, sample chapter
(PDF.)

Windows 10 Remote Server Administration Tools (RSAT) KBase

Windows 2008/2012 Remote Server Administration Tools (RSAT) Built-in feature

Windows 8.1 Remote Server Administration Tools (RSAT) KBase

Windows 8 Remote Server Administration Tools (RSAT) KBase

Windows 7 Remote Server Administration Tools (RSAT) KBase

RSAT includes Active Directory Domain Services Tools, elements of the RSAT package can be enabled under
Control Panel | Programs and Features | Windows features.

Windows Server 2008 Resource Kit - April 2008
By Microsoft Corp
4,000 pages + DVD with more than 200 essential tools and scripts.

Deployment tools
Windows 10 - ISO download
N edition = No Media Player or IE DRM or Camera.
KN edition = Korean
Windows Assessment and Deployment Kit (Windows ADK) - Customize Windows 10 images for large-scale

deployment.
Microsoft Deployment Toolkit (MDT) 2013 Update 2 [news] - Automate desktop and server OS deployments.

Other Windows Toolkits:

Sysinternals Suite - Download the Sysinternals utilities.
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https://www.microsoft.com/downloads/details.aspx?familyid=5fb255ff-72da-4b08-a504-1b10266cf72a
https://www.microsoft.com/en-gb/download/details.aspx?id=2632
https://blogs.msdn.com/oldnewthing/
https://blogs.technet.microsoft.com/msrc/
https://technet.microsoft.com/en-us/library/security/mt745122.aspx
http://www.catalog.update.microsoft.com/search.aspx?q=4012598
http://www.robvanderwoude.com/batchfiles.php
http://www.commandline.co.uk/lib/treeview/index.php
http://www.netikka.net/tsneti/info/tscmd.php
https://ss64.com/nt/ver.html
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https://www.microsoft.com/en-gb/download/details.aspx?id=45520
https://support.microsoft.com/en-us/kb/2693643
https://go.microsoft.com/fwlink/?LinkID=153624
https://www.microsoft.com/en-us/download/details.aspx?id=39296
https://support.microsoft.com/kb/2693643
https://www.microsoft.com/en-us/download/details.aspx?id=28972
https://support.microsoft.com/kb/2693643
https://www.microsoft.com/downloads/details.aspx?FamilyID=7D2F6AD7-656B-4313-A005-4E344E43997D
https://support.microsoft.com/kb/958830
https://technet.microsoft.com/en-us/library/cc771131.aspx
https://www.amazon.com/dp/0735623619?tag=ss64
https://www.amazon.com/dp/0735623619?tag=ss64
https://www.microsoft.com/en-us/software-download/windows10ISO
https://msdn.microsoft.com/en-us/windows/hardware/dn913721.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=50407
https://msdn.microsoft.com/en-us/library/dn475741.aspx
https://technet.microsoft.com/en-us/sysinternals/bb842062.aspx
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ADModify - A GUI tool to facilitate making bulk user attribute modifications.

Windows 7 /8 / 2008 / 2012 Assessment and Deployment Kit (ADK)
Windows 7 /8.1/ 2008 R2 /2012 Assessment and Deployment Kit (ADK update)

Microsoft Application Compatibility Toolkit - Evaluate and mitigate application compatibility issues for Vista and
Windows 7. Includes the Compatibility Administrator which can be used to set UAC exceptions (Application fix.)

Account Lockout Status (LockoutStatus.exe) - Display lockout information for a particular user account (Aug
2012).

Account Lockout and Management Tools - Includes LockoutStatus, plus tools to troubleshoot account lockouts,
and display password ages(Aug 2012).

Microsoft Baseline Security Analyzer - Scan local and remote systems for missing security updates.
SMB1 How to disable it - Windows 7 up to Windows Server 2016

Elevation PowerToys for Windows Vista + Elevation blog

File Checksum Integrity Verifier (FCIV) - Compute and verify cryptographic hash values for files.

Policy Analyzer from Aaron Margosis - Compare sets of Group Policy Objects (GPOs). Highlight redundant
settings or internal inconsistencies.

Group Policy Management Console SP1 & Group Policy Object Settings spreadsheet 2003/2008/2008R2/Win7

Local Administrator Password Solution (LAPS) - Manage local account passwords of domain joined computers
(howto)

Remote Desktop Connection Manager - RDP to multiple machines.
Windows Help - Install Windows 7/8 Help, fix for ‘Help not supported' errors.

WMI Diagnosis Utility - Diagnose and repair problems with the WMI service.

Recommended Books.

R NATELALE

Batchography: The Art of Batch Files Programming

by Elias Bachaalany

Discover the lost art of Batch file programming, start with the basics of manipulating numbers, strings and
variables and move on to looping operations, recursion, debugging and troubleshooting of your scripts. The final
chapter has a number of batch file recipes: parsing .ini files, creating interactive menus and more. Highly
recommended.

ﬁ Syslinternals Administrator's Reference

by Mark E. Russinovich
Guidance and inside insights for the Windows Sysinternals tools. Guided by Sysinternals creator Mark
Russinovich and Windows expert Aaron Margosis
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https://admodify.codeplex.com/
https://www.microsoft.com/en-gb/download/details.aspx?id=30652
https://www.microsoft.com/en-US/download/details.aspx?id=39982
https://www.microsoft.com/en-us/download/details.aspx?id=7352
https://www.microsoft.com/download/en/details.aspx?id=15201
https://go.microsoft.com/fwlink/?linkid=16174
https://technet.microsoft.com/en-us/security/cc184924.aspx
https://support.microsoft.com/en-us/help/2696547/how-to-enable-and-disable-smbv1,-smbv2,-and-smbv3-in-windows-vista,-windows-server-2008,-windows-7,-windows-server-2008-r2,-windows-8,-and-windows-server-2012
https://technet.microsoft.com/en-us/magazine/2008.06.elevation.aspx
http://blogs.technet.com/b/elevationpowertoys/
https://support.microsoft.com/kb/841290
http://blogs.technet.com/b/secguide/archive/2016/01/22/new-tool-policy-analyzer.aspx
https://www.microsoft.com/downloads/details.aspx?familyid=0A6D4C24-8CBD-4B35-9272-DD3CBFC81887
https://go.microsoft.com/fwlink/?LinkId=4938
https://www.microsoft.com/en-us/download/details.aspx?id=46899
https://learn-powershell.net/2016/10/08/setting-up-local-administrator-password-solution-laps/
https://www.microsoft.com/en-us/download/details.aspx?id=21101
https://support.microsoft.com/kb/917607
https://www.microsoft.com/en-us/download/details.aspx?id=7684
https://www.amazon.com/dp/0692681310?tag=ss64
https://www.amazon.com/dp/0692681310?tag=ss64
https://www.amazon.com/dp/073565672X?tag=ss64
https://www.amazon.com/dp/073565672X?tag=ss64
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B Windows 7 and Vista Guide to Scripting, Automation, and Command Line Tools
By Brian Knittel
A complete guide covering VBScript, traditional batch files, and PowerShell.

Windows ©
Intermals ’
Fart

L1 \
&5 Windows Internals, Part 1 and Part2
by Mark E. Russinovich, David A. Solomon and Alex lonescu
Insider perspectives and hands-on experiments to demonstrate how Windows operates.

Windows 10

the missing manual’

=== Windows 10: The Missing Manual
by David Pogue
An enjoyable but still very detailed read with lot's of good tips and keyboard shortcuts.

—~ sl Mark Minasi's Mastering Windows Server 2012 R2
by Mark Minasi.
Comprehensive and understandable guide. Improve the performance and manageability of your network.
minasi.com

Windows NT Shell Scripting

by Tim Hill.

First published in 1998 so no mention of VBS or Powershell, despite this it's still a solid introduction to writing
batch files under Windows. Sample chapter.

Also see - Recommended VBScript Books

Utilities - Command line

Syslnternals - Microsoft System ultilities.
Joeware.net - Admin, AD and Exchange tools.
Nirsoft Utilities and NirCMD freeware Command-Line Tool.

Console 2 - Windows console emulator for CMD and/or PowerShell (review)
ConEmu-Maximus5 - Windows console emulator for CMD and/or PowerShell (review)
CommandLine.co.uk - Useful tools (free Win32 utilities - mostly console)
CryptoPrevent - A Group Policy to block executables from specific paths.

Cygwin - Linux-like environment for Windows, tutorial: 1, 2, 3

FastCopy - An alternative to RoboCopy.

Frank P. Westlake Batch Scripts + mirror of older console utilities.

Gow - Lightweight UNIX utilities compiled as native win32 binaries.

HoboCopy - open-source backup tool (can copy open files)

Jason Hood - Utilities including Search & Replace, Date/Time, ANSI escape recognition for CMD.
Npocmaka - Batch scripts, zipjs.bat + others
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https://www.amazon.com/dp/0789737280?tag=ss64
https://www.amazon.com/dp/0789737280?tag=ss64
https://www.amazon.com/dp/0735648735?tag=ss64
https://www.amazon.com/dp/0735648735?tag=ss64
https://www.amazon.com/dp/0735665877?tag=ss64
https://www.amazon.com/dp/1491947179?tag=ss64
https://www.amazon.com/dp/1491947179?tag=ss64
https://www.amazon.com/dp/0470249846?tag=ss64
https://www.amazon.com/dp/0470249846?tag=ss64
http://www.minasi.com/
https://www.amazon.com/dp/1578700477?tag=ss64
https://technet.microsoft.com/en-us/library/cc723564.aspx
https://ss64.com/links/vblinks.html
https://technet.microsoft.com/en-us/sysinternals/default.aspx
http://www.joeware.net/freetools/
http://www.nirsoft.net/
http://www.nirsoft.net/utils/nircmd.html
https://github.com/cbucher/console
http://www.hanselman.com/blog/Console2ABetterWindowsCommandPrompt.aspx
https://conemu.github.io/
https://www.hanselman.com/blog/ConEmuTheWindowsTerminalConsolePromptWeveBeenWaitingFor.aspx
http://www.commandline.co.uk/toollink.html
https://www.bleepingcomputer.com/virus-removal/cryptolocker-ransomware-information#prevent
http://cygwin.com/
https://lifehacker.com/179514/geek-to-live--introduction-to-cygwin-part-i
https://lifehacker.com/180690/geek-to-live--introduction-to-cygwin-part-ii---more-useful-commands
https://lifehacker.com/181282/geek-to-live--introduction-to-cygwin-part-iii---scripts-packages-and-more
http://ipmsg.org/tools/fastcopy.html.en
https://github.com/FrankWestlake/CMD-scripts
http://ss64.net/westlake/
https://github.com/bmatzelle/gow
http://candera.github.io/hobocopy/
http://adoxa.altervista.org/
http://adoxa.altervista.org/ansicon/
https://github.com/npocmaka/batch.scripts
https://stackoverflow.com/questions/28043589/how-can-i-compress-zip-and-uncompress-unzip-files-and-folders-with-bat
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PDFtk - Command-line tool for processing PDFs

Petter Nordahl-Hagen - Offline Windows Password & Registry Editor
pretentiousname - Utilities by Leo Davidson

Repl.bat - FInd and Replace text, JScript/Batch script

FindRepl.bat - FInd and Replace text, JScript/Batch script

SetRes - Set screen resolution (lan Sharpe)

Bill Stewart - Batch script and Windows admin tools (TrueLast LogonTime)
SetACL - Utility to manage permissions, auditing and ownership (free)
System Tools - Dump Event Log, Registry or Security info

unxutils - Port of unix utilities to run under the CMD shell

Package Managers

Chocolatey - Package manager for Windows
Ninite - Automate software installations and updates.

Utilities - GUI

Agent Ransack - File Search (search all file types)

AIMP3 - Fully featured free music player.

Autohotkey - Automate keystrokes, mouse clicks.

AutolT - GUI scripting

CamsStudio - Record screen and audio activity on your computer.
Clonezilla - Partition and disk imaging/cloning program

CPU-Z - gather information on system devices

Dban - Darik's Boot and Nuke, a boot CD that securely wipes hard disks.
Event Sentry - Event log monitoring

FTP - Cyberduck - FTP client
FTP - Filezilla - FTP client (safe download only via Ninite)
FTP - WinSCP - Free SFTP, SCP and FTP client for Windows

Find And Replace Text - Grep-like utility by Lionello Lunesu (Sourceforge link removed)
Flash uninstall - To allow a full ‘clean’ reinstall

FlashBlock - Content-filtering extension for Firefox

FileZilla - A cross-platform FTP, FTPS and SFTP client

foobar2000 - freeware audio player

Ghost Solution Suite - Disk / Partition Imaging

Inkscape - Vector Graphics (lllustrator)

imgburn.com - Free CD/DVD/Blu-ray burner

isoRecorder - Burn iso image to bootable CD

Krita - Open Source photo/graphics editor.

Lansweeper - Network Monitoring

Lost NT password

MakeMSI - Build Windows Installer files.

MalwareBytes - Anti Malware, detect and remove worms, Trojans, rootkits, etc.
Metapad - Simple notepad replacement

Notepad++ - Notepad replacement (n.b. the syntax highlighting for parentheses in CMD/BAT files is faulty.)
nLite - pre-installation Windows configuration

Photoshop Elements - Basic photo editing and organisation.

Trinity Rescue Kit - Recovery and repair of Windows machines

Netikus - Password, Ping, FTP, event log alerts.

Panda AntiVirus Free

PhotoRec - Data recovery software - hard disk, CD-ROM & Memory Cards
PUTTY - Free Telnet/SSH Client

Rapid Environment Editor - Edit environment variables

Servers Alive - Network monitoring

SoftPerfect - Search, Scan for open file shares and other utils.

Speccy - System information, hardware and software (serial numbers etc).
Sumatra - PDF viewer
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https://www.pdflabs.com/tools/pdftk-server/
https://pogostick.net/~pnh/ntpasswd/main.html
http://www.pretentiousname.com/miscsoft/index.html
http://www.dostips.com/forum/viewtopic.php?f=3&t=3855
http://www.dostips.com/forum/viewtopic.php?f=3&t=4697
http://www.atrandom.iansharpe.com/setres.php
http://www.westmesatech.com/index.html
http://helgeklein.com/setacl/
http://www.systemtools.com/somarsoft/
https://github.com/NeverMin/unxutils
https://chocolatey.org/
https://ninite.com/
http://www.mythicsoft.com/agentransack/
http://www.aimp2.us/
https://www.autohotkey.com/
https://www.autoitscript.com/site/autoit/
http://camstudio.org/
http://clonezilla.org/
http://www.cpuid.com/softwares/cpu-z.html
http://dban.org/
https://www.eventsentry.com/downloads
https://cyberduck.io/
https://ninite.com/
https://winscp.net/eng/index.php
http://helb.github.io/goodbye-sourceforge/
https://helpx.adobe.com/flash-player/kb/uninstall-flash-player-windows.html
https://addons.mozilla.org/en-US/firefox/addon/433
https://chocolatey.org/packages?q=filezilla
http://www.foobar2000.org/
https://www.symantec.com/products/threat-protection/endpoint-management/ghost-solutions-suite
http://www.inkscape.org/
http://imgburn.com/
http://isorecorder.alexfeinman.com/isorecorder.htm
https://krita.org/
http://www.lansweeper.com/
http://pogostick.net/~pnh/ntpasswd/
http://dennisbareis.com/makemsi.htm
https://www.malwarebytes.org/
https://www.malwarebytes.org/antimalware/
https://liquidninja.com/metapad/
http://notepad-plus-plus.org/
https://sourceforge.net/p/scintilla/bugs/1624/
http://www.nliteos.com/
http://www.adobe.com/uk/products/photoshop-elements.html
http://trinityhome.org/Home/index.php?wpid=1
https://www.netikus.net/
https://www.pandasecurity.com/
https://www.cgsecurity.org/wiki/PhotoRec
http://www.chiark.greenend.org.uk/%7Esgtatham/putty/
https://www.rapidee.com/en/about
https://www.woodstone.nu/salive/
https://www.softperfect.com/
https://www.piriform.com/speccy
https://www.sumatrapdfreader.org/
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SyncBack - GUI Backup and synchronize files

SyncToy - Synchronize files and folders

TeamViewer - Screen sharing/Remote control (Mac/PC/Linux)

Textadept - cross-platform text editor.

TightVNC - Remote control

TribbleSoft - Easy Robocopy (GUI)

UnDelete - Condusiv/Diskeeper

USB install for Windows 7 - Copy iso images to a bootable USB stick
WinMerge - open source WinDiff

VirtualBox - Open Source virtualisation for Windows, Linux, Macintosh, and Solaris.
VirtualDub - Process/Edit .AVI files

Virtual PC - Virtualisation for Windows

VLC Media Player - Free versatile media player

VMWare - Free

VueScan - Scanner Software

WiNToBootic - Make bootable USB Flash or Hard Disk

WSUS Offline Update - Microsoft Windows/Office updates from a USB stick.
Wink - Capture screenshots/video, add help text

WsusOffline - Apply Windows Update patches without an internet connection.
Zero Assumption Recovery - data recovery

Find more utilities, or add you own over in the forum
Related

Usenet - news: alt.msdos.batch.nt

DosTips forum

The Scripting Guys Forum - a mix of VBScript, Batch and PowerShell.
SS64 - Windows CMD discussion Forum

MS Support Q no's

[sz0es ]

Search Microsoft Knowledge base

| Blue Screen | »

“We have prided ourselves on always being the cheapest guy on the block. We have always told our people we're the high volume, low
price guy in the software business” - Steve Ballmer (Partnering for Success)

Copyright © SS64.com 1999-2017
Some rights reserved
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( SS64 ) CMD Syntax
Search

Command Line arguments (Parameters)

A command line argument (or parameter) is any value passed into a batch script:
C.> MyScript.cnd January 1234 "Sone val ue"

Arguments can also be passed to a subroutine with CALL:

CALL :nmy_sub 2468

You can get the value of any argument using a % followed by it's numerical position on the command line. The first item
passed is always %1 the second item is always %2 and so on

o in a batch script refers to all the arguments (e.g. %1 %2 %3 %4 %5 ...%255)
only arguments %1 to %9 can be referenced by number.

Parameter Extensions
When an argument is used to supply a filename then the following extended syntax can be applied:
we are using the variable %21 (but this works for any parameter)
%-f 1 Expand %1 to a Fully qualified path name - C:\ uti | s\ MyFi | e. t xt
%-d1 Expand %1 to a Drive letter only - C:

%-pl Expand %1 to a Path only e.g. \ uti | s\ this includes a trailing \ which will be interpreted as an escape
character by some commands.

%-n1 Expand %1 to a file Name without file extension C:\ uti | s\ M/Fi | e or if only a path is present (with no trailing
backslash\) - the last folder in that path.

%-x1 Expand %1 to a file eXtension only - . t xt

%-s1 Change the meaning of f, n, s and x to reference the Short 8.3 name (if it exists.)
%1 Expand %1 removing any surrounding quotes (*)

%-al Display the file attributes of %1

%-t 1 Display the date/time of %1

%-z1 Display the file size of %1

%-$PATH: 1 Search the PATH environment variable and expand %1 to the fully qualified name of the first match
found.

The modifiers above can be combined:
%-dpl Expand %1 to a drive letter and path only
%-spl Expand %1 to a path shortened to 8.3 characters
%-nx2 Expand %2 to a file name and extension only

These parameter/ argument variables are always denoted with a single leading %
This is unlike regular variables which have both leading and trailing % s such as wari abl e% or FOR command variables
which use a single leading %on the command line or a double leading %®when used in a batch file.
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Parameter expansion will treat a Full Stop within a directory name as a file extension, so for a name like "sanpl e 2. 6. 4" the
output of %-n1 will be truncated to "sanpl e 2. 6" to return the whole folder name use % or %-nx1

If the output of DIR, or a filename with no drive letter/path is expanded to display a Full pathname %-f 1 the command shell will
assume; often incorrectly; that the file resides in the current directory. The CMD shell does not read file descriptors, or work
with filesystem objects the way that PowerShell does, it is processing a simple list of text strings.

When writing batch scripts it's a good idea to store the values in a named variable SET _LogFi | e=%-dp1, the rest of the script
can then refer to the easy-to-read variable name % LogFi | e% This will also make life easier if you later need to change around
the order of the parameters.

Tokenization

Tokenization of the command line arguments is not always done by the cmd.exe shell. Most often the tokenization
is done by the newly formed processes' runtime, at the OS level, Windows passes a command line untokenized as
a single string to the new process. You can read more about the low-level details of the batch language/cmd
escaping from the excellent answers by jeb and dbenham on this StackOverflow question.

Passing by Reference

In addition to passing numeric or string values on the command line, it is also possible to pass a variable name
and then use the variable to transfer data between scripts or subroutines. Passing by reference is a slightly more
advanced technique but can be particularly useful when the string contains characters that are CMD delimiters or
quotes.

Links relative to the Batch Script

You can get the pathname of the batch script itself with %, parameter extensions can be applied to this so %-dp0
will return the Drive and Path to the batch script e.g. W\ scri pts\ and % 0 will return the full pathname
W\ scri pt s\ nybat ch. cnd

You can refer to other files in the same folder as the batch script by using this syntax:
CALL 90\ ..\ SecondBat ch. cnd

This can even be used in a subroutine, Echo % will give the call label but, echo "%-nx0" will give you the filename
of the batch script.

When the %0 variable is expanded, the result is enclosed in quotation marks.

Use %-al to display the Extended Attributes of a file.

FOR's w96-al recognizes 9 NTFS file attributes. The expansion of a file attribute produces a series of 9 dashes,
with each recognized attribute replacing a dash with a letter. A file with no recognized attributes or with none set
will expand to 9 dashes like this: ---------

Attribute Expansi on
FI LE_ATTRI BUTE_DI RECTORY d- -
FI LE_ATTRI BUTE_READONLY Sr-------
FI LE_ATTRI BUTE_ARCHI VE cofrooooo
FI LE_ATTRI BUTE_HI DDEN soc(ecsss
FI LE_ATTRI BUTE_SYSTEM sooo@oooo

FI LE_ATTRI BUTE_COMPRESSED  ----- Beo==

FI LE ATTRI BUTE OFFLINE ~~ ------ 0- -

FI LE ATTRI BUTE TEMPORARY ~  ------- t-
FI LE_ATTRI BUTE_REPARSE PO NT -------- |
FILE_ATTRI BUTE_NORVAL ~ ---------

Other NTFS attributes not recognised by 9%84-al can be read using FSUTIL usn command:
FI LE_ATTRI BUTE_ENCRYPTED

FI LE_ATTRI BUTE_NOT_CONTENT_| NDEXED

FI LE_ATTRI BUTE_SPARSE_FI LE

Example: Expansion of a file with the Hidden and System attributes:
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Maximum line length

The maximum length of any command line (or variable) within CMD is 8191 characters.

Terminology: Command-line Argument or Parameter?

In mathematical terms a parameter is "a numerical or other measurable factor" so typically a number.

In programming terminology:
A parameter represents a value that the procedure expects you to pass when you call it.
An argument represents the actual value that you pass to a procedure.

In practice the phrases argument and parameter tend to be used interchangeably, CMD batch files do not perform
any type checking.

FOR parameters

The FOR command creates parameter variables which are identified with a letter rather than a number (e.g. %).
The Parameter Expansions described above can also be applied to these.

To avoid confusion between the two sets of letters, avoid using the letters (a, d, f, n, p, s, t, X, z) as FOR
parameters or just choose a FOR parameter letter that is UPPER case.

So for example in a reference like %4t G the %6 is the FOR parameter, and the ~f is the Parameter Expansion.

Examples:

Pass parameters from one batch to another:

MyBat ch. cnd SM TH 100

Or as part of a CALL :

CALL MyBatch.cmd SM TH 100
Get the file size of C:\ demo\ sanpl e. xI sx using the %z parameter extension:

@cho of f
For %4 in ("C: \deno\sanple.xlsx") do set _var=%6zG
Echo File size is %var%

Passing values from one part of a script to another:

;. Using CALL to junp to a subroutine
CALL :s_staff SMTH 100

:: Calling a subroutine froma FOR command
FOR /F W& IN ("DIR /b *.*") DO call :s_subroutine %46

“A gift is pure when it is given from the heart to the right person at the right time and at the right place, and when we expect nothing in
return” ~ The Bhagavad Gita

Related:

CALL - Call one batch program from another.

CMD - Start a new DOS shell (cmd.exe)

IF - Test that required inputs are in place (not NULL)

FOR - Conditionally perform a command several times.

SETLOCAL - Control the visibility of environment variables

SHIFT - Shift the position of replaceable parameters in a batch file.

How Command Line Parameters are Parsed by David Deley

Bug when using ~s to display short file/folder names

StackOverflow - How does the Windows Command Interpreter (CMD.EXE) parse scripts?
Equivalent bash command (Linux): dirname - Convert a full pathname to just a path.
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( SS64 ) CMD Syntax
Search

Windows Start | Run commands

Description # Run Command #
util man
Accessibility Options or
control access. cpl
Add Hardware Wizard hdwai z
Add/Remove Programs appwi z. cpl
(Add New Programs) control appwiz.cpl,,1
(Add Remove Windows Components) control appwi z.cpl,, 2
(Set Program Access & Defaults ) control appwi z.cpl,, 3
Administrative Tools control admi ntool s
Advanced User Accounts Control Panel net pl wi z
Authorization Manager azman. msc
Automatic Update control wuaucpl . cpl
Backup and Restore Utility sdcl t
Bluetooth Transfer Wizard fsquirt
Calculator calc
Certificate Manager certnyr. nsc
Character Map char map
Check Disk Utility chkdsk
Clear Type (tune or turn off) cttune
Color Management col orcpl . exe
Command Prompt cnd
dcontnf g
Component Services or
cComexp. msc

ConpMgmt Launcher . exe
Computer Management or
conpngnt . NnsC

Control Panel cont r ol
Credential (passwords) Backup and Restore Wizard credw z
Data Execution Prevention Syst enPr oper t i esDat aExecut i onPr eventi on
Date and Time Properties ti medat e. cpl
hdwni z
Device Manager or
devngnt . nsC
Device Pairing Wizard Devi cePai ri ngW zar d
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Digitizer Calibration Tool (Tablets/Touch screens)
Direct X Control Panel (if installed)
Direct X Troubleshooter

Disk Cleanup Utility
Disk Defragmenter

Disk Management

Disk Partition Manager

Display Color Calibration

Display DPI / Text size

Display Properties (Themes, Desktop, Screensaver)
Display Properties (Resolution, Orientation)
Display Properties (Color & Appearance)
Documents (open '‘My Documents' folder)
Downloads (open ‘Downloads' folder)
Driver Verifier Utility

DVD Player

Edit Environment Variables

Encrypting File System Wizard (EFS)
Event Viewer

File Signature Verification Tool (Device drivers)
Files and Settings Transfer Tool

Firewall Control Panel

Folders Properties

Fonts list

Font preview

Game Controllers

Local Group Policy Editor

Internet Properties

IP Configuration

iISCSI Initiator configuration

Keyboard Properties

Language Pack Installer

Local Security Policy

Local Users and Groups

Log out

https://ss64.com/nt/run.html[8/24/2017 10:33:04 AM]

t abcal

di rect x. cpl
dxdi ag

cl eanngr

df r gui
defrag

di sknmgnt . msC

di skpart

dccw

dpi scal i ng
control desktop
desk. cp

control col or
docunent s

downl oads
verifier
dvdpl ay
rundl | 32. exe sysdm cp
rekeyw z
event vw . msc

si gveri f

, Edi t Envi r onnent Vari abl es

U%syst enr oot % syst enB2\ mi gwi z\ m gwi z. exe

firewall.cp
control folders
control fonts
fontview arial . ttf
j oy. cpl
gpedi t. nsc

i netcpl . cpl

i pconfig

i scsicpl

control keyboard
| pkset up
secpol . msc

| usrmgr. msc

| ogof f


https://ss64.com/nt/cleanmgr.html
https://ss64.com/nt/defrag.html
https://ss64.com/nt/ipconfig.html
https://ss64.com/nt/logoff.html

Start | Run Commands for Windows - Windows CMD - SS64.com

Microsoft Malicious Software Removal Tool
Microsoft Management Console

Access (Microsoft Office)

Excel (Microsoft Office)

Powerpoint (Microsoft Office)

Word (Microsoft Office)

Microsoft Paint

Microsoft Support Diagnostic Tool

Mouse Properties

Network Connections

Projector:
Connect to Network Projector
Switch projector display

Notepad

ODBC Data Source Admin
Default ODBC driver:
32-bit ODBC driver under 64-bit platform:

ODBC configuration - Install/configure MDAC drivers
On Screen Keyboard
OOB Getting Started

Password - Create a Windows Password Reset Disk
(USB)

Pen and Touch (Tablet/Pen input configuration)
Performance Monitor

Phone and Modem Options

Phone Dialer

Power Configuration

Presentation Settings

Problem Steps Recorder

Program Access and Computer Defaults - browser / emalil

/ media

Printers and Faxes

Print Management (.msc)

Printer Migration (backup/restore)

Printer user interface (List all printui.dll options)
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nrt

nmc
nmsaccess
Excel
power pnt
wi nwor d
nspai nt
nedt

control nouse
or
mai n. cpl

control netconnections
or
ncpa. cpl

net pr oj
di spl ayswi tch

not epad

C:\wi ndows\ syst en82\ odbcad32. exe
C:\ wi ndows\ sysWOW64\ odbcad32. exe

odbcconf
osk

gettingstarted

"C:\ W ndows\ syst enB2\ rundl | 32. exe"
keyngr . dl | , PRShowSaveW zar dExW

t abl et pc. cpl
per f non. nsc
t el ephon. cpl

di al er

power cf g. cpl and powercfg. exe

Present ati onSetti ngs

psr

conput erdefaul ts

control printers

Pri nt Managenent

printbrmui and printbrm exe

printui
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Private Character Editor

Regional Settings - Language, Date/Time format,
keyboard locale.

Registry Editor

Remote Assistance

Remote Desktop

Resource Monitor

Resultant Set of Policy
Scheduled Tasks

Screenshot Snipping Tool
Security Center

Services

Shared Folder Wizard

Shared Folders

Shut Down Windows

Software Licensing/Activation
Sounds and Audio

Sound Recorder

Sound Volume

Syncronization Tool (Offline files)
System Configuration Utility
System File Checker Utility (Scan/Purge)

System Information

System Properties

System Properties - Performance

System Properties - Hardware

System Properties - Advanced

System Repair - Create a System Repair Disc
System Restore

Task Manager

Task Scheduler

Telnet Client

Trusted Platform Module Initialization Wizard

User Accounts (Autologon)
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eudcedi t

intl.cpl

regedit

nera

nst sc

resmon

rsop. nsc
control schedtasks
sni ppi ngt oo
wscui . cp
servi ces. msc
shr pubw
fsnmgnt . nsC
shut down

sl ui

NmBYyS. Cp
soundr ecor der
sndvol
nobsync
nmsconfi g

sfc

nsi nf 032

sysdm cpl SystenProperties
or
sysdm cpl Di spl aySYSDMCPL

Syst enPr operti esPerf or mance
Syst enPr operti esHar dwar e
Syst enPr operti esAdvanced
recdi sc

rstrui

taskngr

taskschd. nsc

t el net

tpm nit

control userpasswords2
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User Account Control (UAC) Settings
User Profiles - Edit/Change type

Windows Disc Image Burning Tool
Windows Explorer

Windows Features

Windows Firewall
Windows Firewall with Advanced Security

Windows Image Acquisition (scanner)
Windows Magnifier

Windows Management Infrastructure
Windows Memory Diagnostic Scheduler
Windows Mobility Center (Mobile PCs only)
Windows PowerShell

Windows PowerShell ISE

Windows Security Action Center

Windows Script Host(VBScript)

Windows System Security Tool. Encrypt the SAM
database.
(boot password.)

Windows Update
Windows Update Standalone Installer
Windows Version (About Windows)

WordPad

User Account Control Setti ngs

C: \ W ndows\ Syst enB82\ rundl | 32. exe
sysdm cpl , Edi t User Profi | es

i soburn C:\novi es\ madmax. i so
expl orer
optional f eat ures

firewall.cp
wf . nsc

W aacngr

magni fy

wmi ngnt . nsc
ndsched

nmbl ctr

power shel
power shel | _i se
wscui . cp

wscript NAME_OF_SCRIPT. VBS

syskey

wuapp
wusa
W nver

wite

Unless indicated otherwise, all the commands above work in all versions of Windows from Vista upwards.
Most of these utilities can be found in %syst enr oot % Syst enB2\

“The Macintosh uses an experimental pointing device called a ‘mouse.” There is no evidence that people want to use these things” ~ John

Dvorak
Related

MMC Snap-ins - Admin commands

Shell: folder - Shortcuts to key folders.
ProfileFolders - Location of user profile folders.
EXPLORER - Open Windows Explorer
Windows Key - Shortcuts
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( SS64 ) CMD

MMC Snap-ins

Syntax

Search

System Administrator command line shortcuts to popular Microsoft Management Consoles (MMCSs).

Admin Snap-in #
Quality of Service Control Management
ADSI Edit
Authorization manager
Certificates Management - Local machine
Certificates Management - Current user
Certification Authority Management
Certificate Templates
Failover cluster Manager
Component Services
Computer Management
Device Manager
Notifications/Start menu/policy
Disk Defragmenter
Distributed File Service Mgmt
Disk Manager
DNS Manager
AD Domains and Trusts
AD Users and Computers
AD Sites and Services
Embedded Lockdown Manager
Event Viewer
Shared Folders open files
File Server Resource manager
Local Group Policy Editor
Group Policy Management
Group Policy Management Editor
Group Policy Starter GPO Editor
Local Users and Groups Manager
Teminal Services RDP

Teminal Services RDP to Console

https://ss64.com/nt/syntax-mmc.html[8/24/2017 10:33:14 AM]

Command #
ACSsnap. nsc
ADSI edi t . nsC
AZman. msc
Certl m msc
Cert ngr. msc
Certsrv. nsc
Certtnpl . msc
Cl uadmi n. exe
Comexp. nsc
Conpngnt . msc
Devngnt . nsc
DevMbdeRunAsUser Confi g. msc
Defrag. exe (formerly Dfrg.nmsc)
DFSngnt . nsC
Di skMgnt . nsC
DNSmgnt . msc
Domai n. nsc
DSA. nmsc
DSsite. msc
EnbeddedLockdown. nsc
Event vwr . nsC
FSngnt . nsc
FSRM nsc
GPedi t. msc
GPnT. nsC
GPne. nsc
GPTedi t. msc
LUsr Myr . msc
MSTSC

MSTSC /v:[server] /console

Category #
Network
AD Configuration
Security
Security
Security
Security
Security

Disc, File

Hardware

Disc, File

Disc, File

Disc, File
Network

AD Configuration
Security

AD Configuration

Security

Disc, File

Disc, File
Policy

Policy

Policy

Policy

Security
Remote Access

Remote Access


https://ss64.com/nt
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NAP client configuration
Performance Monitor

Print Management

Resultant Set of Policy

Local Security Settings Manager
Server Roles, Features
Services Management

SQL Server configuration Manager
Storage Mgmt

Telephony Management

Task Scheduler

Trusted Platform Module
Terminal Server Manager
Remote Desktop

Windows Mangement Instrumentation

Windows Server Backup (Local+Remote)

Windows Local Backup

Windows Firewall

The commands above can be entered from START > Run, or from the command line.

NapCLCf g

Per f Mon. msc

Pri nt Managenent . nsc
RSOP. nsc

SecPol . msc

Ser ver Manager . nsc
Servi ces. msc

SQLSer ver Manager 11. msc
St or ageMgnt . nsC
TAPI mgnt . msc
TaskSchd. nsc

TPM nsc

TSadmi n. exe

TSnmc. nsc

Wi Mgnt . msc

V\Badni n. nsc

WL.Badmi n. nsc

WF. msc

Availability will vary by OS and by the features installed.

Network

Print
Policy
Policy

Disc, File

Phone/Modem

Security
Remote Access

Remote Access

Disc, File
Disc, File

Remote Access

“I don't do anything in order to cause trouble. It just so happens that what I do naturally causes trouble.
I'm proud to be a troublemaker” ~ Sinead O'Connor

Related:

Run Commands
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( SS64 ) CMD Syntax

Shell; folder shortcuts

Description #

Display installed Windows Updates

Display links provided by your PC manufacturer (if
any)

Open the Computer folder

Open the folder holding all user profiles
Open the Fonts folder

Open the Games folder

Open the HomeGroup folder

Open the HomeGroup folder for the currently logged-
on user (if any)

Open the Network Places folder

Open the Printers folder

Open the Public Application Data folder
Open the Public Desktop

Open the Public Documents folder

Open the Public Downloads folder

Open the Public Game Explorer folder
Open the Public ringtones folder.

Open the Public Start Menu folder

Open the Public Start Menu Programs folder
Open the Public Startup folder

Open the Public Templates folder

Open the Recycle Bin

Open the Users\Public folder (Shared files)

Open the Windows installation folder (usually
\Windows)

Open the Windows Resources folder (themes are
stored here)

Open the Windows System folder

Open the Windows System folder for 32-bit files on
64-bit Windows,
Or \Windows\System32 on 32-bit Windows

Access shortcuts pinned to the Start menu or Taskbar

https://ss64.com/nt/shell.html[8/24/2017 10:33:23 AM]

Shell: folder shortcut +

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

AppUpdat esFol der

CEM Li nks

My Conput er Fol der
User Profil es
Font s

Ganes

HomeG oupFol der

HomeG oupCur r ent User Fol der

Net wor kPl acesFol der
Pri nt er sFol der
Common AppDat a
Common Deskt op
Common Docunent s
ConmmonDownl oads
Publ i cGanmeTasks
CommonRi ngt ones
Common Start Menu
Conmon Pr ogr anms
Common St artup
Common Tenpl at es
Recycl eBi nFol der

Publ i c

W ndows

Resour ceDi r

System

Syst enx86

User Pi nned

Search

Type
System folder
System folder

System folder
System folder
System folder
System folder

System folder
System folder

System folder
System folder
System folder
System folder
System folder
System folder
System folder
System folder
System folder
System folder
System folder
System folder
System folder

System folder

System folder

System folder

System folder

System folder

User folder

Roaming?

Y

Y
-
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Display the user's Ringtones folder
Display further user tiles

Display your user tiles (the images you can use for
your account)

Open the Client Side Cache Offline Files folder, if
supported

Open the folder where files are stored before being
burned to disc

Open the Public user tiles folder

Open the Quick Launch folder (disabled by default)
Open the Saved Games folder

Open the saved searches folder

Open the user's \Music\Playlists folder

Open the user's Application Data folder

Open the user's Application Data folder (same as
%L OCALAPPDATA%)

Open the user's certificates folder
Open the user‘s Credentials folder
Open the user's desktop folder

Open the user's Documents folder
Open the user's downloads folder
Open the user's encryption keys folder
Open the user's Game Explorer folder
Open the user's History folder

Open the user's Links folder

Open the user's Network Places folder
Open the user's printer shortcuts folder

Open the user's profile folder (same as
% USERPROFI LE%)

Open the user's Send To folder

Open the user's Start Menu folder

Open the user's Start Menu Programs folder
Open the user's Startup folder

Open the user's Templates folder

Open the user's Windows Contacts folder

Open the user's Recent Documents folder

Opens the user's AppData\Roaming\Microsoft\Protect

folder

Display 32-bit programs stored on 64-bit Windows,
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shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

Ri ngt ones

Roami ng Tiles

UserTil es

CSCFol der

CD Bur ni ng

Publ i cUser Ti | es
Qui ck Launch
SavedGanes

Sear ches

Pl ayli sts

AppDat a

Local AppData

SystenCertificates

Cr edent i al Manager

Deskt op
Per sonal
Downl oads
Cr ypt okeys
GaneTasks
Hi story

Li nks

Net Hood

Pri nt Hood

Profile

SendTo
Start Menu
Pr ogr ans
Startup
Tenpl at es
Cont act s

Recent

DpAPI Keys

User folder

User folder

User folder

User folder

User folder

User folder
User folder
User folder
User folder
User folder

User folder

User folder

User folder
User folder
User folder
User folder
User folder
User folder
User folder
User folder
User folder
User folder

User folder

User folder

User folder
User folder
User folder
User folder
User folder
User folder

User folder

User folder

Internet
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shel | : Progranfi | esX86

or the \Program Files folder on 32-bit Windows Explorer
Display the Control Panel shel | : Cont r ol Panel Fol der Internet
Explorer
Open the user's Start Menu\Administrative Tools , o : Internet
. shel | : Admi ni strative Tool s
folder (if any) Explorer
. . shel | : I nmersive Application Internet
Display Metro App shortcuts (Windows 8) R —— Explorer
Open All Users Start Menu\Administrative Tools folder shel |- Common Adm ni strative TS AIEE
Tool s Explorer
. . Internet
Launches Internet Explorer Applets and applications shel I : I nt er net Fol der E
xplorer
Open the Common Files for 32-bit programs stored on
64-bit Windows, ) ) Internet
Or the Program Files\Common Files folder on 32-bit shel |+ Progranfi | esCommonXs6 Explorer
Windows
Open th't'a Control Panel "Install a program from the S Bt O —— e Internet
network" applet Explorer
Open th? Control Panel "Uninstall or change a shel | : ChangeRenovePr ogr ansFol der Internet
program” applet Explorer
Open the default Sidebar Gadgets folder shel | : Default Gadgets :Enternet
xplorer
. . . o Internet
Open the hidden ImplicitAppShortcuts folder shel | : 1 npl i ci t AppShort cuts E
xplorer
Open the Internet Explorer Cookies folder shel | : Cooki es :Enternet
xplorer
Open the Internet Explorer Favorites folder shel | : Favorites :Enternet
xplorer
Open the list of Network Connections shel | : Connect i onsFol der :Enternet
xplorer
Open the Program Files folder (same as Sl B eniEl] e Internet
% PROGRAMFI LES%) Explorer
. . ) ' Internet
Open the Program Files\Common Files folder shel | : Progr anfi | esConmon E
xplorer
Open the Temporary Internet Files folder shel | : Cache :Enternet
xplorer
. . Internet
Open the user folder of downloaded Sidebar Gadgets | shel | : Gadget s E
xplorer
Open the Windows Search tool shel | : Sear chHoneFol der :Enternet
xplorer
Display public libraries, if any shel | : Publ i cLi brari es Library
Display your Music library shel | : Musi cLi brary Library
Display your Pictures library shel | : Pi cturesLibrary Library
Display your Videos library shel | : Vi deosLi brary Library
Open the Documents library shel | : Document sLi brary Library
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Open the Libraries folder

Open the Windows Photo Gallery Original Images

folder, if installed

Open the Public Music folder
Open the Public Pictures folder
Open the Public Video folder
Open the Sample Music folder
Open the Sample Pictures folder
Open the Sample Videos folder
Open the user‘'s Music folder

Open the user's Pictures folder

Open the user's Pictures\Slide Shows folder (if

present)

Open the user's Videos folder

Display Sync Centre

Display Sync Centre Conflicts

Display Sync Centre Results

Open the Sync Centre Setup options

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

shel | :

Li braries

Oiginal | mages

ConmmonMusi ¢
CommonPi ct ur es
ConmonVi deo
Sanpl eMusi ¢
Sanpl ePi ctures
Sanpl eVi deos
My Music

My Pictures

Phot oAl buns

My Vi deo

SyncCent er Fol der

Confl i ct Fol der

SyncResul t sFol der

SyncSet upFol der

Library
Multimedia

Multimedia
Multimedia
Multimedia
Multimedia
Multimedia
Multimedia
Multimedia

Multimedia
Multimedia

Multimedia

Windows Sync
Centre

Windows Sync
Centre

Windows Sync
Centre

Windows Sync
Centre

Unless indicated otherwise, all the shortcuts above work in all versions of Windows from Vista upwards.

Shell folder shortcuts can be used directly in the Windows Explorer Address bar: shel | : Deskt op

Or in the Start Menu Start | Run |

Or from the command line:
C.\> explorer shell:desktop
C.\> start shell: desktop

shel | : Deskt op

The START command does also accept Shell shortcuts with spaces but they have to be quoted like so:

C\> start "" "shell:ny nusic"

“You go away for a long time and return a different person - you never come all the way back” ~ Paul Theroux

Related

EXPLORER - Open Windows Explorer
ProfileFolders - Location of user profile folders.
Env. Variables - List of environment variables.
RUN commands Start | Run commands.
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Search

User Shell Folders - Profile, Start Menu folder...

In Windows 7/2008 the main User Profile folder (YSERPROFI LE%) has moved from C:\ Docunments and Settings\ to C \ User s\
and many profile folders have also changed name or location:

W ndows XP/ 2003 W ndows 7/2008
%ISERPROFI LE% Appl i cati on Data %JSERPROFI LE% AppDat a\ Roam ng
WISERPROFI LE% Cooki es QRJSERPRCFI LE% AppDat a\ Roani ng\ M cr osof t \ W ndows\ Cooki es
WISERPROFI LE% Hi st ory %JSERPROFI LE% AppDat a\ Local \ M cr osof t \ W ndows\ Hi st ory
QJSERPRCFI LE% Local Settings YUSERPROFI LE% AppDat a\ Local
%JISERPROFI LE% My Docunent s %JSERPROFI LE% Docunent s
%ISERPROFI LE% Net Hood %JISERPROFI LE% AppDat a\ Roam ng\ M cr osof t \ W ndows\ Net wor k Shortcuts
%JSERPRCFI LE% Pri nt Hood QRJSERPROFI LE% AppDat a\ Roami ng\ M cr osof t \ Wndows\ Pri nter Shortcuts
WISERPROFI LE% Recent %ISERPROFI LE% AppDat a\ Roam ng\ M cr osof t \ W ndows\ Recent
WISERPROFI LE% SendTo YAJSERPROFI LE% AppDat a\ Roami ng\ M cr osof t \ W ndows\ SendTo
YASERPROFI LE% Start Menu YAJSERPROF| LE% AppDat a\ Roani ng\ M crosof t\ W ndows\ Start Menu
9AJSERPROFI LE% Tenpl at es YRISERPROFT LE% AppDat al'Roani ng\ M ¢cr osof t VW ndows\ Tenpl at es

%JISERPROFI LE% Tenporary Internet Files %JSERPROFI LE% AppDat a\ Local \ M cr osof t\ W ndows\ Tenporary Internet Files
W ndows XP/ 2003 W ndows 10/2012 R2
YJSERPROFI LE% Appl i cation Data %JSERPROFI LE% AppDat a\ Roami ng

%JSERPROFI LE% Cooki es %JSERPROFI LE% AppDat a\ Local \ M cr osof t \ W ndows\ INetCookies
WISERPROFI LE% Hi st ory ) %JSERPROFI LE% AppDat a\ Local \ M cr osof t \ W ndows\ Hi st ory

WISERPROFI LE% Local Settings %JSERPROFI LE% AppDat a\ Local

9AJSERPROFI LE% My Docunent s %JSERPROF| LE% Docunent s ) )

%JISERPROFI LE% Net Hood %JSERPROFI LE% AppDat a\ Roam ng\ M cr osof t \ W ndows\ Net wor k Short cuts
%JISERPROFI LE% Pri nt Hood %JISERPROFI LE% AppDat a\ Roam ng\ M cr osof t \ W ndows\ Pri nter Shortcuts
WISERPROFI LE% Recent %JISERPROFI LE% AppDat a\ Roam ng\ M cr osof t \ W ndows\ Recent Items
WISERPROFI LE% SendTo %ISERPROFI LE% AppDat a\ Roanm ng\ M cr osof t \ W ndows\ SendTo

OAJSERPROFI LE% Start Menu YSERPROFI LE% AppDat a\ Roani ng\ M crosof t\ Wndows\ Start Menu
9AJSERPROFI LE% Tenpl at es YRISERPROFT LE% AppDat al'Roani ng\ M ¢cr osof t VW ndows\ Tenpl at es

WISERPROFI LE% Tenporary Internet Files %JSERPROFI LE% AppDat a\ Local \ M cr osof t \ W ndows\ INetCache

The values above can be found in the registry (as REG_EXPAND_SZ values)
HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer\ User Shell Fol ders

The following HKCU registry subkeys are common to Windows XP/2003/7/2008 :

AppDat a, Cache, Cooki es, Desktop, Favorites, History, Local AppData, My Pictures, NetHood, Personal, PrintHood,
Prograns, Recent, SendTo, Start Menu, Startup, Tenpl ates.

By default these all resolve to subfolders below %USERPROFILE% but they can be redirected to other locations.
The registry locations are always the same, but the files and folders may be in different places.

To provide backwards compatibility, in Windows 7 and above the old locations under C:\ Docunents and Settings contain
junction points (hidden, protected operating system files) which point to the new user-accessible folders.

'All Users' Shell Folders

The folders for All Users settings have also moved:

W ndows XP/ 2003 W ndows 7/2008
YALLUSERSPROFI LE% Appl i cati on Data %Pr ogr anDat a%
%ALLUSERSPROFI LE% Deskt op 9PUBLI C% Deskt op
Y%ALLUSERSPROFI LE% Document s %°PUBLI C% Docunent s
YALLUSERSPROFI LE% St art  Menu\ Progranms %P°r ogr anDat a% M cr osof t \ W ndows\ St art Menu\ Pr ogr ans
Y%ALLUSERSPROFI LE% St art nenu %°r ogr anDat a% M crosof t\ W ndows\ Start Menu

YALLUSERSPROFI LE% St art Menu\ Progr ans\ Start up 9°r ogr anDat a% M crosof t VW ndows\ St ar t
Menu\ Progr ans\ St art up

Y%ALLUSERSPROFI LE% Tenpl at es %°r ogr anDat a% M cr osof t \ W ndows\ Tenpl at es
W ndows XP/ 2003 W ndows 10/2012 R2
%ALLUSERSPROFI LE% Appl i cati on Data %r ogr ambDat a%_
%ALL USERSPROFI LE% Deskt op %PUBLI C% Public Desktop
%ALLUSERSPROFI LE% Document s %°PUBLI C% Public Documents
YALLUSERSPRCFI LE% St art Menu\ Progr ans 9%r ogr anDat a% M crosof t\ W ndows\ St art Menu\ Prograns *
Y%ALLUSERSPROFI LE% St art nmenu 9%%r ogr anDat a% M crosof t\Wndows\ Start Menu *

YALLUSERSPROFI LE% St art Menu\ Progr ans\ Start up %°r ogr anDat a% M crosof t VW ndows\ St ar t
Menu\ Pr ogr ams\ Startup * )
Y%ALLUSERSPROFI LE% Tenpl at es %°r ogr anDat a% M cr osof t \ W ndows\ Tenpl at es
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* In Windows 10 the Start Menu items are held in a database that is stored under
C:\ User s\ account nane\ AppDat a\ Local \ Ti | eDat aLayer this is proprietary, non user editable and limited to 500
shortcuts. It is also used for Cortana Search. The entire database can be copied between accounts - all or nothing.

The values above can be found in the registry (as REG_EXPAND_SZ values)

HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer\ User Shell Fol ders

The entries in this subkey can appear in both the shel | Fol der s subkey and the User shell Fol ders and in both
HKLM and HKCU. The entries that appear in User Shel| Fol ders take precedence over those in shel | Fol ders.
The entries that appear in HKCU take precedence over those in HKLM

The following HKLM registry subkeys are common to Windows XP/2003/7/2008 :

Common AppDat a, Common Deskt op, Common Docunents, Common Progranms, Commpn Start Menu, Commpn Startup,
Common tenpl at es

Folder Redirection

Although it is possible to redirect any of these folders with Group Policy, not all options are fully supported,
for example redirecting IE favorites/cookies will result in very slow performance.

Examples

Find the location of the Start Menu folder:

For /f "tokens=3*" %4 in (' REG QUERY "HKCW Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer\ User Shel |
Fol ders" /v "Start Menu" ~|Find "REG"') do Call Set _startnmenu=%4i

Echo % st art menu%

PowerShell function to open the Start menu:

function Open-StartMenu {
$drive = dir env: SystenDrive
$w7pat h $drive. val ue + "\ ProgranDat a\ M crosoft\ W ndows\ Start Menu"
$xppat h $drive.value + "\ Docunents and Settings\Al|l Users\Start Menu"
if (test-path $wrpath)

{expl orer $wrpat h}
elseif (test-path $xppath) {explorer $xppath}

}

“There are no shortcuts to any place worth going” - Beverly Sills
Related:

Shell: folder - Shortcuts to key folders.

Windows Environment Variables

RoamingProfile.vbs - Cleardown files to improve logon and logoff times.
Managing Roaming User Data Deployment Guide - TechNet (html and .doc)
Q886549 - User Shell Folders

https://ss64.com/nt/syntax-folders.ntml[8/24/2017 10:33:33 AM]


http://arstechnica.com/gadgets/2015/07/review-windows-10-is-the-best-version-yet-once-the-bugs-get-fixed/
https://blogs.msdn.microsoft.com/oldnewthing/20140702-00/?p=593/
https://ss64.com/nt/reg.html
https://ss64.com/ps/syntax-functions.html
https://ss64.com/vb/syntax-profile.html
https://technet.microsoft.com/en-us/library/cc766489(WS.10).aspx
https://support.microsoft.com/kb/886549

User Shell Folders - Windows CMD - SS64.com

Copyright © SS64.com 1999-2017
Some rights reserved

https://ss64.com/nt/syntax-folders.html[8/24/2017 10:33:33 AM]



Windows Environment Variables - Windows CMD - SS64.com

( SS64 ) CMD Syntax
Search

Windows Environment Variables

Environment variables are mainly used within batch files, they can be created, modified and deleted for a session using the
SET command. To make permanent changes, use SETX

Variables can be displayed using either SET or ECHO.

Variables have a percent sign on both sides: 9hi sl sAvari abl €%
The variable name can include spaces, punctuation and mixed case: % Anot her Ex. anpl e%
(This is unlike Parameter variables which only have one % sign and are always one character long: %A )

A variable name may include any of the following characters:
AZ a-z, 0-9, #$"' () *+, -.2@[] _ {1} ~

Array variables

Unlike PowerShell, which fully supports arrays, there is no built in support for array variables within the CMD shell.
However with some effort you can replicate this functionality using a series of separate variables, named to
represent the array:

Set elenf1]=First el enent
Set el en] 2] =Second one
Set el eni3]=The third one

To perform array indexing operations with these, use EnableDelayedExpansion and a reference like

lel enf var % !
this is explained fully in this StackOverflow Q/A.

Standard (built-in) Environment Variables

Volatile . . . L
Variable (Read- Default value in Windows 7/10/200;3 (assuming the system drive is C:
Only)

ALLUSERSPROFI LE
APPDATA
CD

Cl i ent Nane

CVDEXTVERSI ON

CVDCMDLI NE
ComonPr ogr anFi | es
COMVONPROGRAMF| LES( x86)

COVPUTERNAME

COVSPEC

DATE

ERRORLEVEL

FPS_BROASER APP_PROFI LE_STRI NG

https://ss64.com/nt/syntax-variables.ntml[8/24/2017 10:33:42 AM]

C:\ProgramData

C:\Users\{username}\AppData\Roaming

The current directory (string).

Terminal servers only - the ComputerName of a remote host.

The current Command Processor Extensions version number. (NT = "1",
Win2000+ = "2".)

The original command line that invoked the Command Processor.
C:\Program Files\Common Files

C:\Program Files (x86)\Common Files

{computername}

C:\Windows\System32\cmd.exe or if running a 32 bit WOW -
C:\Windows\SysWOW&64\cmd.exe

The current date using same region specific format as DATE.

The current ERRORLEVEL value, automatically set when a program
exits.

Internet Explorer


https://ss64.com/nt
https://ss64.com/nt/setx.html
https://ss64.com/nt/echo.html
https://ss64.com/ps/syntax-arrays.html
https://stackoverflow.com/questions/10166386/arrays-linked-lists-and-other-data-structures-in-cmd-exe-batch-script/10167990#10167990
https://ss64.com/nt/cmd.html
https://en.wikipedia.org/wiki/WoW64
https://ss64.com/nt/date.html

FPS_BROASER USER PROFI LE_STRI NG

Hi ghest NumaNodeNunber

HOVEDRI VE

HOVEPATH
LOCALAPPDATA
LOGONSERVER

NUMBER _OF_PROCESSCORS

cs

PATH

PATHEXT

PROCESSOR_ARCHI TECTURE

PROCESSOR_ARCHI TEW6432
PROCESSOR_| DENTI FI ER
PROCESSOR_LEVEL
PROCESSOR_REVI SI ON

Pr ogr amA6432

Pr ogr anDat a

Progranti | es

Pr ogr anfi | es(x86) 1
PROVPT

PSMbdul ePat h
Publ i c

RANDOM
YSessi onNanme%

SYSTENDRI VE

SYSTEMROOT

Windows Environment Variables - Windows CMD - SS64.com

Y
(hidden)

Y
Y

User
and
System
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Default
These are undocumented variables for the Edge browser in Windows
10.

The highest NUMA node number on this computer.

C:

\Users\{username}
C:\Users\{username\AppData\Local
\\{domain_logon_server}

The Number of processors running on the machine.

Operating system on the user's workstation.

C:\Windows\System32\;C:\Windows\;C:\Windows\System32\Wbem;{plus
program paths}

.COM; .EXE; .BAT,; .CMD; .VBS; .VBE; .JS ; .WSF; .WSH; .MSC
The syntax is like the PATH variable - semicolon separators.

AVDB4/ | A64/ x86 This doesn't tell you the architecture of the processor
but only of the current process, so it returns "x86" for a 32 bit WOW
process running on 64 bit Windows. See detecting OS 32/64 bit

=9%r ogr anFi | es%(only available on 64 bit systems)

Processor ID of the user's workstation.

Processor level of the user's workstation.

Processor version of the user's workstation.
=UPROCESSOR_ARCHI TECTURE% (0only available on 64 bit systems)
C:\ProgramData

C:\Program Files or C:\Program Files (x86)
C:\Program Files (x86)

Code for current command prompt format,usually $P$G
C >

%SystemRoot%\system32\WindowsPowerShell\v1.0\Modules\
C:\Users\Public
A random integer number, anything from 0 to 32,767 (inclusive).

Terminal servers only - for a terminal server session, SessionName is a
combination of the connection name, followed by #SessionNumber. For
a console session, SessionName returns "Console".

C:

By default, Windows is installed to C: \ W ndows but there's no guarantee
of that, Windows can be installed to a different folder, or a different drive
letter.

syst enr oot iS a read-only system variable that will resolve to the correct
location.

NT 4.0, Windows 2000 and Windows NT 3.1 default to C: \ W NNT


https://msdn.microsoft.com/en-gb/library/windows/desktop/aa363804%28v=vs.85%29.aspx
https://ss64.com/nt/path.html
https://en.wikipedia.org/wiki/WoW64
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User C:\Users\{Username}\AppData\Local\Temp

USPEEALLE Variable Under XP this was \{username}\Local Settings\Temp
TI ME Y The current time using same format as TIME.
Y : . : -
: Set if a user is a logged on to a domain and returns the fully qualified
User bnsDonai n S DNS domain that the currently logged on user's account belongs to.
Variable
USERDONAI N {userdomain}
. , The user domain for RDS or standard roaming profile paths. Windows
USERDOVAI L1 oam ngprofile 8/10/2012 (or Windows 7/2008 with Q2664408)
USERNAVE {username}
%SystemDrive%\Users\{username}
USERPROFI LE This is equivalent to the $HOVE environment variable in Unix/Linux
%WinDir% pre-dates Windows NT and seems to be superseded by
%SystemRo00t%
W NDI R Set by default as windir=%SystemRoot%

%windir% is a regular variable and can be changed, which makes it less
robust than %systemroot%

1 Only on 64 bit systems, is used to store 32 bit programs.
Unless stated otherwise, all the variables above are System variables
Environment variables are stored in the registry:

User Variables: HKEY_CURRENT_USER\ Envi r onnment
System Variables: HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Cont r ol \ Sessi on Manager \ Envi r onnment

By default, files stored under Local Settings do not roam with a roaming profile.

Dynamic environment variables are read-only and are computed each time the variable is expanded. When all variables are
listed with SET, these will not appear in the list. Do not attempt to directly SET a dynamic variable.

Undocumented Dynamic variables (read only)
% APPDIR_% The directory path to the current application .exe, terminated with a trailing backslash. (Global) -
discuss
% CD__% The current directory, terminated with a trailing backslash. (Global)
%C. % The current directory of the C: drive.
%D: % The current directory of the D: drive if drive D: has been accessed in the current CMD session.
YDPATH% Related to the (deprecated) DPATH command.
%Exi t Code% The most recent exit code returned by an external command, such as CMD /C EXIT n, converted to
hex.
%Exi t CodeAsci i % The most recent exit code returned by an external command, as ASCII. (Values 0-32 do not
display because those map to ASCII control codes.)
%1 RMMRE_TYPE% The boot type of the system: Legacy , UEFI, Not i npl enented , Unknown Windows 8/2012.
9KEYS% Related to the (deprecated) KEYS command.
More detail on these undocumented variables can be found in this stackoverflow answer from Dave Benham.

Undocumented Dynamic variables (read/write)
% COMPAT_LAYER% Set the ExecutionLevel to either RunAsl nvoker (aslnvoker), RunAsHi ghest (highestAvailable) or

RunAsAdmi n(requireAdministrator) for more see elevation and Q286705 / Application Compatibility Toolkit for other
Compatibility Layers (colours,themes etc).
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Pass variables between batch scripts

There are several ways to pass values between batch files, or between a batch file and the command line, see the
CALL and SETLOCAL pages for full details.

A child process by default inherits a copy of all environment variables from its parent, this makes environment
variables unsuitable for storing secret information such as API keys or user passwords, especially in rare
occasions like crashes where a crash log will often include the full OS environment at the time of the crash.
PowerShell/Get-Credential is a more secure approach.

“Men may be convinced, but they cannot be pleased against their will. But though taste is obstinate, it is very variable, and time often
prevails when arguments have failed” ~ Samuel Johnson

Related:

PowerShell - Working with Environment variables
User Shell Folders - Standard folder locations.
Detecting 32 vs 64 bit Windows

CALL - Evaluate environment variables

SET - View environment variables, set local variables
SETX - Set environment variables

Q100843 - The four types of environment variable
Q286705 - Set compatibility variables

Q242557 - Registry Settings for Folder Redirection
StackOverflow - Storing a Newline in a variable
Managing Roaming User Data Deployment Guide - Microsoft.com (Word Doc)
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( SS64 ) CMD Syntax
Search

Redirection

command > fil ename Redi rect command output to a file

command >> fil enane APPEND into a file

command < fil enane Type a text file and pass the text to command

commandA | commandB Pi pe the output from conmandA into conmmandB

conmmandA & comandB Run commandA and then run commandB

commmandA && conmmandB Run commandA, if it succeeds then run commmandB

commandA || commandB Run commandA, if it fails then run commandB

commandA && commandB || commandC

I f commandA succeeds run conmandB, if it fails comandC

Success and failure are based on the Exit Code of the command.
In most cases the Exit Code is the same as the ErrorLevel

Nurmeri ¢ handl es:

STDIN = 0 Keyboard i nput
STDOUT = 1 Text output
STDERR = 2 FError text output
UNDEFI NED = 3-9

command 2> fil enane Redi rect any error nessage into a file
command 2>> fil enane Append any error nessage into a file

(command) 2> fil ename Redi rect any CMVD.exe error into a file
command > file 2>&1 Redirect errors and output to one file

command > fileA 2> fileB Redirect output and errors to separate files
command 2>&1 >fil enane This will faill
Redirect to NUL (hide errors)

command 2> nul Redirect error nessages to NUL

command >nul 2>&1 Redirect error and output to NUL

command >filenane 2> nul Redirect output to file but suppress error
(command) >fi |l ename 2> nul Redirect output to file but suppress CMD.exe errors

Any long filenames must be surrounded in "double quotes".
A CMD error is an error raised by the command processor itself rather than the program/command.

Redirection with > or 2> will overwrite any existing file.

You can also redirect to a printer with > PRN or >LPT1

Multiple commands on one line

In a batch file the default behaviour is to read and expand variables one line at a time, if you use & to run multiple
commands on a single line, then any variable changes will not be visible until execution moves to the next line. For
example:

SET /P _cost="Enter the price: " & ECHO % cost %

This behaviour can be changed using SETLOCAL Enabl eDel ayedExpansi on

Creating a new file
Create empty files using the NUL device:
Type NUL >EnptyFile.txt
or
Copy NUL EnptyFile.txt

To prevent the > and < characters from causing redirection, escape with a caret: »> or A<
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Redirect multiple lines by bracketing a set of commands:

Echo sanple textl
Echo sanple text2
) > c:\logrile.txt

Exit Codes

If the filename or command is not found then redirection will set an Exit Code of 1

Unicode

The CMD Shell can redirect ASCII/ANSI (the default) or Unicode (UCS-2 le) but not UTF-8.
This can be selected by launching cvb / A or cvD /U

With the default settings a UCS-2 file can be converted by redirecting it (note it's the redirection not the
TYPE/MORE command that makes the encoding change)
TYPE uni code.txt > asciifile.txt

European characters like ABcaéy will usually convert correctly, but others like £¥f€ will become random extended
ASCII characters: o842

Pipes and CMD.exe

When a command is piped with ' | batch_conmmand * this will instantiate a new CMD.exe instance, in effect running:
C.\ Wndows\ systenB82\ cnd.exe /C /S /D "bat ch_comrand"

This has several side effects:

Any newline (CR/LF) characters in the batch_command will be turned into & operators. (see StackOverflow)

If the batch_command includes any caret escape characters » they will need to be doubled up so that the escape
survives into the new CMD shell.

Starting a new CMD shell also has a small (likely unnoticable) effect on performance.

For example, this syntax works, but would fail if the second or subsequent (piped) lines were indented with a
space:

@cho Of

echo abc def |#

find "abc" |~

find "def"> outfile.txt

Multi-line single commands with lots of parameters, can be indented as in this example:

Echo abc def ~
ghi jkl ~
mo pqgr
When redirecting the output of DIR to a file, you may notice that the output file (if in the same folder) will be listed with a size

of 0 bytes. The command interpreter first creates the empty destination file, then runs the DIR command and finally saves the
redirected text into the file.

The maximum number of consecutive pipes is 2042

Examples:

DIR >MFil eLi sting. t xt

DIR /o:n >"Another |ist of Files.txt"

DIR C:\ >List_of _C txt 2>errorlog.txt

DIR C\ >List of Ctxt & DIR D\ >List_of D.txt
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( SS64 ) CMD Syntax

Search

Conditional Execution

Syntax

if commandl succeeds then execute command2 (IF)
comrandl && conmand2

Execute commandl and then execute command2 (AND)
commandl & conmand2

Execute command2 only if command1 fails (OR)
conmmandl || comrand2

Success is defined as returning an %ERRORLEVEL% =0

Care must be taken in using this syntax to read and SET variables as by default variables are expanded one line at a time.

Examples

Show a message if a file copy succeeds:

COPY H: \share\ TNSnanes.ora C. \Oacle\ &% ECHO The Copy succeeded

Use parenthesis to test the success of several commands:

(Dir C\Testl & Dir C\Test2) || Echo One or nore of the commands fail ed.
“Conditional cooperation is like adulterated cement which does not bind” ~ Mohandas K. Gandhi

Related:

IF - Conditionally perform a command.
Command redirection
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( SS64 ) CMD Syntax

Search

Loops and subroutines

There are 2 ways to conditionally process commands in a batch file
IF xxx ELSE yyy - will conditionally perform a command (or a set of commands)
FOR aaa DO xxx - will conditionally perform a command several times (for a set of data, or a set of files)

Either of these can be combined with the CALL command to run a subroutine like this:

@cho off

I'F EXI ST C \pagefile.sys CALL :s_page _on_c
| F EXI ST D:\pagefile.sys CALL :s page on_d
GOTO : eof

' S_page_on

echo pageflle found on C. drive

GOTO : eof

:s_page_on_d
echo pagefile found on D: drive

Without the : a second batch file will be called ...

@ECHO of f
I'F EXIST C \pagefile.sys CALL Second_Batch.cnd

If the code does not need to return then use the GOTO statement like this:

@ECHO of f )

I F EXI ST C \pagefile.sys GOTO s_page_on_c
ECHO pagefile not found

GOTO : eof

. S_page_on
ECHO pageflle f ound

To call a second batch file in a separate shell use CMD An important difference between CALL and CMD is the exit behaviour
if an error occurs.

@ECHO of f
I F EXI ST C \pagefile.sys CVMD /C Second_Bat ch. cnd

"I knew of one little DO loop that ran for 48 hours, cost $14,000 and did nothing” ~ Richard Keeler
Related:

Syntax: Parameters - Command Line Parameters %1 %~fl
Syntax: Functions - How to package blocks of code
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( SS64 ) CMD Syntax
Search

Batch file Functions

Packaging up code into a discrete functions, each with a clear purpose is a very common programming technique. Re-using
known, tested code, means you can solve problems very quickly by just bolting together a few functions.

The CMD shell does not have any documented support for functions, but you can fake it by passing arguments/parameters to
a subroutine and you can use SETLOCAL to control the visibility of variables.

A common first attempt at building a function:
: nyf unct

SETLOCAL

SET _var1=%

SET _var2="%var1% - % var 1% - % var 1%

SET _result=% var2%

ENDL OCAL

but there is a problem, the ENDLOCAL command will throw away the _resul t variable and so the function returns nothing.

:nyfunct 2

SETLOCAL

SET _var1=%

SET _var2="%var1% - % var 1% - % var 1%
ENDLOCAL

SET _result=% var2%

This version is getting close, but it still fails to return a value, this time because ENDLOCAL will throw away the _var 2 variable

The solution to this is to take advantage of the fact that the CMD shell evaluates variables on a line-by-line basis - so placing
ENDLOCAL on the same line as the SET statement(s) gives the result we want. This technique is known as 'tunneling' and
works for both functions and entire batch scripts:

: myfunct 3

SETLOCAL

SET _var1=%

SET _var2="%var1% - % var 1% - % var 1%
ENDLOCAL & SET _resul t =% var 2%

In examples above there are just 2 local variables (_varl and _var2) but in practice there could be far more, by turning the
script into a function with SETLOCAL and ENDLOCAL we don’t have to worry if any variable names will clash.

In other words you can do this:

@ECHO OFF

SET _var 1=64

SET _var2=123

CALL :nyfunct3 Testing

echo varl is %varl%

echo Final result %result%
goto : eof

: nyfunct 3

SETLOCAL

SET _var1=%

SET _var2="%var 1% - % var 1% - % var 1%
ENDLOCAL & SET _resul t =% var 2%

When working with functions it can be useful to use Filename Parameter Extensions against the function name, % will contain
the call label, %-nxo0 the file name, see Rob Hubbards blog for an example. Note that if you have two scripts one calling
another, this will not reveal the location of the 'calling' script.
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( SS64 ) CMD Syntax
Search

Batch file macros

A macro allows you to embed blocks of code in a variable. Like calling a subroutine or function this allows reusing the same
block of code multiple times, the difference is that by placing the code in a variable the performance will be much faster.

This is an advanced technique but can be very useful in scripts that include large blocks of code or looping commands where
the performance of other methods is too slow.

A macro which runs exit /b

set _ex=exit /b

You can then exit a subroutine with:

% ex%

A macro which lists all the .XLS files in a folder:

Set _macro=Dir c:\denp\*.xls

We can now run the Macro like this:
% macr 0%

So far so like the DOSKEY command, but to make this more powerfull you will want to pass arguments to the macro, in the
example above you might want to pass the name of the folder to be listed.

Passing arguments to a macro is not particularly easy, the best method (discovered by Jeb) is to place a For /L command
within the macro, set to run 2 steps each time the macro is run:

« In the first step the arguments are stored in a variable (ar gv)
« In the second step the main body of the macro runs and can (optionally) read the variable

The basic structure of the macro definition:

?gt SEmacro=For [l %% in (11 2) do if %®m==2 (Echo Main MACRO goes here.) else setlocal enabl eDel ayedExpansi on
t argv=,

% macr 0% argl arg2

The macro will expand to:
i for /1 %%, in (1 1 2) do if %®m==2 (Echo Main MACRO goes here.) else setlocal enabl eDel ayedExpansi on & Set
argv=, argl arg2

whi ch is equival ent to:
set| ocal enabl eDel ayedExpansi on
Set argv= argl arg2
Echo Main MACRO goes here.

Example:

@fcho of f

cls

set| ocal Disabl eDel ayedExpansi on
set LF="

::Above 2 blank lines are required - do not renove
set A"\ n=A"04 FI8A F9% % FORA FOA A"

set _macrodemo=for /L %% in (1 1 2) do if %®®m==2 (% n%
for /F "tokens=1 delins=, " W& in ("largv!") do (% n%
echo _argunent 1=%6 % n%
set " _argunent 1=! 986G " % n%
dir ! _argument 1!\ *. x| s% n%
% n%
) ELSE setl ocal enabl eDel ayedExpansi on & set argv=,

set " testfol der=c:\denmn"
% macr odenp% _t est f ol der
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% Windows 7 Services

A list of the default services in Windows 7.

Service
Display Name

-

ActiveX
Installer
(AXInstSV)

Adaptive
Brightness

Application
Experience

Application
Host Helper
Service

Application
Identity

Application
Information

Application
Layer Gateway
Service

Application
Management

ASP.NET State
Service

Service (Registry Key) #

AXInstSV

SensrSvc

AelLookupSvc

AppHostSvc

AppIDSvc

Appinfo

ALG

AppMgmt

aspnet_state
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Process =

svchost.exe / audiosrv.dll

svchost.exe / sensrsvc.dll

svchost.exe / aelupsvc.dll

svchost.exe / appidsvc.dll

svchost.exe /appinfo.dll

alg.exe

svchost.exe / appmgmts.dll

aspnet_state.exe

Description #

Provides UACI
validation for the
installation of ActiveX
controls from the
Internet.

Monitors ambient light
sensors to detect
changes in ambient
light and adjust the
display brightness.

Processes application
compatibility cache
requests for
applications as they
are launched

Determines and
verifies the identity of
an application.

Facilitates the running
of interactive
applications with
additional
administrative
privileges.

Provides support for
3rd party protocol

plug-ins for Internet
Connection Sharing

Processes
installation, removal,
and enumeration
requests for software
deployed through
Group Policy.

Default Status &
notes #

Manual

Manual, can be
disabled if no light
sensors available)

Manual

Not Installed.
Optional feature
(Control Panel add
features)

Manual.

Disabling this
service will prevent
AppLocker from
being enforced.

Manual (Started)

Manual

Manual

Optional feature
(Control Panel add
features)
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Background
Intelligent
Transfer
Service

Base Filtering
Engine

BitLocker Drive
Encryption
Service

Block Level
Backup Engine
Service

Bluetooth
Support
Service

BranchCache

Certificate
Propagation

Client for NFS

CNG Key
Isolation
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BITS

BFE

BDESVC

wbengine

bthserv

PeerDistSvc

CertPropSvc

NfsCint

Keylso

svchost.exe / gmgr.dll

svchost.exe / bfe.dll

svchost.exe / bdesvc.dll

wbengine.exe

svchost.exe / bthserv.dll

peerdistsvc.dll

svchost.exe / certprop.dll

LSASS.exe (Local Security
Authority Subsystem)
/ keyiso.dll

Transfer files using
idle network
bandwidth, maintain
file transfers through
network
disconnections and
computer restarts.

Manages firewall and
IPsec policies and
user mode filtering.

Provides secure
startup for theOS, as
well as full volume
encryption.

The WBENGINE
service is used by
Windows Backup to
perform backup and
recovery operations.

Discovery and
association of remote
Bluetooth devices.

Caches network
content from peers on
the local subnet.

Copies user
certificates and root
certificates from smart
cards into the current
user's certificate
store, detects when a
smart card is inserted
into a smart card
reader, and, if
needed, installs the
smart card Plug and
Play minidriver.

Provides key process
isolation to private
keys and associated
cryptographic
operations as required
by the Common
Criteria.

Provides automatic

Manual.

If disabled, then
applications that
depend on BITS,
such as Windows
Update, will be
unable to
automatically
download files.

Automatic
(Started)

Manual

Manual

Manual.

If stopped
Bluetooth devices
will fail to operate

properly.

Manual

Manual

Not Installed.
Optional feature in
Ultimate/Enterprise
edition (Control
Panel add
features)

Manual
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COM+ Event
System

COM+ System
Application

Computer
Browser

Credential
Manager

Cryptographic
Services

DCOM Server
Process
Launcher

Desktop
Window
Manager
Session
Manager

DHCP Client
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EventSystem

COMSysApp

Browser

VaultSvc

CryptSvc

DcomLaunch

UxSms

Dhcp

svchost.exe / comres.dll

dllhost.exe

svchost.exe / browser.dll

LSASS.exe (Local Security
Authority Subsystem)
[ vaultsve.dll

svchost.exe / cryptsvc.dll

svchost.exe / oleres.dll

svchost.exe / dwm.exe

svchost.exe / dhcpcore.dll

distribution of events
to subscribing COM
components.

Collects the names of
NetBIOS resources
on the network,
creating a list so that it
can participate as a
master browser or
basic browser (one
that takes part in
browser elections).

This maintained list of
resources
(computers) is
displayed in Network
Neighborhood.

Provides secure
storage and retrieval
of credentials to
users, applications
and security service
packages.

Confirm the
signatures of
Windows files, add
and remove Trusted
Root Certification
Authority certificates,
retrieve root
certificates from
Windows Update.

Launches COM and
DCOM servers in
response to object
activation requests.

Provides Desktop
Window Manager
startup and
maintenance services

Registers and
updates IP addresses
and DNS records for
this computer.

Enables problem

Automatic
(Started)

Manual

Manual.

If disabled you can
still map drives,
but can't browse
the whole network.

This has no effect
on TCP/IP or
internet browsing

Manual

Automatic
(Started)

Automatic
(Started)

If this service is
stopped, programs
using COM or
DCOM will not
function properly.

Automatic
(Started)

Automatic
(Started)

If this service is
stopped, this
computer will not
receive dynamic IP
addresses and
DNS updates.
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Diagnostic
Policy Service

Diagnostic
Service Host

Diagnostic
System Host

Disk
Defragmenter

Distributed Link
Tracking Client

Distributed
Transaction
Coordinator

DNS Client

Encrypting File
System (EFS)

Extensible
Authentication
Protocol

Fax

Function
Discovery

Windows 7 Services - Windows CMD - SS64.com

DPS

WdiServiceHost

W(diSystemHost

defragsvc

TrkWks

MSDTC

Dnscache

EFS

EapHost

Fax

fdPHost

https://ss64.com/nt/syntax-services.html[8/24/2017 10:34:39 AM]

svchost.exe / dps.dll

svchost.exe / wdi.dll

svchost.exe / wdi.dll

svchost.exe / defragsvc.dll

svchost.exe / trkwks.dll

MSDTC.exe

discache.sys / dnsapi.dll

LSASS.exe (Local Security
Authority Subsystem)
/ efssvc.dll

svchost.exe / eapsvc.dll

fxssvc.exe

svchost.exe / fdPHost.dll

detection,
troubleshooting and
resolution for
Windows
components.

Diagnostic Policy
Service - diagnostics
that need to run in a
Local Service context.

Diagnostic Policy
Service - diagnostics
that need to run in a
Local System context.

Provides Disk
Defragmentation
Capabilities.

Maintains links
between NTFS files
within a computer or
across computers in a
network.

Coordinates
transactions that span
multiple resource
managers, such as
databases, message
gueues, and file
systems.

Resolves and caches
Domain Name
System (DNS)
names, and registers
the full computer
name for this
computer.

The core file
encryption technology
used to store
encrypted files on
NTFS volumes.

Provides network
authentication in such
scenarios as 802.1x
wired and wireless,
VPN, and Network
Access Protection
(NAP).

Send or receive
faxes, using a local or
network fax
machine/server.

Function Discovery
(FD) network

Automatic
(Started)

Manual (Started)

Manual

Manual

Automatic
(Started)

Manual

Automatic
(Started)

Manual

Manual

Manual
Optional feature

(Control Panel add

features)

Manual (Started)
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Provider Host

Function
Discovery
Resource
Publication

Group Policy
Client

Health Key and
Certificate
Management

HomeGroup
Listener

HomeGroup
Provider

Human
Interface
Device Access

I1IS Admin
Service

IKE and AuthIP
IPsec Keying
Modules

Indexing
Service
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FDResPub

gpsvc

hkmsvc

HomeGroupListener

HomeGroupProvider

hidserv

IISADMIN

IKEEXT

CISVC

svchost.exe / fdrespub.dll

svchost.exe / gpapi.dil

svchost.exe / kmsve.dll

svchost.exe / ListSve.dll

svchost.exe / provsvc.dll

svchost.exe / hidserv.dll

svchost.exe / ikeext.dll

Cisvc.exe

discovery providers.

Publish this computer
and resources
attached to this
computer so they can
be discovered over
the network.

Applies Group Policy
settings.

Provides X.509
certificate and key
management services
for the Network
Access Protection
Agent (NAPAgent).

Makes local computer
changes associated
with configuration and
maintenance of the
homegroup-joined
computer.

Performs networking
tasks associated with
configuration and
maintenance of
homegroups.

Enables generic input
access to Human
Interface Devices
(HID), predefined hot
buttons on keyboards,
remote controls,etc.

Hosts the Internet Key
Exchange and
Authenticated Internet
Protocol (AuthlP)
modules. These
keying modules are
used for
authentication and
key exchange in
Internet Protocol
security (IPsec).

Index the contents
and properties of files
on local and remote
computers.

This can become a
resource hog if set to
scan the entire
volume or multiple

Automatic
(Started)

Automatic
(Started)

Manual.
Enforcement
technologies that
use X.509
certificates will not
function properly
without this service

Automatic
(Started)

Manual (Started)

Manual

Optional feature
(Control Panel add
features)

Manual

Optional feature
(Control Panel add
features)
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Interactive
Services
Detection

Internet
Connection
Sharing (ICS)

IP Helper

IPsec Policy
Agent

KtmRm for
Distributed
Transaction
Coordinator

Link-Layer
Topology
Discovery
Mapper

LPD Service

Media Center
Extender
Service

Message
Queuing

Message
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UlODetect

SharedAccess

iphlpsvc

PolicyAgent

KtmRm

lltdsvc

LPDSVC

Mcx2Svc

MSMQ

UlODetect.exe

svchost.exe / ipnathlp.dll

svchost.exe / iphlpsvc.dll

svchost.exe / polstore.dll

svchost.exe / comres.dll

svchost.exe / litdres.dll

svchost.exe / ehres.dll

masvc.exe

volumes.

Enables user
notification of user
input for interactive
services, which
enables access to
dialogs created by
interactive services
when they appear.

Provides network
address translation,
addressing, name
resolution and/or
intrusion prevention

services for a home or
small office network.

Provides tunnel
connectivity using
IPv6 transition
technologies (6to4,

ISATAP, Port Proxy,
and Teredo), and IP-

HTTPS.

IPsec supports
network-level peer

authentication, data
origin authentication,

data integrity, data
confidentiality
(encryption), and
replay protection.

Coordinates

transactions between

the Distributed
Transaction

Coordinator (MSDTC)

and the Kernel

Transaction Manager

(KTM).

Creates a Network

Map, consisting of PC
and device topology -

connectivity and
metadata.

Allows Media Center

Extenders to locate
and connect to the
computer.

Message Queuing
Q2566230

Manual

Disabled

Automatic
(Started)

Manual

Manual

Manual

Optional feature
(Control Panel add
features)

Disabled

Optional feature
(Control Panel add
features)

Optional feature
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Queuing
Triggers

Microsoft .NET
Framework
NGEN
v2.0.50727

Microsoft FTP
Service

Microsoft iISCSI
Initiator Service

Microsoft
Software
Shadow Copy
Provider

Multimedia
Class
Scheduler

Net.Msmq
Listener
Adapter

Net.Pipe
Listener
Adapter

Net.Tcp
Listener
Adapter

Net.Tcp Port
Sharing
Service

Netlogon

MSMQTriggers

clr_optimization_v2.0.50727

ftpsvc

MSiSCSI

swprv

MMCSS

NetMsmgActivator

NetPipeActivator

NetTcpActivator

NetTcpPortSharing

Netlogon
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matgsvc.exe

mscorsvw.exe

svchost.exe / iscsidsc.dll

svchost.exe / swprv.dll

svchost.exe / mmcess.dll

SMSSvcHost.exe

SMSSvcHost.exe

SMSSvcHost.exe

SMSSvcHost.exe

LSASS.exe (Local Security
Authority Subsystem)

Message Queuing
Q2294419

Microsoft .NET
Framework NGEN

Manages Internet
SCSI (iSCSI)
sessions from this
computer to remote
iISCSI target devices.

Manages software-
based volume
shadow copies taken
by the Volume
Shadow Copy
service.

Enables relative
prioritization of work
based on system-
wide task priorities.
This is intended
mainly for multimedia
applications.

Receives activation
requests and passes
them to the Windows
Process Activation
Service. net.msmq
and
msmgq.formatname
protocols

Receives activation
requests and passes
them to the Windows
Process Activation
Service. net.pipe
protocol

Receives activation
requests over the
net.tcp protocol and
passes them to the
Windows Process
Activation Service.

Provides ability to
share TCP ports over
the net.tcp protocol.

Network
Authentication:
Maintains a secure
channel between this

(Control Panel add
features)

Automatic
(Delayed Start,
Started

Optional feature
(Control Panel add
features)

Manual

Manual

Automatic
(Started)

Optional feature
(Control Panel add
features)

Optional feature
(Control Panel add
features)

Optional feature
(Control Panel add
features)

Optional feature
(Control Panel add
features)

Manual


http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=MSMQTriggers+service+site:microsoft.com
https://support.microsoft.com/en-us/kb/2294419
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http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=MSiSCSI+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=swprv+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=MMCSS+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=NetMsmqActivator+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=NetPipeActivator+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=NetTcpActivator+service+site:microsoft.com
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Network
Access
Protection
Agent

Network
Connections

Network List
Service

Network
Location
Awareness

Network Store
Interface
Service

Offline Files

Parental
Controls

Peer Name
Resolution
Protocol

Peer
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napagent

Netman

netprofm

NlaSvc

nsi

CscService

WPCSvc

PNRPsvc
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/ netlogon.dll

svchost.exe / gagentrt.dll

svchost.exe / netman.dll

svchost.exe / netprofm.dll

svchost.exe / nlasvce.dll

svchost.exe / nsisvc.dll

svchost.exe / cscsve.dll

svchost.exe

svchost.exe / pnrpsvc.dll

computer and the
domain controller for
authenticating users
and services.

Collects and manages
health information for
client computers on a
network. Health policy
ensures that the client
computer has the
required software and
settings.

Manages obijects in
the Network and Dial-
Up Connections
folder, in which you
can view both local
area network and
remote connections.

Identifies the
networks to which the
computer has
connected, collects
and stores properties
for these networks,
and notifies
applications when
these properties
change.

Collects and stores
configuration
information for the
network and notifies
programs when this
information is
modified.

delivers network
notifications (e.g.
interface
addition/deleting etc)
to user mode clients.

Maintains the Offline
Files cache, responds
to user logon/logoff
events

For backward
compatibility only.

Enables serverless
peer name resolution
over the Internet
using the Peer Name
Resolution Protocol
(PNRP).

Enables multi-party
communication using

Manual

Manual (Started)

Manual (Started)

Automatic
(Started)

Automatic
(Started)

Automatic

(Started)

Manual

Manual
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Networking
Grouping

Peer
Networking
Identity
Manager

Performance
Counter DLL
Host

Performance
Logs & Alerts

Plug and Play

PnP-X IP Bus
Enumerator

PNRP Machine
Name
Publication
Service

Portable
Device
Enumerator
Service

Power

Print Spooler

Problem
Reports and
Solutions
Control Panel
Support
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p2psvc

p2pimsvc

PerfHost

PlugPlay

IPBUsEnum

PNRPAutoReg

WPDBuUsEnum

Power

Spooler

wercplsupport

svchost.exe / p2psvc.dll

svchost.exe / pnrpsvc.dll

perfhost.exe

svchost.exe / pla.dll

svchost.exe / umpnpmgr.dll

svchost.exe /
IPBusEnum.dll

svchost.exe / pnrpauto.dll

svchost.exe /
wpdbusenum.dll

svchost.exe / umpo.dll

SPOOLSVC.exe

svchost.exe /
wercplsupport.dll

Peer-to-Peer
Grouping.

Provides identity
services for the Peer
Name Resolution
Protocol (PNRP) and
Peer-to-Peer
Grouping services.

Enables remote users
and 64-bit processes
to query performance
counters provided by
32-bit DLLs.

Collects performance
data from local or
remote computers
based on
preconfigured
schedule parameters,
then writes the data to
a log or triggers an
alert.

Enables a computer
to recognize and
adapt to hardware
changes with little or
no user input.

Manages the virtual
network bus,
discovers network
connected devices
and gives them
presence in PnP.

Publishes a machine
name using the Peer
Name Resolution
Protocol.

Enforces group policy
for removable mass-
storage devices.

Manages power policy
and power policy
notification delivery.

Loads files to memory
for later printing

Provides support for
viewing, sending and
deletion of system-
level problem reports
for the Problem
Reports and Solutions
control panel.

Manual

Manual

Manual

Automatic
(Started)

Manual

Manual

Manual

Automatic
(Started)

Automatic
(Started)

Manual


http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=p2psvc+service+site:microsoft.com
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Provides support for
the Program

Compatibility
PlioleEr Assistant (PCA). PCA
Compatibility :
. PcaSvc svchost.exe / pcasvc.dll monitors programs Manual
Assistant .
Service installed and run by
the user and detects
known compatibility
problems.
Provides protected
storage for sensitive
Protected Leisme (Lot Sseng d:tsa;'vigr(;jhs atso revent
ProtectedStorage Authority Subsystem) P 1O P Manual
Storage access by
/ psbase.dll :
unauthorized
services, processes,
or users.
Quality Windows
Audio Video
Quality Experience (QWave)
Windows Audio is a networking
Video QWAVE svchost.exe / qwave.dll platform for Audio Manual
Experience Video (AV) streaming
applications on IP
home networks.
Creates a connection
Remote to a remote network
EEEES AUtO RasAuto svchost.exe / rasauto.dll BABMRVEN 2 Manual
Connection references a remote
Manager DNS or NetBIOS
name or address.
Manages dial-up and
Remote virtual private network
Access (VPN) connections
Connection RasMan svchost.exe / rasmans.dll from this computer to Manual
Manager the Internet or other
remote networks.
Responsible for all
Remote Desktop
Sop
ggﬁ?itolfration SessionEnv svchost.exe / SessEnv.dll configuration and Manual
9 session maintenance
activities that require
SYSTEM context.
Remote Allows users to
Desktop TermService svchost.exe / termsrv.dll connect interactively Manual
Services to a remote computer.
Remote L
Desktop g!lows the redirection
Sigll\c/l%sde oort UmRdpService svchost.exe/ /umrdp.dll Printers/Drives/Ports Manual
" for RDP connections
Redirector
The Service Control
Remote Manager for COM Automatic
Procedure Call | RpcSs svchost.exe / oleres.dll and DCOM servers.
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(RPC)

Remote
Procedure Call
(RPC) Locator

Remote
Registry

RIP Listener

Routing and
Remote
Access

RPC Endpoint
Mapper

Secondary
Logon

Secure Socket
Tunneling
Protocol
Service

Security
Accounts
Manager

https://ss64.com/nt/syntax-services.html[8/24/2017 10:34:39 AM]

RpcLocator

RemoteRegistry

iprip

RemoteAccess

RpcEptMapper

seclogon

SstpSvce

SamSs

Locator.exe

svchost.exe / regsvc.dll

isapnp.sys

svchost.exe / mprdim.dll

svchost.exe / RpcEpMap.dll

svchost.exe / seclogon.dll

svchost.exe / sstpsvc.dll

LSASS.exe (Local Security

Authority Subsystem)
[ samsrv.dll

Aactivation requests,
garbage collection.

In Windows 2003 and
earlier versions of
Windows, the Remote
Procedure Call (RPC)
Locator service
manages the RPC
name service
database. In Windows
Vista and later
versions of Windows,
this service does not
provide any
functionality and is
present for application
compatibility.

Enables remote users
to modify registry
settings on this
computer.

Offers routing
services to
businesses in local
area and wide area
network
environments.

Resolves RPC
interfaces identifiers
to transport
endpoints.

Enables starting
processes under
alternate credentials.

Provides support for
the Secure Socket
Tunneling Protocol
(SSTP) to connect to
remote computers
using VPN.

The startup of this
service signals other
services that the
Security Accounts
Manager (SAM) is
ready to accept
requests.

Monitors and reports
security health
settings: Firewall,

(Started)

Manual

Manual

Optional feature
(Control Panel add
features)

Disabled

Automatic
(Started)

Manual

If this service is
stopped, this type
of logon access
will be unavailable.

Manual

Automatic
(Started)

Automatic


http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=RpcLocator+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=RemoteRegistry+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=iprip+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=RemoteAccess+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=RpcEptMapper+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=seclogon+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=SstpSvc+service+site:microsoft.com
http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=SamSs+service+site:microsoft.com
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Security Center

Server

Shell Hardware
Detection

Simple TCP/IP
Services

Smart Card

Smart Card
Removal Policy

SNMP Service

SNMP Trap

Software
Protection

SPP
Notification
Service

SSDP
Discovery

Storage
Service
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WSCSVC

LanmanServer

Shell[HWDetection

simptcp

SCardSvr

SCPolicySvc

SNMP

SNMPTRAP

Sppsvc

sppuinotify

SSDPSRV

StorSvc

svchost.exe / wscsvc.dll

svchost.exe / srvsve.dll

svchost.exe / shsvces.dll

svchost.exe / SCardSvr.dll

svchost.exe / certprop.dll

SNMPTRAP.exe

SPPSVC.exe

svchost.exe / sppuinotify.dll

svchost.exe / ssdpsrv.dll

svchost.exe / StorSvce.dll

antivirus, antispyware,
Windows Update,
UAC, and Internet
settings

Supports file, print,
and named-pipe
sharing over the
network for this
computer.

Provides notifications
for AutoPlay hardware
events.

Manages access to
smart cards read by
this computer.

Allows the system to
be configured to lock
the user desktop
upon smart card
removal.

Receives trap
messages generated
by local or remote
Simple Network
Management Protocol
(SNMP) agents and
forwards the
messages to SNMP
management
programs running on
this computer.

Enables the
download, installation
and enforcement of
digital licenses for
Windows and
Windows applications.

Provides Software
Licensing activation
and notification

Discovers networked
devices and services
that use the SSDP
discovery protocol,
such as UPnP
devices.

Enforces group policy
for storage devices

(Delayed Start,
Started)

Automatic
(Started)

Automatic
(Started)

Optional feature
(Control Panel add
features)

Manual

Manual

Optional feature
(Control Panel add
features)

Manual

Automatic
(Delayed Start,
Started)

Manual

Manual (Started)

Manual


http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=wscsvc+service+site:microsoft.com
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Superfetch

System Event
Notification
Service

Tablet PC
Input Service

Task
Scheduler

TCP/IP
NetBIOS
Helper

Telephony

Telnet

Themes

Thread
Ordering
Server

TPM Base
Services

UPNP Device
Host

User Profile
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SysMain

SENS

TabletinputService

Schedule

Imhosts

TapiSrv

TIntSvr

Themes

THREADORDER

TBS

upnphost

svchost.exe / sysmain.dll

svchost.exe / Sens.dll

svchost.exe / TabSvc.dll

svchost.exe / schedsvce.dll

svchost.exe / Imhsvc.dll

svchost.exe / tapisrv.dll

svchost.exe /
themeservice.dll

svchost.exe / mmcess.dll

svchost.exe / thssve.dll

svchost.exe / upnphost.dll

Maintains and
improves system
performance over
time.

Monitors system
events and notifies
subscribers to COM+
Event System of
these events.

Enables Tablet PC
pen and ink
functionality

Configure and
schedule automated
tasks.

Provides support for
NetBIOS over TCP/IP
(NetBT) and NetBIOS
name resolution for
clients on the
network.

Provides Telephony
API (TAPI) support for
programs that control
telephony devices on
the local computer
and, through the LAN,
on servers that are
also running the
service.

Provides user
experience theme
management.

Provides ordered
execution for a group
of threads within a
specific period of
time.

Enables access to the
Trusted Platform
Module (TPM), which
provides hardware-
based cryptographic
services to system
components and
applications.

Allows UPnP devices
to be hosted on this
computer.

Loading and

Automatic
(Started)

Automatic
(Started)

Manual

Automatic
(Started)

Automatic
(Started)

If not required can
be set to manual
or disabled.

Manual

Optional feature
(Control Panel add
features)

Automatic
(Started)

Manual

Manual

Manual

Automatic
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Service

Virtual Disk

Volume
Shadow Copy

Web
Management
Service

WebClient

Windows Audio

Windows Audio
Endpoint
Builder

Windows
Backup

Windows
Biometric
Service

Windows
CardSpace
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ProfSvc

vds

VSS

WMSVC

WebClient

AudioSrv

AudioEndpointBuilder

SDRSVC

WhioSrvc

idsvc
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svchost.exe / profsve.dll

VDS.exe

VSSVC.exe

svchost.exe / webclint.dll

svchost.exe / audiosrv.dll

svchost.exe

svchost.exe / sdrsvc.dll

svchost.exe / wbiosrve.dll

infocard.exe

unloading user
profiles.

Provides
management services
for disks, volumes, file
systems, and storage
arrays.

Manages and
implements Volume
Shadow Copies used
for backup and other
purposes.

Enables Windows-
based programs to
create, access, and
modify Internet-based
files.

Manages audio for
Windows-based
programs.

Manages audio
devices for the
Windows Audio
service.

Windows Backup and
Restore capabilities.

The Windows
biometric service
gives client
applications the ability
to capture, compare,
manipulate, and store
biometric data without
gaining direct access
to any biometric
hardware or samples.

Securely enables the
creation,
management, and
disclosure of digital
identities.

Third-party Windows
Color System color
device model and
gamut map model

(Started)

Manual

Manual

Optional feature
(Control Panel add
features)

Manual

Automatic
(Started)

If this service is
stopped, audio
devices and
effects will not
function properly.

Automatic
(Started)

If this service is
stopped, audio
devices and
effects will not
function properly.

Manual

Manual

Manual
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Windows Color
System

Windows
Connect Now —
Config
Registrar

Windows
Defender

Windows
Driver
Foundation —
User-mode
Driver
Framework

Windows Error
Reporting
Service

Windows Event
Collector

Windows Event
Log

Windows
Firewall

Windows Font
Cache Service

Windows
Image
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WcsPluginService

wcncsve

WinDefend

wudfsvec

WerSvc

Wecsvc

EventLog

MpsSvc

FontCache

StiSve
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svchost.exe /
WocsPluglinService.dll

svchost.exe / wenesve.dll

svchost.exe / MsMpRes.dll

svchost.exe / wudfsve.dll

svchost.exe / wersvce.dll

svchost.exe / wecsvce.dll

svchost.exe / wevtsvc.dll

svchost.exe /
FirewallAPI.dll

svchost.exe / FntCache.dll

svchost.exe / wiaservc.dll

plug-in modules.
These plug-in
modules are vendor-
specific extensions to
the Windows Color
System baseline.

Microsoft's
Implementation of Wi-
Fi Protected Setup
(WPS) protocol. This
is used to configure
Wireless LAN settings
for an Access Point
(AP) or a Wi-Fi
Device.

Protection against
spyware and
potentially unwanted
software.

Creates and manages
user-mode driver
processes. This
service cannot be
stopped.

Allows errors to be
reported when
programs stop
working or responding
and allows existing
solutions to be
delivered. Also allows
logs to be generated
for diagnostic and
repair services.

Manages persistent
subscriptions to
events from remote
sources that support
WS-Management
protocol. This
includes Windows
Vista event logs,
hardware and IPMI-
enabled event
sources.

Manages events and
event logs.

Windows Firewall

Cache commonly
used font data.

Provides image
acquisition services

Manual

Manual

Automatic
(Delayed Start,
Started)

Manual

Manual

Manual

Automatic
(Started)

Automatic
(Started)

Automatic
(Delayed Start,
Started)

Manual
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Acquisition
(WIA)

Windows
Installer

Windows
Management
Instrumentation

Windows
Media Center
Receiver
Service

Windows
Media Center
Scheduler
Service

Windows
Media Player
Network
Sharing
Service

Windows
Modules
Installer

Windows
Presentation
Foundation
Font Cache
3.0.0.0

Windows
Process
Activation
Service

Windows
Remote
Management
(WS-
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msiserver

Winmgmt

ehRecvr

ehSched

WMPNetworkSvc

TrustedInstaller

FontCache3.0.0.0

WAS

WinRM
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MSIEXEC.exe

svchost.exe / wmisvce.dll

ehRecvr.exe

ehSched.exe

wmpnetwk.exe

TrustedInstaller.exe

PresentationFontCache.exe

WatUX.exe

svchost.exe / wsmsvce.dll

for scanners and
cameras

Adds, modifies, and
removes applications
provided as a
Windows Installer
(*.msi) package.

Provides a common
interface and object
model to access
management
information about
operating system,
devices, applications
and services.

Windows Media
Center Service for TV
and FM broadcast
reception

Starts and stops
recording of TV
programs within
Windows Media
Center

Shares Windows
Media Player libraries
to other networked
players and media
devices using
Universal Plug and
Play - provided for
backward
compatibility only.

Enables installation,
modification, and
removal of Windows
updates and optional
components.

Cache commonly
used font data for
Windows Presentation
Foundation (WPF)
applications.

Performs Windows 7
Validation.

Implements the WS-
Management protocol
for remote
management. WS-
Management is a
standard web
services protocol used
for remote software

Manual

Automatic
(Started)

Optional feature
(Control Panel add
features)

Optional feature
(Control Panel add
features)

Manual (Started)

Manual

Manual

Optional feature
(Control Panel add
features)

Manual
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Management)

Windows
Search

Windows Time

Windows
Update

WInHTTP Web
Proxy Auto-
Discovery
Service

Wired
AutoConfig

WLAN
AutoConfig

WMI
Performance
Adapter

Workstation

World Wide
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WSearch

W32Time

wuauserv

WinHttpAutoProxySvc

dot3svc

WIlansvc

wWmiApSrv

LanmanWorkstation
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Searchindexer.exe

svchost.exe / w32time.dll

svchost.exe / wuaueng.dll

svchost.exe / winhttp.dll

svchost.exe / dot3svce.dll

svchost.exe / wlansvc.dll

WmiApSrv.exe /
wmiapsrv.exe

svchost.exe / wkssvc.dll

and hardware
management.

The WIinRM service
reserves the /wsman
URL prefix.

Provides content
indexing, property
caching, and search
results for files, e-
mail, and other
content.

Maintains date and
time synchronization
on all clients and
servers in the
network.

Enables the detection,
download, and
installation of updates
for Windows and
other programs.

Implements the client
HTTP stack and
provides developers
with a Win32 APl and
COM Automation
component for
sending HTTP
requests and
receiving responses.

IEEE 802.1X
authentication on
Ethernet interfaces.

Provides the logic
required to configure,
discover, connect to,
and disconnect from a
wireless local area
network (WLAN) as
defined by IEEE
802.11 standards.

Provides performance
library information
from Windows
Management
Instrumentation (WMI)
providers to clients on
the network.

Creates and
maintains client
network connections
to remote servers
using the SMB
protocol.

Optional feature
(Control Panel add
features)

Manual

Automatic
(Delayed Start,
Started)

Manual

Manual

Manual

Manual

Automatic
(Started)

Optional feature
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Web Publishing | W3SVC (Control Panel add
Service features)

Manages mobile
broadband (GSM &

CDMA) data
U WwanSvc svchost.exe / wwansvc.dll ERA i Manual
AutoConfig module adapters and

connections by auto-
configuring the
networks.

The defaults above are based on Windows 7 Professional SP1, defaults for other versions, Home/Ultimate etc can be found
over on the Black Viper Service Tweaking guide.

Before changing any of the defaults - use the links above to find what exactly the service does.

It is inadvisable to disable a service without being aware of the consequences, always start by setting the service to manual,
reboot and test for any problems.

A service set to manual will be automatically restarted if another service is dependent on it.
A service set to disabled will not restart even if it's required to boot the machine!

If a service crashes the machine at startup, you can DISABLE it using the recovery console.

Stopping or disabling a service will generally save a small amount of memory and will reduce the number of software
interrupts (cpu message queue.) The main reason for tinkering with services is to harden the system against security
vulnerabilities. Disable everything that you don’t need or use - then any future problems with those services cannot affect the
machine.

The security group Al | Servi ces (NT SERVICES\ALL SERVICES) includes all service processes that are configured on the
system. Membership of this group is controlled by the OS.

To document all the services currently installed:

SC QUERY state= all |[findstr "DI SPLAY NAME STATE" >ny_services. csv

Some services communicate and send data directly to Microsoft, this is not generally something to lose sleep over. Managing
the running of these services might be a consideration if confidentiality or anonymity is highly important to you.

Remove a service completely

To delete a service use the SC delete command:
SC del et e Naneof Servi ceTodel et e

Built-in Service Accounts

In addition to other Default User & Group accounts there are 3 built-in accounts, designed for running background services.

Local Service Account (NT AUTHORI TY\ LOCAL SERVI CE) - has the same level of access to resources and objects as members of
the Users group. This limited access helps safeguard the system if individual services or processes are compromised.
Services that run as the Local Service account access network resources as a null session without credentials. (This account
is not supported for running SQL Server services.)

Network Service Account (NT AUTHORI TY\ NETWORK SERVI CE) - has more access to resources and objects than members of the
Users group. Services that run as the Network Service account access network resources by using the credentials of the
computer account.

Local System Account (NT AUTHORI TY\ SYSTEM) - a very high-privileged built-in account. It has extensive privileges on the local
system and acts as the computer on the network.

Windows 2008 introduced a new feature: Managed Service Accounts these provide automatic password management and
simplified service principal name (SPN) management. Service accounts are created in PowerShell with New-
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“The service we render to others is really the rent we pay for our room on this earth. It is obvious that man is himself a traveler; that the
purpose of this world is not "to have and to hold" but "to give and serve.” There can be no other meaning” - Sir Wilfred T. Grenfell

Related:

SC - Service Control

TASKLIST - List running tasks and services

PORTQRY - Enumerate SQL Server instances, Local ports, local services and the DLL modules loaded.
WinMSD - List running services

ServiceStatus.psl - List all services (Powershell)

Safe Mode - Press F8 during bootup to start with mimimal services running.

Recovery - The Recovery Console

WMIC SERVICE - WMI access to services

DComCnfg - Disable/configure Component Services

wi ndows\ syst enB2\ dri ver s\ et c\ servi ces - Ports and Services

The Elder Geek - Services Guide

Q137890 - SRVANY - create a User-Defined Service

Q288129 - Grant users the right to manage services (Windows 2000 KB but still works in Windows 7)

Copyright © SS64.com 1999-2017
Some rights reserved
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( SS64 ) CMD Syntax
Search

Using parenthesis/brackets to group expressions

Parenthesis can be used to split commands across multiple lines. This can make code more readable. Variables will be
evaluated for the code block just as if the command was a single line.

(command)

command
command )

Example

| F EXI ST C \pagefile.sys (
ECHO pagefile found on C. drive)

If the command will fit on a single line, then the parenthesis can be omitted e.g.
| F EXIST data.xls Echo The file was found.

VS

| F EXI ST data.xls (
Echo The file was found.

Using variables within parenthesis

The CMD shell will expand [read into memory] all the variables at the beginning of a code block and use those
values even if the variable’s value is changed within the code block. Turning on DelayedExpansion will force the
shell to read variables at the start of every line.

Code blocks can be used to expand variables in places where they would not otherwise be accepted such as the
"tokens" parameter of the FOR command:

@cho off
set tknz="tokens=1-2"

for /f %knz% %®A in ('echo') do (
9B
echo %A

Things that break inside parenthesis

The CMD shell does not use any great intelligence when evaluating parenthesis, so for example the command
below will fail:

I F EXIST MyFile.txt (ECHO Sone(nore) Pot at oes)

This version will work:

I F EXIST MyFile.txt (ECHO Sone[ nore] Pot at oes)

You could also escape the extra parenthesis like (ECHO Some”( mor e”) Pot at oes)
Or use quotes; though they will appear in the output ( ECHO " Some( mor e) Pot at oes")

Although parenthesis are legal in NTFS pathnames, they are often misinterpreted.
Chaining to a second batch file (without using CALL) will normally exit the first batch file completely, but if you do

this from a code block within parentheses then execution will return to the first batch file and continue where it left
off.
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This action appears to be very similar to just using CALL, but in some cases; particularly using parenthesis within
the DO section of a FOR loop; the behaviour becomes buggy. A recommended coding style is to always explicitly
use CALL when running a second batch file.

The CMD shell will read the entire content of a code block in parenthesis into memory at once. That code will
always be executed unless you break out of the block by executing a goto : | abel Or goto : eof

A GOTO command inside a bracketed code block will break the parenthesis context and may cause errors. For
example within a For-Do Loop, a GOTO command will exit the entire loop not just the current iteration.

The interpretation of comments/Labels within a code block is problematic, so put all comments outside the
parenthesis.

Testing Numeric values

Do not use parenthesis or quotes if you are comparing numeric values with an IF command.
For example

IF (2) GEQ (15) echo "bigger"

or

IF "2" GEQ "15" echo "bigger"

Will perform a character comparison and will echo "bigger"

however the commands:

IF 2 GEQ 15 echo "bigger"

or

IF (2 GEQ 15) echo "bigger"

Will perform a numeric comparison and return the correct result.

This behaviour is opposite to the SET /a command where quotes are required.
The maximum number of nested expressions in parenthesis is 256 (more will cause a buffer overrun).

“Yes, we are the richest major nation. But because so much of our national income is concentrated in relatively few hands, large numbers
of Americans are worse off economically than their counterparts in other advanced countries” - Paul Krugman

Related

DelayedExpansion - Force the shell to read variables at the start of every line.
IF - conditional command

Copyright © SS64.com 1999-2017
Some rights reserved
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EnableDelayedExpansion

Delayed Expansion will cause variables within a batch file to be expanded at execution time rather than at parse time, this
option is turned on with the SETLOCAL Enabl eDel ayedExpansi on command.

Without this, by default, when a batch file is executed, the command processor (CMD.exe) will parse complete lines and
complete compound commands. Variables are replaced by their values just once, BEFORE the commands of the line are
executed.

Generally this only makes a difference when working within a loop, e.g. FOR... DO... If you want to perform operations on a
variable within the loop then you will need to enable Delayed Expansion.

When delayed expansion is in effect, variables can be immediately read using ! vari abl e_nane! you can also still read and
use wari abl e_name%that will show the initial value (expanded at the beginning of the line).

Example:

@cho of f

SETLOCAL

Set " var=first"

Set " var=second" & Echo % var %

This will output: first
The value of %_var% was read into memory BEFORE the Set command which changes it.

Now repeating this with Delayed Expansion:

@cho of f

SETLOCAL Enabl eDel ayedExpansi on

Set " var=first"

Set "_var=second" & Echo % var% ! _var!

This will output: first second
T he value of the ! _var! variable is evaluated as late as possible while the % var %variable works just as before.

There are some advantages - we can swap the value of two variables in one line:

Set "var1l=%ar2% & set "var2=%ar 1%

Why this behaviour?

The SET command was first introduced with MS-DOS 2.0 in March 1983, at that time memory and CPU were very
limited and the expansion of variables once per line was enough.

Delayed Expansion was introduced some 16 years later in 1999 by which time millions of batch files had been
written using the earlier syntax. Retaining immediate expansion as the default preserved backwards compatibility
with existing batch files.

This is not how anyone would design a language if starting from scratch, indeed PowerShell behaves like this:

"First"
"Second" ; echo $denp

PS C.\> $denpo
PS C.\> $denp
Second

Other effects - Punctuation

Because DelayedExpansion expands variables later, that means that any escape characters (*) and redirection
characters in your expressions will be evaluated before the variable expansion and this can be very useful:

@cho off
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Set | ocal
Set _htm =Hel | o*>Wor | d
Echo % ht m %

In the above, the Echo command will create a text file called 'world' - not quite what we wanted! This is because
the variable is expanded at parse time, so the last line is executing Echo Hello > Wrl d and the > character is
interpreted as a redirection operator.

If we now try the same thing with Enabl eDel ayedExpansi on:

Set | ocal Enabl eDel ayedExpansi on
Set _htm =Hel | oA>Worl d
Echo ! _htm!

With delayed expansion, the variable (including the > ) is only expanded at execution time so the > character is
never interpreted as a redirection operator.
This makes it possible to work with HTML and XML formatted strings in a variable.

When delayed expansion is enabled AND at least one exclamation mark in a line is present, then any carets will be
interpreted as an escape and so will disappear from the output:

Set | ocal Enabl eDel ayedExpansi on
Echo "Hel | oAWor| d"
Echo "Hel | oAWorl d!"

The above will output:

"Hel | o*Wor | d"
“Hel | oWor | d"

Even if you double the carets ', which normally would act as an escape, or add an escape just before the
exclamation mark, the presence of an exclamation mark anywhere in the line will still have this effect.

FOR Loops

Delayed variable expansion is often useful when working with FOR Loops, normally an entire FOR loop is
evaluated as a single command even if it spans multiple lines of a batch script.
This is the default behaviour of a FOR loop:

@cho off

set | ocal

;. count to 5 storing the results in a variable
set _tst=0

FORT7l %4 in (1,1,5) Do (echo [%tst% & set /a _tst+=1)
echo Total = %tst%

C.0\> deno_bat ch. cnd

0

0

0

0

otal =5

Notice that when the FOR loop finishes we get the correct total, so the variable correctly increments, but during
each iteration of the loop the variable is stuck at it's initial value of O

The same script with EnableDelayedExpansion, gives the same final result but also displays the intermediate
values:

@cho of f )
set| ocal Enabl eDel ayedExpansi on _ )
;. count to 5 storing the results in a variable

set _tst=0
FORT7l %4 in (1,1,5) Do (echo [! _tst!] & set /a _tst+=1)
echo Total = %tst%

C.O\ > deno_bat ch. cnd

1
2
3
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Notice that within the for loop we use ! vari abl e! instead of %wari abl e%

An alternative way to write this is by calling a subroutine, because this breaks out of the loop it does not need
Delayed Expansion

@cho off

set | ocal

;. count to 5 storing the results in a variable
set _tst=0

FORT7I %4 in (1,1,5) Do (call :sub %46)

echo Total = %tst%

goto : oef

:sub
echo [%L; & set /a _tst+=1
goto :eo

C.\> deno_bat ch. cnd

More Examples

Set and then Echo the same variable within a FOR command:

Set | ocal Enabl eDel ayedExpansi on
for /f WG in ("abc") do ( set _denp=%4 & echo ! _deno!)

Replace a variable_name using values from another variable:

@cho off

set | ocal Enabl eDel ayedExpansi on
Set varl=Hell o ABC how are you
Set var 2=ABC

Set result=!varl: %ar 2%Beautiful!
Echo [!result!]

Another method for replacing a variable named with the content of another is CALL SET

Some unexpected behaviours when using delayed variable expansion

If DelayedExpansion is used in conjunction with a FOR command looping through a set of files, if any file in the set
has an exclamation mark '!" in the filename, that will be interpreted like a ! vari abl e! .

Although this is not a common character used in filenames, it can cause scripts to fail. This happens because the
parameter expansion (%%P) happens just before the delayed expansion phase tries to interpret ny! fi | en! ane. t xt

When DelayedExpansion is used inside a code block (one or several commands grouped between parentheses)
whose output is Piped, the variable expansion will be skipped.

When you use a pipe, both parts of the pipe will be executed in a new cmd.exe instance and these instances are
started by default with disabled delayed expansion.

EnableDelayedExpansion is Disabled by default.
EnableDelayedExpansion can also be enabled by starting CMD with the /v switch.

EnableDelayedExpansion can also be set in the registry under HKLM or HKCU:

[ HKEY_CURRENT _USER\ Sof t war e\ M cr osof t\ Conmand Pr ocessor]
" Del ayedExpansi on"= (REG_DWORD)
1=enabled o=disabled (default)

“At times it is folly to hasten at other times, to delay. The wise do everything in its proper time” - Ovid

Related:
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Syntax : Escape Characters, Delimiters and Quotes

Using "Double Quotes"

If a single parameter contains spaces, you can still pass it as one item by surrounding in "quotes" - this works well
for long filenames.

If a parameter is used to supply a filename like this:
MyBat ch.cnd "C:\Program Files\My Data File.txt"
This parameters will be:

9% =MyBat ch ) i
% ="C \Program Files\\W Data File.txt"

To launch a batch script with spaces in the Program Path requiring "quotes"
CVMD /k ""c:\batch files\test.cnmd" "Paraneter 1 with space" "Paranmeter2 with space""

In the FIND comand, the " quote can be escaped by doubling itto " "

Removing Quotes

Several methods for removing quotes are listed on the dequote page.

Working without Quotes

Without surrounding quotes, a long filename will be passed as %1 %2 %3...
MyBatch C.\Program Files\My Data File.txt

To refer to the pathname above use %* rather than %1 %2 %3 - the %* will cover all parameters - even if there
are more than %9

You can apply Extended Filename syntax to %* with the following workaround:

@CHO OFF
SET _par ans=%

.. pass params to a subroutine
CALL :sub "% parans%
GOTO : eof

:sub

;. Now display just the filenane (not path
= %nlp y | ( p )

Delimiters
Delimiters separate one parameter from the next - they split the command line up into words.
Parameters are most often separated by spaces, but any of the following are also valid delimiters:

Comma (,)
Semicolon (;)
Equals (=)
Space ()
Tab ( )

Notice that although / and - are commonly used to separate command options, they are absent from the list
above. This is because batch file parameters are passed to CMD.exe which can accept it's own parameters
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(which are invoked using / and - )

One exception to this standard list of delimiters is the FOR command where the default is just [space] and [tab]
and you can use the del i ms= option to specify something different.

When using the TAB character as a delimiter be aware that many text editors will insert a TAB as a series of
SPACEs.

When you use %?* to refer to all parameters, the value returned will include the delimiters, under NT 4.0 this will
include the leading space, under Windows 2000 and above it won't.

Escape Character
N Escape character.

Adding the escape character before a command symbol allows it to be treated as ordinary text.
When piping or redirecting any of these charcters you should prefix with the escape character: & \ < > »

e. g /\\ /\& /\| N> N AN
Escaping CR/LF line endings.

The ~ escape character can be used to make long commands more readable by splitting them into multiple lines
and escaping the Carriage Return + Line Feed (CR/LF) at the end of a line:

ROBOCOPY \\Fil eServi\e$\users ~

\\ Fi | eServ2\ e$\ BackupUsers *

/| COPYALL /B /SEC /IMR 7

/RO /WO /LOG MyLogfile.txt /NFL /NDL

One thing to be careful of with this technique is that a stray space at the end of a line (after the *) will break the
command, this can be hard to spot unless you have a text editor that displays spaces and tab characters.

Some commands (e.g. REG and FINDSTR) use the standard escape character of \ (as used by C, Python, SQL,
bash and many other languages.)

The \ escape can cause problems with quoted directory paths that contain a trailing backslash because the
closing quote " at the end of the line will be escaped \".

To save a directory path with a trailing backslash (\) requires adding a second backslash to 'escape the escape'
so for example instead of "C:\ My Docs\" use "C:\ My Docs\\"

To be sure that a path includes a trailing backslash, you can test for it:

Set _prog=C:\ Program Fi | es\ SS64 App
IF %prog: ~-1% NEQ \ (Set _prog=% prog% )
Echo "% pr og%

Escaping the pipeline
When a pipe is used, the expressions are parsed twice. First when the expression before the pipe is executed and
a second time when the expression after the pipe is executed. So to escape any characters in the second
expression double escaping is needed:
The line below will echo a single "&" character:
break| echo "7"&

Escaping Percents

The % character has a special meaning for command line parameters and FOR parameters.
To treat a percent as a regular character, double it:

9
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Many characters suchas \ = ( ) do not need to be escaped when they are used within a " quoted string"
typically these are charcters you might find in a filename/path. The percent character is one exception to this rule,
even though under NTFS % is a valid filename character.

Escaping Exclamation marks

When the shell is running in EnableDelayedExpansion mode the ! character is used to denote a variable and so
must be escaped (twice) if you wish to treat it as a regular character:

AN

Escape the Escape character

The escape character can be used to escape itself 2+ (meaning don’t treat the first ~ as an escape character), so
you are escaping the escape character:

The characters in bold get escaped:
NG => &
ANNG  => A&
I\/\I\I\/\& => /\I\&

Special Cases

A small number of commands follow slightly different rules, FINDSTR, REG and RUNAS all use \ as an escape
character instead of »

“All the best stories in the world are but one story in reality - the story of escape. It is the only thing which interests us all and at all
times, how to escape” ~ A. C. Benson

Related:

SETLOCAL EnableDelayedExpansion - More examples, particularly for HTML.

Long Filenames and NTFS - Valid characters in filenames

FINDSTR Escapes and Length limits

How does the Windows Command Interpreter (CMD.EXE) parse scripts? - StackOverflow
cmd Syntax

Powershell Escape Character

In bash use \ to escape a line ending.

Copyright © SS64.com 1999-2017
Some rights reserved
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( SS64 ) CMD Syntax
Search

SET

Display, set, or remove CMD environment variables. Changes made with SET will remain only for the duration of the current
CMD session.

Synt ax
SET vari abl e

SET vari abl e=string

SET /A "vari abl e=expr essi on"
SET "vari abl e="

SET ./.P vari abl e=[ pronmpt St ri ng]

SET
Key . . .
vari abl e : A new or existing environment variable nane e.g. _num
string : Atext string to assign to the variable.
expression : Arithmetic expression

Arithmetic expressions (SET /a)
The expression to be evaluated can include the following operators:

+ Add set /a "_nun¥_numt5"

+= Add variabl e set /a " _num+=5"

- Subtract (or unary)set /a " _nunr_num 5"

-= Subtract variable set /a "_num =5"

* Mul ti ply set /a "_nun¥_nunt5"

*= Miltiply variable set /a " _nunr=5"

/ Di vi de set /a "_nun¥_num 5"

/= Divide variabl e set /a "_num =5"

%  Mbdul us set /a "_nunr5%82"

%6 Mbddul us set /a " _nunt®E5"

! Logi cal negation O (FALSE) 1 (TRUE) and any non-zero val ue (TRUE) 0 (FALSE)

= One's conplenent (bitw se negation)

& AND set /a "_num=5&3" 0101 AND 0011 = 0001 (decinml 1)
= AND vari abl e set /a " _num&=3"

oR set /a "_nun¥5| 3" 0101 OR 0011 = 0111 (decimal 7)

= OR variable set /a "_nunj=3"

N XOR set /a "_nun¥5°3" 0101 XOR 0011 = 0110 (deci nal 6)

A=  XOR variabl e set /a "_nune"3"

<< Left Shift. sign bit 0)

>> Right Shift. Fills in the sign bit such that a negative nunber always renmi ns negative.)

Nei t her ShiftRight nor ShiftLeft will detect overflow
<<= Left Shift variable set /a "_nunx<=2"
>>= Right Shift variable set /a "_nunp>=2"

() Parenthesis group expressions set /a "_nums(2+3)*5"
, Comras separate expressi ons set /a "_nun¥2, result=_nunr5"

If a variable name is specified as part of the expression, but is not defined in the
current environnment, then SET /a will use a value of O.

See SET /a exanples below and this forum thread for nore. i i
al so see SetX, VarSearch and VarSubstring for nore on variable nanipul ati on.

Variable names are not case sensitive but the contents can be.

It is good practice to avoid using any delimiter characters (spaces, commas etc) in the variable name, for example IF
DEFINED _ variable will often fail if the variable name contains a delimiter character.

It is a common practice to prefix variable names with either an undescore or a dollar sign _vari abl e or $vari abl e, these
prefixes are not required but help to prevent any confusion with the standard built-in Windows Environment variables or any
other other command strings.

Any extra spaces around either the variable name or the string, will not be ignored, SET is not forgiving of extra spaces like
many other scripting languages.

Display a variable:

In most contexts, surround the variable name with %s and the variable's value will be used
e.g. To display the value of the _depart nment variable with the ECHO command:
ECHO % depart ment %

If the variable name is not found in the current environment then SET will set % ERRORLEVEL% to 1 .
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This can be detected using IF ERRORLEVEL ...

Including extra characters can be useful to show any white space:
ECHO [ % depar t ment %4
ECHO "% depart ment %'

Type SET without parameters to display all the current environment variables.

Type SET with a variable name to display that variable
SET _depart ment

The SET command invoked with a string (and no equal sign) will display a wildcard list of all matching variables

Display variables that begin with 'P":

SET p

Display variables that begin with an underscore
SET

Set a variable:
Example of storing a text string:

C.\> SET _dept=Sal es and Marketing
C\> set _
_dept =Sal es and Marketing

Set a variable that contains a redirection character, note the position of the quotes which are not saved:
SET " _dept=Sal es & Marketi ng"

One variable can be based on another, but this is not dynamic
E.g.

C.\> set xx=fish

C.\> set meg=%x% chi ps
C\> set nsg

msg=fi sh chi ps

C.\> set xx=sausage
C\> set nsg

msg=fi sh chips

C.\> set msg=%x% chi ps
C.\> set nsg
nmsg=sausage chi ps

Avoid starting variable names with a number, this will avoid the variable being mis-interpreted as a parameter
%.23_nyvar% < > %4 23_nyvar

To display undocumented system variables:

SET "
Values with Spaces - using Double Quotes
There is no need to add quotation marks when assigning a value that includes spaces

SET _vari abl e=one two three

For special characters like & you can surround the entire expression with quotation marks.
The variable contents will not include the surrounding quotes:

SET " _vari abl e=one & two"

If you place quotation marks around the value, then those quotes will be stored:
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SET _vari abl e="one & two"

Variable names with spaces

A variable can contain spaces and also the variable name itself can contain spaces, therefore the following
assignment:

SET _var =MyText

will create a variable called " _var " - note the trailing space

Prompt for user input

The /P switch allows you to set a variable equal to a line of input entered by the user.
The Prompt string is displayed before the user input is read.

@cho off

Set /P _dept=Pl ease enter Departnment || Set _dept=Nothi ngChosen
If "% dept % =="Not hi ngChosen” goto :sub_error

If /i "% dept% =="finance" goto sub_finance

If /i "%dept%=="hr" goto sub_hr

got o: eof

:sub_finance

echo You chose the finance dept

got o: eof

:sub_hr
echo You chose the hr dept

:sub_error
echo Not hi ng was chosen

The Prompt string can be empty. If the user does not enter anything (just presses return) then the variable will be
unchanged and an errorlevel will be set.

To place the first line of a file into a variable:
Set /P _M/Var=<M/Fi | enane. t xt

The CHOICE command is an alternative to SET /P (but accepts only one character/keypress.)

Delete a variable
Type SET with just the variable name and an equals sign:
SET _depart ment =

Better still, to be sure there is no trailing space after the = place the expression in parentheses or quotes:
(SET _depart nent =)

or
SET " _depart nent ="

Arithmetic expressions (SET /a)

Placing expressions in "quotes"” is optional for simple arithmetic but required for any expression using logical
operators.

Any SET /A calculation that returns a fractional result will be rounded down to the nearest whole integer.

Examples:

SET /A " _result=2+4"
(=6)

?Eg)/A " resul t=5"
SET /A " _resul t +=5"
(=10)

SET /A " result=2<<3"
(=16) { 2 Lsh 3 = binary 10 Lsh 3 = binary 10000 = decinal 16 }
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SET /A " _resul t=5%2"
(=1) { 56/2 =2 + 2 remainder 1 =1}

SET /A " _varl= var2=_var 3=10"
(sets 3 variables to the sane value - undocunented syntax.)
In a batch script, the Modulus operator (%9 must be doubled up to (%849.

SET /A will treat any character string in the expression as an environment variable name. This allows you to do
arithmetic with environment variables without having to type any % signs to get the values. SET /A _result=5 +

_MyVar
Multiple calculations can be performed in one line, by separating each calculation with commas, for example:

_year=1999
Set /a _century=_year/ 100, _next=_century+1

The numbers must all be within the range of 32 bit signed integer numbers (-2,147,483,648 through
2,147,483,647) to handle larger numbers use PowerShell or VBScript.

Leading Zero will specify Octal

Numeric values are decimal numbers, unless prefixed by
ox for hexadecimal numbers,

o0 for octal numbers.

S0 0x10 = 020 = 16 decimal

The octal notation can be confusing - all numeric values that start with zeros are treated as octal but 08 and 09 are
not valid octal digits.
For example SET /a _nont h=07 will return the value 7, but SET /a _nont h=09 will return an error.

Permanent changes

Changes made using the SET command are NOT permanent, they apply to the current CMD prompt only and
remain only until the CMD window is closed.

To permanently change a variable at the command line use SetX

or with the GUI - Control Panel | System | Environment | System/User Variables

Changing a variable permanently with SetX will not affect any CMD prompt that is already open.
Only new CMD prompts will get the new setting.

You can of course use SetX in conjunction with SET to change both at the same time:

Set _Library=T:\Library\
Set X _Library T:\Library\ /m

Change the environment for other sessions

Neither SET nor SetX will affect other CMD sessions that are already running on the machine . This as a good
thing, particularly on multi-user machines, your scripts won't have to contend with a dynamically changing
environment while they are running.

It is possible to add permanent environment variables to the registry (HKCW Envi r onnent ), but this is an
undocumented (and likely unsupported) technique and still it will not take effect until the users next login.

System environment variables can be found in the registry here:
HKLM SYSTEM Cur r ent Cont r ol Set\ Cont r ol \ Sessi on Manager\ Envi r onnent

CALL SET

The cALL SET syntax allows a variable substring to be evaluated, the CALL page has more detail on this technique,
Set | ocal Enabl eDel ayedExpansi on
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in most cases a better approach is to use

Autoexec.bat

Any SET statement in c:\autoexec.bat will be parsed at boot time
Variables set in this way are not available to 32 bit gui programs - they won't appear in the control panel.
They will appear at the CMD prompt.

If autoexec.bat CALLS any secondary batch files, the additional batch files will NOT be parsed at boot.
This behaviour can be useful on a dual boot PC.

Errorlevels

When CMD Command Extensions are enabled (the default)

If the variable was successfully changed %ERRORLEVEL% = 0
No variable found/invalid name = 1

SET /A Unbalanced parentheses = 1073750988

SET /A Missing operand = 1073750989

SET /A Syntax error = 1073750990

SET /A Invalid number = 1073750991

SET /A Number larger than 32-bits = 1073750992

SET /A Division by zero = 1073750993

SET is an internal command. If Command Extensions are disabled all SET commands are disabled other than simple
assignments like: _vari abl e=M/Text

The CMD shell will fail to read an environment variable if it contains more than 8,191 characters.

# I got my mind set on you
# 1 got my mind set on you... - Rudy Clark (James Ray/George Harrison)

Related:

Syntax - VarSubstring Extract part of a variable (substring)

Syntax - VarSearch Search & replace part of a variable.

Syntax - Environment Variables - List of default variables

CALL - Evaluate environment variables

SETX - Set an environment variable permanently.

SETLOCAL - Begin localisation of environment variable changes

ENDLOCAL - End localisation of environment changes, use to return values

EXIT - Set a specific ERRORLEVEL

Parameters - get a full or partial pathname from a command line variable.

PATH - Change the %PATH% environment variable.

PATHMAN - Resource Kit utility for modification of both the system and user paths. Pathman can resolve many problems and
can improve performance by removing duplicate paths. For details see Pathman.wri
REG - Read or Set Registry values

REGEDIT - Import or export registry settings

WMIC ENVIRONMENT - Set environment vars through WMI

StackOverflow - Storing a Newline in a variable

Powershell: Set-Variable - Set a variable and a value (set/sv)

Powershell: Read-Host - Prompt for user input

Equivalent bash command (Linux): env - Display, set, or remove environment variables
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( SS64 ) CMD Syntax
Search

Variables: extract part of a variable (substring)
It is possible to retrieve specific characters from a string variable.

Synt ax

%vari abl e: ~num chars_t o_ski p%
%ari abl e: ~num chars_t o_ski p, num chars_to_keep%

This can include negative nunbers:
%ari abl e: ~num chars_to_ski p, -numchars_to_keep%

%ari abl e: ~-num chars_to_ski p, numchars_to_keep%
%ari abl e: ~-num chars_to_ski p, -num chars_t o_keep%

A negative number will count backwards from the end of the string.
Examples

The variable _test is used for all the following examples:

SET _test=123456789abcdef 0
::Extract only the first 5 characters

SET result=%test: ~0,5%
ECHO % result% =12345

::Skip 7 characters and then extract the next 5

SET result=%test:~7,5%
ECHO % result% =89abc

::Skip 7 characters and then extract everything el se

SET result=%test: ~7%
ECHO % resul t % =89abcdef 0

::Extract only the last 7 characters

SET result=%test: ~-7%
ECHO % result% =abcdef O

::Extract everything BUT the |last 7 characters

SET result=%test:~0,-7%
ECHO % resul t % =123456789

::Extract between 7 fromthe front and 5 fromthe end

SET result=%test:~7, -5%
ECHO % resul t % =89ab

:: G back 7 fromthe end then extract 5 towards the end

SET result=%test:~7,5%
ECHO % result% =abcde

::Extract between 7 fromthe end and 5 fromthe end

SET result=%test: ~-7,-5%
ECHO % resul t % =ab

This variable substring syntax only works for CMD environment variables, like %wVARY it will not work with FOR parameter
variables, like 984, however a simple workaround is to set a variable first: set %wWVAR%%/G and then find the substring of the
new variable.

To discover if a given variable contains a given string: use the syntax above to remove the _SearchString and compare the
result with the original variable before removal. If both strings are the same, then_SearchString was not found:

IF /i "% variabl e:_SearchString=% =="% vari abl e% (Echo String not found.) ELSE (Echo String found.)
To match an exact word, pad the search string with spaces: " John " instead of "John" will avoid a match with "Johnstone"

Advanced Usage of :~
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( SS64 ) CMD Syntax
Search

Variable Edit/Replace
Use the syntax below to edit and replace the characters assigned to a string variable.

Synt ax ) i
%vari abl e: St r ToFi nd=NewSt r %

%-[ par am ext ] $vari abl e: Par am

Key
Str ToFi nd . The characters we are |ooking for
NewsSt r : The chars to replace with (if any)
vari abl e : The environnment variable
ar am ext : Any filename Paraneter Extension
ar am : A command |ine paraneter (e.g. 1)

This Edit/Replace syntax can be used anywhere that you would use the wari abl e%ssuch as ECHOing the variable to screen
or setting one variable = another

param_ext cannot be % which typically represents a whole set of parameters, but this is easily worked around by setting a
variable=9%

"StrToFind" can begin with an asterisk, in which case it will replace all characters to the left of "StrToFind".
By leaving Newst r blank, you can delete characters.

Using both an asterisk and Newst r =nul | effectively provides a left$() or right$() function.

Examples:
The variable _t est containing 12345abcabc is used for all the following examples:

.. Replace '12345" with "Hello '
SET _test=12345abcabc
SET result=%test: 12345=Hell 0 %
ECHO % resul t % =Hel | o abcabc

.. Repl ace the character string 'ab' with 'xy'
SET _test=12345abcabc
SET _result=% test: ab=xy%
ECHO % resul t% =12345xycxyc

::Delete the character string 'ab'
SET _test=12345abcabc
SET result=%test: ab=%
ECHO % resul t % =12345cc

::Delete the character string 'ab' and everything before it
SET _test=12345abcabc
SET result=%test: *ab=%
ECHO % resul t % =cabc

::Repl ace the character string 'ab' and everything before it with 'XY
SET _test=12345abcabc
SET result=%test: *ab=XY%
ECHO % r esul t % =XYcabc

To renove characters from the right hand side of a string is
a two step process and requires the use of a CALL statenent
e.g.

SET _test=The quick brown fox junps over the |azy dog

To del ete everything after the string 'brown'
.. first delete 'brown”™ and everything before it
SET _endbit=%test: *brown=%
Echo W& dont want: [% endbit %

::Now renove this fromthe original string

CALL SET _resul t=%%test: % endbit %%
echo % result%

All the examples on this page assume the default Expansion of variables, if you are using DelayedExpansion then you may
want to change the variable references to ! _vari abl e! instead of % vari abl e%
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Remove spaces from a text string
To delete space characters use the same syntax as above:

SET _no_spaces=% sone_var: =%

Boolean Test "does string exist ?"

To test for the existence of a value we can use a temporary variable, delete the string we are looking for (if it
exists) and then compare the two variables with EQU

Example: test for the existence of the string "London" in a variable containing text (that could be in any order)
"Aber deen, London, Edi nburgh"

Set _cities="Aberdeen, London, Edi nburgh"
Renove London if found
Set _dunmy=% citi es: London=%
I F NOT % dummy% == %cities% (ECHO London was found.) ELSE (ECHO London was not found.)

Finding items within the PATH environment variable
The %PATH% variable contains a list of folder names.
If you have a parameter containing a valid ‘folder' this can be compared with the PATH variable.
This is done using the syntax: $variable:parameter
Example

%PATH% = C.\ W ndows\ syst enB2; C: \ W ndows; C:\ uti | s\ j dk\ bi n
batch parameter %1 = C:\ uti | s\ dk\ bi n

To get the drive and Path
ECHO %-dp$PATH: 1
This will either return "C:\utils\jdk\bin" or a NULL if the item is not found in the %PATH%

If the batch parameter was supplied as %2 then this would be: ECHO %-dp$PATH: 2

This syntax can be applied where:

o The parameter is any valid parameter (%1 %2 %G) but it must contain a Full Path (not a pathname)

e The variable is %PATH% or any other variable that contains one or more Paths or pathnames separated by
semicolons ;

« If nothing is found by the search, then this will return an empty string (NULL)

Be wary of using the syntax on this page to modify the PATH - the User path can be edited, but the System path
remains read-only for most users.

“A phony smile will never replace honest integrity” ~ Bob Martinelli
Related:

SUBSTRING of a variable :~

PARAMETERS - Filename Parameter Extensions.

strlen.cmd - Get string length.

PATHMAN - This Resource Kit utility allows quick modification of both the system and user paths. Pathman can resolve many
problems such as duplicate characters, and can improve performance by removing duplicate paths. For details see
Pathman.wri in the resource kit.
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Random Numbers
The Windows CMD shell contains a dynamic variable called vRkaNDOVsthat can be used to generate random numbers.
%RANDOM% generates a random integer from 0 to 32,767 (inclusive)

0 < $RANDOMS% < 32767

The range of numbers can be made smaller than 32767 with a little arithmetic,
for example to generate a range between 1 and 500:

@CHO OFF
SET /a _rand=( ¥YRANDOWS 500/ 32768) +1
ECHO Random number % r and%

(The Set /a will always round down)

If you try, it may look as though a larger range than 32767 will work, but doing this will produce gaps, for example changing
500 in the above to 65536 will result in a sequence of "random" numbers which only consists of odd numbers.

The distribution of numbers returned will be a determined by both the range and the quantity of numbers drawn.
For example if you are drawing random integer numbers where each number is between 0 and 100 then on average:

 If you draw 10 numbers then you should expect around 6% to be duplicates.
 If you draw 100 numbers then just over 63% will be duplicates i.e. matching one or more of the other 99 numbers.
« If you draw 1,000 numbers then almost all will be duplicates as there are only 100 possible values.

Random vs Pseudorandom numbers

A pseudorandom sequence is not truly random but is determined by a small set of initial values (state), the initial
seed is often based on the clock time. In the case of the CMD 9RANDOM®wthe seed is based on the clock time when
the CMD session started. This can be problematic when running a batch file, if the script always takes about the
same time to run before calling ¥RANDOMthen the number returned will always lie within a small predictable range.

As an example create a file nunbers. crm:

@=cho off
Echo %RANDOWo

Then call the above with

CMVMD /¢ nunbers. cnd
CMVMD /¢ nunbers. cnd
CMVMD /¢ nunbers. cnd

Johannes Baagge has published a comparison of better random numbers for javascript. The fastest of these is Alea(), which
you can find a copy of below. This has a number of advantages, you can create much larger numbers, it will create a lot of
numbers quickly and if you call it passing a seed number then the results become repeatable - you can create exactly the
same sequence of random numbers again at a later date.

/1 random js

call this fromthe command |ine wth:
C.\> cscript /nologo randomjs

——
~—

or from Power Shel |

PS C:\> $nyrandom = & cscript /nologo "c:\batch\randomjs"

will create an array of 10 random numbers which you can then treat |ike any array variabl e:
PS C:\> $nyrandoni 4},

~——
~——

/] Calling without a seed, the current time will be used as a seed
var srandonFAl ea();

[l Calling with a seed will return the sane value for the same seed
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[lvar seed=1234
[ Ivar srandonFAl ea(seed);

var i=0

/!l Return 10 random nunbers
while (i < 10 )

// Return a nunber between 1 and 500 mllion
Wscr i pt . echo(Mat h. fl oor ((srandon()*500000000) +1) );
i ++;

}

function Mashp %
var n = Oxefc8249d;

var rrash functlon(data) {
dat a data toStrl ng(
for (var i = 0; at a. | ength; i++) {
n += data. charCodeAt( );
var h = 0.02519603282416938 * n;
h >>> 0;

n,

n,

h >>> 0;

+= h'* 0x100000000; // 2°32

}
return (n >>> 0) * 2.3283064365386963e-10; // 2"-32

S35 35355
I >

mash. version = ' Mash 0.9';
return mash;

}

function Alea() {
return (function(args) {
/1 Johannes Baagoe <baagoe@aagoe. con>, 2010
var sO 0;
var sl ;
var s2 0;
var ¢ = 1,

if (args.length == 0) {
args = [+new Date];

var mash = Mash();
s0O mash(' ');

sl
s2

mash("' :
mash(' '

for (var i = 0; i < args.length; i++) {
sO -= rrash(args[|])
i f (sO <0 {
=l
}sl -= nash(args[i]);
i f isl < 0)
+= 1;
}

|Sf2 -gzmishgar{gs[l])
S = 1;

mash = nul | ;

var random = functlon() {
vgr t ; 2091639 * sO + ¢ * 2.3283064365386963e-10; // 2"-32
sO0 = sl;
sl = s2;
return s2 =t - (c =t | 0);

b
random ui nt 32 = functi ong) 3
return randonm() * 0x100000000; // 2732

random fract53 = functi on() {
return randon() +
(randonm() * 0x200000 | 0) * 1.1102230246251565e-16; // 2"-53

random version = 'Alea 0.9';
random args = args;
return random

} (Array. prototype.slice.call (argunents)));

/* licensed according to the MT - Expat |icense:
Copyright (C) 2010 by Johannes Baagoe <baagoe@aagoe. or g>
Perm ssion is hereby granted, free of charge, to any person obtaining a copy

of this software and associ ated docunentation files (the "Software"), to deal
in the Software w thout restriction, including without limitation the rights
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to use, copK, nmodi fy, merge, publish, distribute, sublicense, and/or sell
copi es of the Software, and to permt persons to whom the Software is
furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE |S PROVIDED "AS |S", WTHOUT WARRANTY OF ANY KIND, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LIMTED TO THE WARRANTI ES OF MERCHANTABI LI TY,

FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE
AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DANVAGES CR OTHER

LIABI LI TY, WHETHER I N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARl SI NG FROM
_(|_1|_J|'|£ g:(]:'?\l?\AII?I’;‘ CE\INECTICN WTH THE SOFTWARE OR THE USE OR OTHER DEALI NGS | N

“Anyone who attempts to generate random numbers by deterministic means is, of course, living in a state of sin” ~ John von Neumann
Related:

PowerShell Equivalent: Get-Random
VBScript: Rnd - Return a pseudorandom number.
Random.org - Generate true random numbers online.

Copyright © SS64.com 1999-2017
Some rights reserved
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Wildcards

The * wildcard will match any sequence of characters
0 or nore, including NULL characters)

The ? wildcard will match a single character
(or a NULL at the end of a filename)

A few quirks affect the operation of wildcards which are best illustrated by example:

To match the filename BAR.TXT any of the following patterns will match
?AR.TXT

BAR.*

?2?R.TXT

B?R.???

BA?.TXT

BA??.TXT

However the following will fail to match with BAR.TXT
?2?AR.TXT

?BAR.TXT

B??AR.TXT

Wildcard matching rules

* Generally matches any 0 or more characters, with one exception (see next rule). The non-greedy wildcard is
free to match as many or as few characters as are necessary for the remainder of the mask to match.

*. At end of mask matches any 0 or more characters except for {dot}. In actuality, the rule applies with any
number of {dot} and {space} characters between the * and terminal {dot}. The regular expression for this term is
B I P Bl P

? Match 0 or one character, except for {dot}.
The only time it matches O characters is when it matches the end of the name, or the position before a {dot}.
The question mark can also be used more than once to match more than one character.

Wildcards match both the Short and Long filename

The command DIR /X will reveal short filenames if they exist, where many similar names exist in the same folder the short file
name (SFN) will not always be an obvious contraction of the long name. e.g.

DR /X

2012-05-12 01:12 96 DI ABLO~1 di abl 01640
2012-05-12 01: 12 96 DI ABLO-2 di abl 01641
2012-05-12 01: 12 96 DI ABLO~-3 di abl 01642
2012-05-12 01:12 96 DI ABLO-4 di abl 01643
2012-05-12 01:12 96 DI E359~1 di abl 01644
2012-05-12 01:12 96 DI C49C~1 di abl 01648
2012-05-12 01:12 96 DI F2E9~1 di abl 01740
2012-05-12 01:12 96 DI E2EF~1 di abl 01649

As you can see, the first four short filenames follow the usual numeric tails (~1, ~2, ~3, ~4).
Then, from fifth and more files with similar beginning, the short names have four hex digits in the middle. This is actually a hex
checksum of the long filename. (If you need a true file checksum look at Cert Uti | -hashfile)

Wildcards are supported by the following commands:

ATTRIB, CACLS, CIPER, COMPACT, COPY, DEL, DIR, EXPAND, EXTRACT, FIND, FINDSTR, FOR, FORFILES, FTP,
ICACLS, IF EXIST, MORE, MOVE, MV, NET (*=Any Drive), PERMS, PRINT, QGREP, REN, REPLACE, ROBOCOPY,
ROUTE, TAKEOWN, TYPE, WHERE, XCACLS, XCOPY

The commands COPY and REN accept two sets of wildcards, there are some subtle differences between how these are

https://ss64.com/nt/syntax-wil dcards.html[8/24/2017 10:35:54 AM]


https://ss64.com/nt
https://usn.pw/blog/gen/2015/06/09/filenames/
https://ss64.com/nt/certutil.html#hashfile
https://ss64.com/nt/attrib.html
https://ss64.com/nt/cacls.html
https://ss64.com/nt/cipher.html
https://ss64.com/nt/compact.html
https://ss64.com/nt/copy.html
https://ss64.com/nt/del.html
https://ss64.com/nt/dir.html
https://ss64.com/nt/expand.html
https://ss64.com/nt/extract.html
https://ss64.com/nt/find.html
https://ss64.com/nt/findstr.html
https://ss64.com/nt/for.html
https://ss64.com/nt/forfiles.html
https://ss64.com/nt/ftp.html
https://ss64.com/nt/icacls.html
https://ss64.com/nt/if.html
https://ss64.com/nt/more.html
https://ss64.com/nt/move.html
https://ss64.com/nt/net.html
https://ss64.com/nt/perms.html
https://ss64.com/nt/print.html
https://ss64.com/nt/qgrep.html
https://ss64.com/nt/ren.html
https://ss64.com/nt/replace.html
https://ss64.com/nt/robocopy.html
https://ss64.com/nt/route.html
https://ss64.com/nt/takeown.html
https://ss64.com/nt/type.html
https://ss64.com/nt/where.html
https://ss64.com/nt/xcacls.html
https://ss64.com/nt/xcopy.html

Wildcards - Windows CMD - SS64.com

treated, see the REN page for details.

Undocumented Wildcards

The two undocumented wildcards, < and > can be used with commands like DIR and COPY, or to supply a command name
but only if quoted: DIR /b " <deno<"

< Matches any 0 or more characters in either the base name or the extension, but never both.

Unlike the * wildcard, a single < cannot match characters in both the base name and the extension.

The {dot} is considered to be part of the base name, not the extension. There is one exception - If the name
consists solely of an extension, without a base name, then the {dot} is considered to be part of the extension. This
non-greedy wild card is free to match as many or as few characters as are necessary for the remainder of the
mask to match.

> Is identical to 2. The only difference is that it can be placed after a {dot} to prevent the {dot} from matching the
end of the name.

Examples at Dostips

The < and > wildcards work with the following commands: CACLS, CIPHER, COPY, DEL, DIR, FINDSTR, IF EXIST, MOVE,
TYPE

Numeric Comparisons

There are several contexts where CMD.EXE will parse a string as a numeric expression:

IF comparisons - EQU, NEQ, LSS, LEQ, GEQ, GTR
SET /A

variable substring expansion - %var:~n,m%

FOR /F "TOKENS=n"

FOR /F "SKIP=n"

FOR /L %%A in (n1 n2 n3)

For many purposes a 4 byte signed integer value ranging from -2,147,483,648 to 2,147,483,647 will suffice, but in the above
contexts it is also possible to express the numbers in hexadecimal or octal notation.

e.g. Octal: 00, 07 Hex: 0x00, OXFF

There are a number of subtle differences (Negative numbers, command, version of Windows) which affect how these
numbers are parsed and these are described in the DosTips forum thread Rules for how CMD.EXE parses numbers.

“We usually see only the things we are looking for, so much that we sometimes see them where they are not” ~ Eric Hoffer
Related:
FINDSTR

REN - Rename files
Long and short filename issues
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Run a CMD batch file

To run a batch script from the CMD shell, save the file as plain ASCII text with the file extension .CMD, then from the
command line, enter the name of the script and press return.

C:.\ Bat ch> Deno. cnd

To run a batch file from within another batch file, use the CALL command, otherwise the first script will exit without performing
any further commands.

Itis also possible to run batch scripts with the old (Windows 95 style) .BAT extension, but be aware that these will set
ERRORLEVEL differently.

Run a Powershell script

To run a PowerShell script from the CMD shell:

C.\> powershell -file "c:\batch\denp.psl"
Run a VBScript file

To run a VBScript from the CMD shell:
C.\> cscript c:\batch\deno. vbs
“The method of the enterprising is to plan with audacity and execute with vigor” ~ John Christian Bovee

Related

Run a script from PowerShell
Run a script from VBScript

Copyright © SS64.com 1999-2017
Some rights reserved
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Run with elevated permissions
The CMD shell, START and RUNAS commands have no built-in options to elevate or run commands ‘As Admin'

It is possible to right click CMD.exe (or it's Start menu shortcut) and run it As Admin.
Shortcuts can be edited to always run as Admin - Properties | Shortcut | Advanced then tick "Run as
administrator".

To elevate from the command line will require running either VBScript or PowerShell, this does not have to involve
completely rewriting existing scripts, you can use a couple of lines of either VBScript or PowerShell to launch an
elevated CMD.exe and that will run a batch file elevated.

Another approach is to use a third party utility that will elevate permissions.

Testing for Elevation

Testing if the current session is elevated can be done with the FSUTIL command (via StackOverflow) or SFC.
Note that you don't even have to pass a drive letter to FSUTIL, it will set an errorlevel without reading any drive
information.

fsutil dirty query >nul

If %rrorlLevel % NEQ 0 (
Echo Failure, please rerun this script from an el evated command pronpt. Exiting...
Pi ng /127. 0.0.1 3>&1 > nul
Exit /B 1

) , o ,
Echo Success: this script is running el evated.

When a script is run with elevated permissions several aspects of the user environment will change: The current
directory, the current TEMP folder and any mapped drives will be disconnected.

Run without Elevation

In some cases you may wish to run an application without elevation, this will restrict what the application can do.

The undocumented environment variable _ COVPAT LAYER can be used to lower the ExecutionLevel to
RunAs| nvoker

@cho Of

SETLOCAL

Set _ COWAT_LAYER=RunAs| nvoker
regedi t. exe

The example above will run REGEDIT using the user's native permissions, attempting to modify any protected
area of the registry (such as HKLM) within this session will produce an error.

Scheduled Tasks

If a scheduled task invokes a UAC prompt, then the task will fail to run unattended, to prevent this make sure to
select the 'Run With Highest Privileges' check box:

@ Run only when user is logged on

Run whether user is logged on or not
¥| Run with highest privileges

“A man in public life expects to be sneered at — it is the fault of his elevated situation, and not of himself” ~ Charles Dickens

Related
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DateMath.cmd

Add or subtract days from any date, copy the script below or download here and save as DateMath.cmd

@ECHO of f
SETLOCAL ;
: DateMath, a general purpose date math routine

.. |If DateMath detects an error, variable _dd_ int is set to 999999
SET v_dd_int=0
SET v_mm.i nt =0
SET v_yy_int=0
SET v_ymd_str=
SET v_mm str=
SET v_dd_str=

goto s_syntax
goto s_validate_year
goto s_validate_year
goto s_validate_year

echo DATEMATH SYNTAX:

echo.EateNhth will set the variables as |isted bel ow
echo 'str' variables include |eading zeros e.g. "01"
echo 'int' variables |eading zeros are stripped e.g. "1"
echo CALL DateMath YY MM DD - YY2 M2 DD2

echo Wil set variable _dd_int to the signed difference
echo between the 2 dates (neasured in days)
echo CALL DateMath YY MM DD +/ - Days

echo'VWI! set the following variables to the result of
echo adding or substracting days fromthe initial date

echo _ymd_str, _yy_int

echo _mmstr, _nmmint,

echo —dd_str, _dd_int

echo:

echo

echo

pause

echo

echo:

echo CALL DateMath YY MM DD

echo:

echo WIIl set the follow ng variabl es:
echo _ymd_str, _yy_int

echo mmstr, _nmint,

echo _dd_str, —dd_int

echo

echo

echo:

echo _ynmd_str is in YYYYMVDD format.
echo:

echo’ y_int is in YYYY format, even if YY format was originally supplied

echo This conversion is useful for FAT/NTFS file dates which are in

echo
ENDLOCAL & SET /a _dd_i nt =999999
goto : eof

:s_validate_year
;:strip leading zeros
SET v_yy=%
if W_yy:~0,1% EQU 0 set v_yy=%_yy: ~1%

Check for Y2K
%W_yy% LSS 100 |F % yy%)GEQ 80 SET /A v_yy += 1900
%_yy% LSS 80 SET /A v_yy += 2000

mm--

at this point v_yy contains a 4 digit year
::validate nonth and day
if %2 GIR 12 goto s_syntax
if 8 GIR 31 goto s_syntax

SET v_mm=9%2
SET v_dd=93
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;.strip leading zeros
if %_mm ~0, 1% EQU 0 set v_nmm% _nmm ~1%
if %_dd:~0,1% EQU 0 set v_dd=%_dd: ~1%

:. Set the int variables
SET /a v_dd_int=%_dd%
SET /a v_yy_ int=%_yy%
SET /a v_mm.i nt =%_mb

Det erm ne which function to perform - ADD, SUBTRACT or CONVERT

If not "9%"=="" goto s_validate_2nd_date
if "%"=="" goto s_convert_only

;. Add or subtract days to a date
SET /a v_nunber_of days=%
goto s_add_or_subtract days

:s_convert_only

SET /a v_dd_int=%_dd%

| F %_dd% LEQ 9 SSI:_F v_dd_str=0%_dd% ELSE §SET
IF % _mP LEQ 9 (SET v_nm str=0%_mmP9 ELSE ( SET
SET v_ynd_str=%_yy%&_mm str%4_dd_str%

ECHO DATEMATH - Convert date only (no maths)
goto s_end

;s _validate_2nd_date
If "9"=="+" goto s_syntax
Subtracting one date from another ::::::
. strip leading zero
SET v_yy2=%
if W _yy2:~0,1% EQU 0 set v_yy2=%_ yy2: ~1%

if %_yy2% GIR 99 goto s_validate2nd_nonth
if %W_yy2% GIR 49 goto s_prefix_2 1950 1999
if W_yy2% LSS 10 goto s_prefix_2 2000 _2009
SET v_yy2=20%_yy2%

goto s_validate2nd_nonth

:s_prefix_2 2000_2009
SET v_yy2=200%_yy2%
goto s_validate2nd_nonth

;s _prefix_2 1950 1999
SET v_yy2=19% yy2%

:s_val i dat e2nd_nont h
i:strip |leading zeros
::SET /a v_yy2=% yy2%
if %_yy2:~0,1% EQU 0 set v_yy2=%_yy2: ~1%
1i1V_yy2 now contains a 4 digit year

if % GIR 12 goto s_syntax
SET v_mR=%

if %7 GIR 31 goto s_syntax
SET v_dd2=%

c:strip |leading zeros

(2 SET /a v_m2=%_ nm%

if % mR:~0,1% EQU 0 set v_mmR=%_mP: ~1%
:: SET /a v_dd2=%_dd2%

if 9% _dd2:~0,1% EQU 0 set v_dd2=%_dd2: ~1%

call :s_julian_day % _yy int% % _nmm.int% % _dd_i nt %
SET v_sundays1=%_Jul i anDay%

call :s_julian_day %_yy2% % _mR% %_dd2%
SET v_sundays2=%_Jul i anDay%

SET /a v_dd_int =% _sundaysl1% - %_sundays2%
ECI—D DATEMATH - Subtracting one date from another = days difference

:s_add_or_subtract_days
if /i T9%"=="+" goto s_add_up_days

.. Subtract all days ::::::
SET /a v_dd=%_dd% - % _nunber _of _days%

:s_adj ust _nonth_year

if % dd% GEQ 1 goto s_add_subtract_days_DONE
SET /a v_mme=%_mbo -

if %_mbo GEQ 1 goto s_add_days_ %_mbo
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SET /a v_yy=%_ yy% - 1
SET /a v_mm=%_mbo + 12
goto s_add_days_%_mm®o

:s_add_days 2

SET /a v_dd=%_dd% + 28

SET /a v_| eapyear=%_yy% / 4

SET /a v_| eapyear=%_|[ eapyear% * 4

if % Ieapyear%)NEQ %/ _yy% got o s_adj ust_nont h_year
SET /a v_dd=%_dd% + 1

goto s_adj ust _nont h_year

s_add_days
s_add_days_6
_add_days
add_days 1
SET la v dd_@w dd% + 30
goto s_adj ust _nont h_year

s add_days_1
s_add_days_3
s_add_days_5
add_days 7
add_days_8
add_days_10
s —add_days_12
SET /a v dd_Ww dd% + 31
got o s_adj ust_nont h_year

:s_add_up_days
:"add”alT days ::::::
SET /a v_dd=%_dd% + % _nunber _of _days%

:s_subtract _days
goto s_subtract _days %_mmto

:s_adjust_nth_yr

SET /a v_nmed% s + 1

if % _mmPbh LEQ 12 goto s_subtract_days % _mmbb
SET /a v_yy=%_yy% + 1

SET /a v_m¥%_mbb6 - 12

goto s_subtract _days %_mmto

:s_subtract _days_2

SET /a v _| eapyear=%_yy% / 4

SET /a v_| eapyear=%_|[ eapyear% * 4

If % _| eapyear % EQU %_yy% goto s_subtract _| eapyear

if % _dd% LEQ 28 goto s _add_subtract days_DONE
SET /a v_dd=%_dd% - 28
goto s_adjust_nth_yr

:s_subtract | eapyear

i f % _dd% LEQ 29 goto s_add_subtract_days_ DONE
SET /a v_dd=%_dd% - 29~

goto s_adjust_nth_yr

s subtract _days_4

S_subtract _days_ 6

s_subtract _days_9

subtract _days_1

|f % _dd% LEQ 30 goto s_add_subtract days DONE
SET /a v_dd=%_dd% - 30

goto s_adjust_mth_yr

s subtract _days_1

subt ract _days_3

subtract _days_5

subtract _days_7

subtract _days_8

subt ract _days_10

subtract days 12

|f % _dd% LEQ 31 goto s_add_subtract_days_ DONE
SET /a v_dd=%_dd% - 31~

goto s_adjust_nth_yr

:s_add_subtract _days DONE

SET /a v_dd_i nt=% dd%

SET /a v_mm.i nt =%_nmmb

SET /a v_yy int=%_yy%

IF %_dd% GIR 9 éSET v_dd_str=%_dd% ELSE gSET v_dd_str=0%_dd9
IF % mPb GTR 9 (SET v_mmstr=%_mm®9 ELSE (SET v_nm str=0%_nm®
SET v_ynd_str=%_yy%4& nmm str %4« _dd_str%

ECHO DATEMATH - add or subtract days from a date = new date
goto s_end

:s_julian_day
SET v _year =%
SET v_nont h=%2
SET v_day=9%3
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SET /a v_nont h=v_nont h

SET /a v_day=v_day

SET /A a = 14 - v_nonth

SET /A a /= 12

SET /Ay = v_year + 4800 - a

SET /A m=v nonth + 12 * a - 3

SET /A m= 153 * m+ 2

SET /A m/=5

SET /A v_ JulianDay = v_.day + m+ 365 * y +y /[ 4 - y /[ 100 +y / 400 - 32045

ECHO The Julian Day is [%_JulianDay%
goto : eof

:s_end_days
ENDLOCAL&SET /a _yy int=%_yy int%SET /a nm.int=%_nm.int%SET /a _dd_i nt=%_dd_i nt Y&SET
r

_ynmd_str=%_ynd_str%SET _nmm str=%_nm str% SET ~dd_str=%_dd_str%

Examples

D:\> datemath 02 05 08
DATEMATH - Convert date only (no maths)

[20020508] YY=[2002] MM=[05] DD=[08]

D:\> datemath 2007 12 30
DATEMATH - Convert date only (no maths)

[20071230] YY=[2007] MM=[12] DD=[30]

D:\> datemath 27 12 01 - 02 11 02

The Julian Day is [2461741]

The Julian Day is [2452581]

DATEMATH - Subtracting one date from another = days difference

D:\> datemath 02 11 02 + 9160
DATEMATH - add or subtract days from a date = new date

[20271201] YY=[2027] MM=[12] DD=[01]

D:\> datemath 2012 09 08 - 2011 09 08

The Julian Day is [2456179]

The Julian Day is [2455813]

DATEMATH - Subtracting one date from another = days difference

D:\> datemath 13 09 08 - 12 09 08

The Julian Day is [2456544]

The Julian Day is [2456179]

DATEMATH - Subtracting one date from another = days difference

“We were having one of those great first dates you can only have when it's not an actual date” ~ Sarah Jessica Parker
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Dequote - remove quotes - Windows CMD - SS64.com

( SS64 ) CMD Syntax

Search

Remove Quotes from a string
Several routines that can be used to remove quotes from the contents of a variable.

In the majority of cases running any current version of Windows, the simplest method is to use %1 Parameter Extensions to
remove the quotes automatically

@CHO OFF
Set _string=%1 ; ; ; _
Echo the string passed to this script is %string%

(you may also want to test IF the variable is empty/NULL)

This is equivalent to the following, which can be used to remove outer quotes from any string, not just a parameter string:

.. Renpbve quotes

SET _string=###% stri ngY%###
SET _string=% string:"###=%
SET _string=% string: ###" =%
SET _string=% string: ###=%

If you just want to remove ALL quotes from a string, this can be done in one line with variable replace syntax:
Set _sonevari abl e=% sonevari abl e: " =%

File and folder names cannot (legally) contain quotes so the above is often all that's needed.

A one line function, using a FOR command to run parameter expansion and remove quotes (the %A removes the quotes), this
is a good approach when you need to dequote multiple strings, just call the function with each string:

ciiiii11: one line Dequote exanple :::::::i:i:i:i::
@cho Of

Set | ocal

Set _nypat h="C:\ Program Fi |l es\ ss64\"

CALL :dequote _nypath

Echo % nmypat h%

CGot o : eof

: DeQuot e
for /f "delims=" %A in ('echo WRAYWL) do set %=%cA
Goto : eof

The above will turn "C:\Program Files\ss64\" into C:\Program Files\ss64\
If the line in bold is saved as a single line batch file DeQuote.cmd, then it can be called from other batch scripts:
CALL DeQuote.cnd Vari abl eName

There may be cases when you only want to affect the string if it both starts and ends with a quote and raise an error or some
other action if mismatched quotes are found. Some more complex scripts to handle this can be found here in the forum.

“One look is worth a thousand words” ~ Fred R. Barnard
Related:

SetlLocal - EnableDelayedExpansion
Long Filenames and NTFS - Valid characters in filenames
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( SS64 ) CMD Syntax

Search

Delete files older than N days
There are several ways to do this

1) Using ForFiles to delete files over 7 days old:
C\> forfiles /p "C\source_folder" /s /m*.* /c "cnmd /c Del @ath" /d -7

2) Using Robocopy /Move to delete files over 7 days old:

C.\> set _robodel =9%TEMP% ~r obodel

C.\> MD % robodel %

C:\> ROBOCOPY "C:\source_folder" % robodel % / nmove /m nage: 7
C:\> del %robodel % /q

3) Using DateMath.cmd and Getdate.cmd, download DelOlder.cmd

4) With PowerShell delete files over 7 days old:

PS C.\> $now = get-date

PS C\> dir "C\source_folder\" | where {$_.LastWiteTine -le $now AddDays(-7)} | del -whatif
Powershell also has . AddHour s if you want to delete more recent files.

“We were having one of those great first dates you can only have when it’s not an actual date” - Sarah Jessica Parker

Related:

SetlLocal - Control the visibility of environment variables in a batch file.
Powershell methods - Math operations (. addDays)
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( SS64 ) CMD Syntax
Search

GenChr.cmd

Generate the ASCIl/Unicode character for any byte value. The output is a file byt eval ue. chr

@cho off

set "USAGE=echo: Usage: Supply an integer 0-255& goto :EOF"

if "%1" equ "" 9YAJSAGE%

set /a "val =%-1" 2>nul

if "%1" neq "%Wal % YJSAGEY%

if %1 lss 0 ISAGEY

if %1 gtr 255 QASAGE%

set tenpfil e=%-1.tnp

set "options=/d conpress=off /d reserveperdatabl ocksi ze=26"

if %1 neq 26 (ty;)e nul >"% enpfil e%

rrakeczg/bl"/m ti (l)ns% d reserveperfol dersize=%1 "% enpfil e¥% %1.chr >nul
type %-1.chr

(for /1 9N in il 1 38) do pause)>nul & indstr "~">"% enpfil e%)
>nul copy /y "%enpfile® /a %1.chr /b

del "% enpfil e%

) else (copy /y nul + nul /a 26.chr /a >nul)

Written via the teamwork of carlos, penpen, aGerman, dbenham & bluesxman - see forum thread
Examples

Create the 0 or NUL character (file 0.chr)
genchr.cnd 0

Create the 9 or tab character. (file 9.chr)
genchr.cnd 9

Create all 256 characters/files:
for /1 % in (0,1,255) do start "" cnd /c genchr %

“When the character of a man is not clear to you, look at his friends” ~ Japanese Proverb
Related

Ascii table
MAKECAB Create .CAB files
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( SS64 ) CMD Syntax
Search

GetDate.cmd
Display the date and time independent of OS Locale, Language or the users chosen date format (Control Panel/Regional).

If all you need is the current date and time in local format, you can just use the built in variables %dat e% and % i me%the more
difficult problem is making this work for any locale so that it can be used across international networks.

Method 1 - Calling a VBScript getdate.vbs for Windows XP or greater

@cho of f

For /f 9% in ('cscript /nologo getdate.vbs') do set _dt mr%46G
Set _yyyy=% dt m ~0, 4%

Set _mm% dtm ~4, 2%

Set —dd=% dtm ~6, 2%

Set _hh=%dtm ~8, 2%

Set _nn=% dt m ~10, 2%

Echo % yyyy% % nme % dd%d % hh% % nn%

Method 2 - Calling WMIC for Windows XP Professional or Vista/Windows 7

@cho off
.. Check WM C is avail abl e
WM C EXE Alias /? >NUL 2>&1 || GOTO s_error

Use WM C to retrieve date and tine
F(P /F "skip=1 tokens=1-6" % IN (' VWI C Path Wn32_Local Ti ne Get Day”, Hour”, M nut e®, Mont h”, Second”, Year
/Format:table') DO (
| F "9%%6-L"=="" goto s_done
Set _yyyy=%4
Set _mm~00%84
Set _dd=00%/&
Set _hour =00%84
SET _m nut e=00%4

)
:s_done

Pad digits with | eading zeros
Set _mmr% mm ~- 2%
Set —dd=%dd: ~- 2%
Set —hour =% hour: ~- 2%
Set _minute=% i nute: ~- 2%

:: Display the date/tinme in |1SO 8601 format:
Set _i sodat e=% yyyy% % m?e % dd% % hour % % m nut €%
Echo™ % i sodat e%

GOTO. ECF

.S_error

Echo GetDate.cnd

Echo Displays date and tine independent of OS Local e, Language or date format.

Ecﬂo Requi res W ndows XP Professional, Vista or W ndows 7

echo:

Echo Returns 6 environnent variabl es containing isodate, Year, Mont h, Day, hour and m nute.
Based on the sorted date code by Rob van der ude.

Previous versions of this script (for Windows XP) used the DATE command, under Windows 7 this now gives different output
strings dependent on the short date format and OS Language.

“I've been on the calendar, but never on time” ~ Marilyn Monroe
Related

datetime.vbs - Get Date, Time and daylight savings (VB Script)
Get UNIX format date - Dave Benham / StackOverflow (WMIC)
Standard date and time notation - YYYY-MM-DD

Date/Time scripts - Rob van der Woude

Date/Time scripts - Ritchie Lawrence
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( SS64 ) CMD Syntax

GetTime.cmd

Returns the current time into the variable % ti me%

@cho off
SETLOCAL
For /f "tokens=1-3 del i n5=1234567890 " %@ in
For /f "tokens=1-4 delinms=%lelinms% WG in ("%inmed%)
Set _hh=9%8/6
Set _m n=%H
Set _ss=%4
Set _ns=%4

Strl p an%/ | eadi ng spaces
h=% h =%
Ensure the hours have a

i | eadi ng zero
if 1% hh% LSS 20 Set

_hh=0% hh%

Echo The tinme is: % hh% % m n% % ss%
ENDLOCAL&Set _ti me=% hh% % mi n%

("%ime%) Do set

Do (

Although the default time delimiter, in Windows XP and above is either .
any character they like. And you know theres always that one guy, the one who writes everything in green ink, who will do

this!

Search

"del i ms=%a%b%c"

or : users can change the delimiter to just about

Based on the discussion thread here, this script always returns HH:MM no matter which time delimiter has been set in the
control panel. Thanks to avery_larry and bluesxman for their improvements. To include Milliseconds just tack on the % ns%

variable.

“What may be done at any time will be done at no time” ~ Scottish Proverb

Related

datetime.vbs - Get Date, Time and daylight savings (VB Script)

%TIME% - variable containing current time

TIME - Set the time (list of default time formats for different countries)

GetDate.cmd - Get todays date (any region, any OS)
tdiff.cmd - Time difference in Hours/Minutes
Commandline.co.uk - date/time scripts

Rob Vanderwoude - date/time scripts
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( SS64 ) CMD

GMT.cmd

Syntax

Search

Returns the current time into the variable % gnt %adjusted to Greenwich Mean Time, this can be useful when comparing

events across multiple time zones or whenever you don’'t want daylight savings to affect the result.

c:gm.cnd Display the current tinme in GMI (World Tine)

@cho off
Set | ocal

Set _key=HKLM Syst em Current Cont r ol Set\ Cont rol \ Ti neZonel nf or mat i on
Ll flnd offset from GMI' i n m nutes
For /f "Tokens=3" %4 in ('Reg query %key% /V ActiveTi neBi as®| FIND "REG DWORD'') do (

Set /a _offset =086

Convert to hours

Set /a _of fset _hours=% of f set % / 60

For /f "tokens=1-3 de
For /f "tokens=1-4 de
Set _hh=%/
Set _m n=%4

Get current | ocal It
|

Strl p any | eadi ng spaces
=% h K =%

Ensure the hours have a |eading zero

if 1% hh% LSS 20 set _hh=0% hh%
Echo Local tinme: % hh% % m n%

add offset to the current tinme

Set /a _hh=% hh% + % of f set _hour s%

:: display result _
Echo  GMI tine: % hh% % m n%
ENDLOCAL&Set _gnt =% hh% % m n%

“Time is like money, the less we have of it to spare, the further we make it go” ~ Josh Billings

Related

datetime.vbs - Get Date, Time and daylight savings (VB Script)

GetTime.cmd - Get the time now

TIME - Set the time (list of default time formats for different countries)

Rob Vanderwoude - date/time scripts
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i me
i m5=1234567890 " %@ in
i ms

ms=%lel i mrs%

("% ma%) I(Do set "deli ns=%0a%b%c"

WE in ("%ime%)
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( SS64 ) CMD Syntax
Search

StampMe.cmd

Rename a file (or folder) by appending the current date and time to the existing filename:

@CHO of f
SETLOCAL
IF [%] NEQ [] goto s start

Aut hor - Sinpbn Sheppard, Nov 2014
. Tested for Wndows XP Pro or greater
Echo StanmpMe. cnd
Echo Renane a file with the DATE Ti nme

Echo:

Echo Synt ax

Echo STAMPME Test Fi | e. t xt

Echo:

Echo STAMPME "Test File.txt"

Echo:

ECRO STAMPME "c:\docs\Test File.txt"

cho:

ECRO WIl renane the file in the format "Test File-2014-12-30@6-55-01.txt"
cho:

Echo In a batch file use CALL STAVPME ...

GOT0 : eof

:s_start
Set file=%nl%

Set _pat hname=%f 1%
Set _ext =%x1%

i1 Get the date/tine
FOR /f %@ in ("WMC OS CGET Local DateTinme | find "."') DO Set DTS=%/a
Set _datetine=% DTS: ~0, 4% % DTS: ~4, 2% % DTS: ~6, 2%®6_ DTS: ~8, 2% % DTS: ~10, 2% % DTS: ~12, 2%

Echo Year - Mt Dagl@-IR M n- Sec
Echo % dat et i mre%

.. Rename the file . :
REN i % pat hname% "% fil e% % dat eti ne%®b ext %

The last line of the batch file does the REName.
Examples

c:\> StanpMe "sanple file.txt"
c:\> StanpMe "C:\logs\data\errorl og. txt"
c:\> StanpMe "C:\docs\exanple folder"

An alternative 'quick and dirty' way to do the same thing in one line is shown below, this does work but is less robust as the
results will vary according to regional/control panel settings.

c:\> REN "sanple file.txt" "* %ate:/= % o%inme::=.%*
“The time you enjoy wasting is not wasted time” ~ Bertrand Russell
Related

DelOlder.cmd - Delete files more than n days old
GetDate and GetTime scripts

Standard date and time notation - YYYY-MM-DD
Stampme.psl - Powershell version
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( SS64 )

tdiff.cmd

Calculate the time difference between two time values in hours, minutes and seconds.

@cho off
Set | ocal

i f

cal |

Set

Set

Set /a _diff_timecode=_stop_tinmecode -

i f

"%-1"

EQU ""

Convert start
:s_calc_tinmecode %

CMD

goto s_syntax

st art _tinecode=%rrorlevel %

Call :s
_sto

Cal ¢

M dn

% di f

_ca | ti mecode %2
op_ti mecode=%errorl evel %

ulate the difference in hundredths

i ght rollover

timecode% LSS 0 set /a

Syntax

and end tinmes to hundredths of a second

_start_tinecode

Echo % di Tf _ti mecode% hundredths of a second

set
set
set
set
set
set
set

set
set
set
set

set

Spli

it out Hours,

Ja hs= diff_tinmecode %6 1
/a _diff_timecode/ =100
/a ss=_diff_tinecode %% 60

/a

_di ff _ti

necode/ =60

/a mm= diff _timecode %% 60

/a

di ff ti

necode/ =60

/a hh=_diff_tinecode

hh=

0%hh%

mm=0% o
s=0%6s%
s=0%hs %

_tdi ff=%hh: ~- 2% %m

Echo HH MM ss. hs
Echo %
endl ocal & set

got o

tdiff%

. EOF

tdiff=%tdiff%

:s_cal c_timecode

Renmpove delimters and convert to hundredths of a second.

set | ocal
For /

set

set

f "usebackqg tokens=1,2,3,4 delins=:.
set hh=00%a
set mMF00%/b
set ss=00%%c
set hs=00%d

hh=%h: ~- 2%
m=%rm ~- 2%
s=0ss: ~- 2%
hs=%s: ~- 2%
/a hh=((%h: ~0, 1% * 10) + %h: ~1, 19
/a me((%m ~0, 1% * 10) + %m ~1, 19
la ss=((¥%s:~0,1% * 10) + %s:~1, 19
/a hs=((%s:~0,1% * 10) + %s: ~1, 19

/a _timecode=hh + mMmm + ss + hs

Endl ocal & Exit

/b %tinecode%

give the tinme difference between now and 23: 00: 00. 00

Mns etc and return the result

~-2% Yss: ~- 2% Yhs: ~- 2%

* 60 * 60 *
* 60 * 100
* 100

HH: MM ss. hs

Whotdiffo®

:'S_synt ax
Echo:
Ecﬂo Syntax: tdiff.cnd StartTime StopTinme
cho:
Echo The tinmes can be given in the format:
Echo HH or HH MM or HH MMss or
Echo:
Echo so for exanple: tdiff 9%4i me%%b 23
Echo wil |
Echo:
Echo The result is returned in variable
Exit /b 1
Examples

c:\> tdiff 14:30 23:15
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Which.cmd - Windows CMD - SS64.com
( SS64 ) CMD Syntax

Which.cmd

Show the full path to an executable file.

WHI CH. CMD CommandNanme [ Ret urnVar ]

Determines the full path of the file that would execute if
CommandName wer e execut ed.

The result is stored in variable ReturnVar, or else it is
echoed to stdout if ReturnVar is not specified.

If no file is found, then an error nessage is echoed to stderr.

The ERRORLEVEL is set to one of the follow ng val ues
0 - Success: A matching file was found
1 - No file was found and ConmandNanme is an internal conmand
2 - No file was found and ConmandName is not an internal command
3 - Inproper syntax - no CommandNanme specified

@cho off
setl ocal disabl eDel ayedExpansi on
set "fil e=%-1"
if not defined file (
>&2 echo Syntax error: No ComandNane specified

) exit /b 3

set "noExt=" ;

setl ocal enabl eDel ayedExpansi on

if "9%x1" neq "" if "!PATHEXT: %x1=!" neq "!PATHEXT!" set noExt="";

set "nodpat h=.\;! PATH "
@or WE in (%MOoEXt YYPATHEXTY) do @or %4 in ("!filel %WeE") do (
set| ocal di sabl eDel ayedExpansi on
if not "%e$nodpath: F'=="" if not exist "%Wo$nodpath: A\" (
endl ocal & endl ocal & endl ocal
if " "/(/r% (=)=" " (echo %e-$nodpat h: F) el se set "%-2=%%-$nodpat h: F"
exi t

endl ocal

endl| ocal

>nul help %1 && ( ;
>& echo "%1" is not a valid command
exit /b 2

>&2 echo "%1" is an internal command
Credits:

Dave Benham
forum t hread

Related

WHERE - Locate and display files in a directory tree.
whereis utility - Flounder.com
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xlong.cmd

It is possible to create very long filenames/pathnames on NTFS that exceed the Windows API limit. This typically happens
when a folder which is part of a deep hierarchy gets renamed. Very long filenames will often create errors in applications that
attempt to open them (even Windows Explorer.)

The script below will list any files that exceed this limit.

@cho off

Set | ocal Enabl eDel ayedExpansi on

;. Report all file / folder paths that exceed the 256 character limt
I f {9%}=={} Echo Syntax: XLong Driveletter&goto : EOF

Set w k=%

Set wr k=% k: " =%

For /F "Tokens=*" %@ in ('dir %wk% /b /s /a') do (

set nanme=%/a

if not "!name:~255,1!"=="" echo Extra |ong nane: "%a"

%Endl ocal
Examples

Check the whole of the D: drive
c:\> xlong D\

Check the current directory on the C: drive:
c:\> xlong C

Check the S:\workgroups\ folder:
c:\> xlong S:\workgroups\

The maximum Windows APl MAX_Path is 260 characters, subtract 3 characters for the drive and colon: and 1 character for a
terminating NULL and you have a maximum 256 characters that can be used for the pathname.

All .Net applications enforce the Windows API pathname limit including Windows Explorer and PowerShell.
To access very long paths use Robocopy, SUBST or the \\ 2\ UNCPATH\ syntax.

“This report, by its very length, defends itself against the risk of being read” ~ Winston Churchill

Related

Which.cmd - Display full path to any command

Bash equivalent:
find . | awk '{print length($0) " " $0}' | sort -n | tail -n 15
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Autoexec commands
To run a command as soon as the command prompt is opened -

HKLM\Software\Microsoft\Command Processor\AutoRun
HKCU\Software\Microsoft\Command Processor\AutoRun

To run a command as soon as a user logs in -

The STARTUP folder (Start Menu)
HKLM\Software\Microsoft\Windows\CurrentVersion\Run
HKCU\Software\Microsoft\Windows\CurrentVersion\Run
HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows\Run

To run a command as soon as the machine powers up, (like AUTOEXEC.BAT in MS-DOS), use the Windows Task
Scheduler - choosing the option:

Run a task:
When my computer starts (before a user logs on)

Autoexec.bat file

The autoexec.bat file was an MS-DOS feature. Under Windows there is a still a degree of backwards compatibility - if the file
(C:\autoexec.bat) exists, any SET statements within it will be parsed at boot time.

Variables set in this way are not available to gui programs - they will be visible from the CMD prompt but don’t appear in the
control panel. All other commands in autoexec.bat will be ignored. This behaviour is to allow old DOS applications to install
correctly.

Scripts running at Windows startup

To see exactly what is running (or running slowly) at windows startup/login, set the following registry key:

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ pol i ci es\ syst enj
"ver bosest at us" =dwor d: 00000001

AutoRun

In Windows 7/2008 R2, autorun events are (mostly) restricted to drives of type DRIVE_CDROM. The default behaviour is to
invoke AutoPlay. The NoAut oRun registry entry can be used to disables the AutoPlay and/or AutoRun feature on individual
drives. This can be set in the registry under HKCU and/or HKLM. (If both are set then HKLM will take priority.)

The NoDr i veTypeAut oRun registry entry disables or enables the AutoRun feature on all drives of the type specified. It can be
set in the registry under HKCU and/or HKLM. (If both are set then HKLM will take priority.) Values: oxFF=Disable AutoRun on
all types of drive, 0x91=Disable AutoRun on network drives, 0x95=Disable AutoRun on removable + network drives.

The NoDr i veAut oRun registry entry disables or enables the AutoRun feature on individual drives. It can be set in the registry
under HKCU and/or HKLM. (If both are set then HKLM will take priority.)

In all cases the registry keys are set under:
\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Expl or er

The registry key HKCW Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Mount Poi nt s2 contains cached information
about every removable device seen so far. This cache can bypass the registry settings above which can leave a machine
vulnerable. See Q967715 for patches that address this issue. Alternatively the iniFileMapping method described below will
disable AutoRun completely.

To effectively disable AutoRun in all versions of Microsoft Windows, import the following registry value (source: US-Cert Alert
TA09-020A) this applies to any autorun.inf in any location and on any drive:
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Slow network browsing issues in Windows

1) Listing the contents of a shared folder is slow - Desktop.ini

The file permissions set on deskt op. i ni files can slow down browsing the folder structure. This issue affects Windows clients
using mapped drives or UNC connections, this issue was fixed in XP sp2 (Q840309), but from Q326549 has re-emerged in
Windows 7.

When listing a directory, Windows will search for and parse Desktop.ini files. This will noticably affect performance when a
large number of subfolders are involved, it does this for the current folder and one level down the directory tree.

Desktop.ini can be used to provide a custom icon, thumbnail view, and can make normal file folders into 'Special Folders' (eg

Fonts, History, Temporary Internet Files, "My Music", "My Pictures", and "My Documents").

Desktop.ini files are only visible in Windows Explorer if you first un-check "Hide protected operating system files" (under
Tools, Options, View)

To see the file locks created by this process run the following command on the file server, while a client is (slowly) listing a
large directory:
NET FILE | Find "desktop.ini"

A quick solution to this performance problem is to remove the READ_ONLY attribute from the folder and/or delete the non-
essential desktop.ini files.

2) Explorer randomly locks files

There are reports that Windows Explorer can run very slowly or stop responding if some of the profile permissions get
corrupted.

To fix this logout and login with a different (Administrator level) account and rename this folder:
C:\ User s\ <profil enane>\ AppDat a\ Local \ M cr osof t \ W ndows

When you login again the folder will be re-created with the correct permissions.

3) Shortcuts in the Windows XP 'My Network Places' make network browsing very slow.

If the 'My Network Places' folder contains a shortcut to a network share, then each refresh of the explorer window will attempt
to read icon information from every file in the remote location, causing the system to slow to a crawl.

Removing all shortcuts from ‘My Network Places’ will return the system response to normal.
In Windows 7, network places have been moved under ‘Computer' and this issue seems to have been fixed.

Every time you open a file via a UNC name, Windows XP will automatically add another shortcut to the 'My Network Places'
folder - so the issue tends to get worse over time.

You can prevent the automatic addition of shortcuts with the registry setting below:

W ndows Registry Editor Version 5.00

[ HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Expl or er]
"NoRecent DocsNet hood" =dwor d: 00000001

4) Network Shortcuts on the Start menu and Desktop
Placing a shortcut to a network resource in either the Start menu or Desktop (including the recycle bin) can drastically slow

down system response, particularly when the network resource is unavailable. Shortcuts to Domains or Machines don't suffer
from these problems as they always have the same icon.
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A sensible routine for managing desktop shortcuts can be found here.

An alternative worksround is to create a shortcut to Explorer.exe and pass the UNC name of the resource.
explorer /e, \\Server\FileShare

"Total world oil reserves amount to one thousand billion barrels, yearly consumption is 27 billion barrels” ~ BP Amoco
Related:

CleanRoamingProfile.vbs - VBScript to delete selected files from a roaming profile.
Q841978 - Explorer.exe stops responding when you use network shortcuts (XP)
Syslnternals - Mark Russinovich - Desktop.ini files fill up the audit event log.

Windows 7 Slow Logon — Waiting for the User Profile Service

Q904160 - File sharing on the network is slower than expected (WinServer 2003 SP1)
Q885189 - Slow performance from a mapped drive - Windows Server 2003

Q841978 - Explorer.exe stops responding when you use network shortcuts (XP)
Q834350 - Access to network resources is slower

Q822219 - Slow File Server Performance

Q819017 - Long delay before files appear in My Computer (XP)

Q816375 - XP Explorer pane flickers

Q814112 - Network shares open slowly SMB/AntiVirus scanning

Q326549 - Read-only & System attributes for folders

Q321281 - Desktop.ini does not work correctly when you customise the Default Profile
Q320138 - Disable automatic search for network printers and folders (XP)

Q320829 - Increase the Request Size Buffer on the file server - (try between 32 and 64 Kb)
Q319470 - Office2000: Screen response is slow in Save As dialog box in Word
Q315237 - 100-Megabit network packets

Q312403 - Distributed Link Tracking

Q265396 - Slow network performance on a share that uses NTFS

Q245800 - Delay viewing shares (Windows 98/2000)

CleanMgr - Automated cleanup of Temp files, recycle bin
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Increasing the Desktop Application Heap

When you run a large number of Windows-based programs, "Out Of Memory" error messages appear when you attempt to
start new programs or try to use programs that are already running.

In the case of WINNT services the process simply dies for no obvious reason.

This error can occur if the desktop heap in the WIN32 subsystem is depleted; even though you still have plenty of physical
and pagefile memory available.

Desktop Heap memory is defined in the registry under the (long string) key 'SharedSection'::

Default settings Windows XP:

HKLM Syst eml Curr ent Cont r ol Set\ Cont rol \ Sessi on Manager\ SubSyst ens

%Sy st emRoot % syst enB2\ csrss. exe

o) ect Di rect or y=\ W ndows

Shar edSect i on=1024, 3072

W ndows=0n

SubSyst emT%pe Wndows

Server Dl | =basesrv,

Server Dl | =wi nsrv: UserServerDI Ilnitialization,3
ServerDl | =wi nsrv: ConServerDi | Initialization, 2
Profil eControl =OFf MaxRequest Thr eads=16

In this case 1024 defines the system heap size, 3072 controls the size of the interactive desktop heap (used for Windows
objects).
If a third value is present e.g. "1024,3072,512", this covers the non-interactive desktop heap. All values are KBytes.

If the 3rd value is not present non-interactive desktops will default to the same value as interactive desktops (typically 3072
K).

In Vista SP1 or Windows Server 2008 this increases to 12 MB:

HKLM Syst eml Current Control Set\ Control \ Sessi on Manager\ SubSyst ens\ W ndows
Shar edSect i on=1024, 12288, 512

64-bit Windows has a default interactive desktop heap size of 20MB
Microsoft do not recommend that you set a value that is over 20,480 KB for the second SharedSection value.
Lower values increase performance at the risk of crashing any process which can run out of resources.

For many applications (in Win XP) 3072K is too high, although MS recommend 512 K (in Q142676) for many applications this
is too low.

512 K will support approximately 2,500 windows, menus, pens, icons, etc.
1024 K will support approximately 5,000 windows, menus, pens, icons, etc.
3072 K will support approximately 15,000 windows, menus, pens, icons, etc.

Because the non-interactive desktop heap is mapped into the address space of each and every process', this value should
not be set to an arbitrarily high value, but should only be increased sufficiently to allow all the desired applications to run. Note
that many server side applications such as Oracle Forms will spawn multiple processes for each user request.

Because NT only supports one interactive session at a time; tuning the interactive desktop heap has less impact on total
memory use.

Windows NT has a system wide memory limit of 48 Mb for all the above desktop heaps, if this limit is exceeded there might
not be enough memory to create an error message dialog box. As a result, the requested operation fails without any
indication.

Related
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Long filenames, NTFS and legal flename characters

Long file names - If a filename contains spaces you must surround it "with double quotes" Filenames that include quotes or
parenthesis (') - these are legal filenames but they can cause problems.

Short file names - The order in which you create files will affect short 8.3 names
e.g.

echo abc > "a long file 1.txt"

echo abc > "a long file 3.txt"

echo abc > "a long file 2.txt"

DIR /x

. will produce this:

ALONGF~1.TXT a long file 1.txt

ALONGF~3.TXT a long file 2.txt

ALONGF~2.TXT a long file 3.txt

If these files are now copied to another folder the 8.3 filenames will change, this is most likely to happen when upgrading
server storage or restoring data from a backup.

Similarly for folders

md "a long folder 1"

md "a long folder 3"

md "a long folder 2"

DIR /x

:: will produce this:
ALONGF~1 along folder 1
ALONGF~3 a long folder 2
ALONGF~2 along folder 3

Again copying these to somewhere else will change the 8.3 names to:
ALONGF~1 a long folder 1
ALONGF~2 a long folder 2
ALONGF~3 a long folder 3

See the Wildcards page for more long/short filename issues.

Enable or Disable 8.3 filenames in NTES

If 8.3 filenames are disabled, ancient 16 bit software (like WordPerfect 3) will still be able to read/write short
filenames (C:\WORK\JAN.WPD), but won't see a short equivalent for long filenames (C:\My Documents\new
stuff.wpd).

An 8.3 filename can also be useful when dealing with corruption such as an 'undeletable’ file.

Disable the creation of 8.3 filenames
[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Control \ Fi | eSyst enj
Nt f sDi sabl e8dot 3NaneCr eat i on=1

Enable the creation of 8.3 filenames (default)
[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Control \ Fi | eSyst en
Nt f sDi sabl e8dot 3NaneCr eat i on=0

Batch files .BAT or .CMD ?

Batch files can be saved with the extension .BAT or .CMD

The .BAT extension will run under Windows 95/MSDOS but the .CMD extension will only run under NT, XP or
later.

One key difference between .CMD and .BAT scripts (running under CMD.EXE) is that with extensions enabled,
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commands like PATH/APPEND/PROMPT/SET/ASSOC will reset ERRORLEVEL to 0 if they succeed. In the old
style .BAT file, the ERRORLEVEL will not be changed unless there is a new error (source).

NTFS file system

Legal characters in NTES include the following:

L. =0)

lllegal Characters: The following characters are not permitted in Windows file or directory names:
2 W G

The control characters (0x00- 0x1F, 0x7F) are also invalid in Windows' FAT and NTFS.
Windows Explorer will not create files with a period (.) as the first or only character in the filename, although NTFS
(and many command-line tools) do support this.

A long file name (LFN) can be up to 255 characters long.
NTFS supports paths up to 32768 characters in length, but only when using the Unicode APIs.

When using very long path names, prefix the path with the characters \\?\ and use the Unicode versions of the C
Runtime functions.

8.3 format filenames

These can have between 1 and 8 characters in the file name. Short file names have the 8.3 format and are
compatible with MS-DOS and other legacy operating systems.
The name must start with a letter or a number and can contain any characters except the following:

[\ *2" 11| =, . ; (space)

An 8.3 file name typically has a file name extension between one and three characters long with the same
character restrictions. A period separates the file name from the file name extension.

It should be noted that some characters are invalid in 8.3 format filenames but are valid in NTFS filenames and
are also valid Delimiters Typically the Windows GUI will silently rename such files where necessary.

You can use long file names in both NTFS and FAT volumes.
Special file names reserved by the system (cannot be used for files or folders):
CON, AUX, COM1, COM2, COM3, COM4, LPT1, LPT2, LPT3, PRN, NUL , conIN$ , conOUT$

“Tongues, like governments, have a natural tendency to degeneration; we have long preserved our constitution, let us make some
struggles for our language” - Samuel Johnson: Preface to the Dictionary

Related:

Escape Characters, Delimiters and Quotes
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DPI display settings

The DPI setting of a display monitor is a measure of the number of dots that are visible in a single inch (Dots-per-Inch or
Pixels-per-inch).

DPI is not the same as resolution. (Resolution is the number of horizontal and vertical pixels. For example, 1024 x 768 pixels.)
An image with 100 x 100 pixel resolution would be 1 x 1 inch when printed at 100 DPI.

When a display DPI is chosen in Microsoft Windows, you are telling the system how the attached monitor will display images,
Windows will then rescale to take this into account.

For example changing from 96 DPI to 120 DPI, Windows will assume that you now have a display with closely packed (dense)
pixels that make everything 20% smaller, so to compensate will scale everything to be 25% larger.

The changes made by adjusting DPI are more subtle than changing screen resolution, but setting DPI correctly can be
important for preventing eye strain when using high pixel density displays.

The ideal* DPI for a display can be calculated using pythagoras as follows:

Given:

W = Width in Pixels

H = Height in Pixels

S = Diagonal Size in Inches (display size)

Thenthe DPI=~vw? + H) / S

examples

An iPad with a 9.7" screen v (10242 + 7682) / 9.7= 132 DPI

An IBM Thinkpad with a 15" screen v (19202 + 12002) / 15.4= 147 DPI

* In practice you should select DPI based on individuals eyesight/preference.
It is not advisable to set a DPI lower than 96 as the majority of Windows fonts are not hinted to display correctly at very small
sizes.

Windows 7/2008 DPI settings:

96 to 500 DPI

Control Panel | Display | Set Custom Text Size (DPI)

or

Control Panel | Personalisation | Adjust Font Size (DPl)

For custom sizes, tick: “Use W ndows XP style DPlI Scal i ng” un-ticking this option will turn on full scaling of all
non-DPI aware applications, which can cause fonts to become blurry.

When Windows SETUP is run to install Windows, the DPI will be set according to the capabilities of the attached
monitor.
This will automatically set most high resolution monitors to 120 DPI.

Citrix and Terminal servers

Setting the DPI for individual users connected to a terminal server (or Citrix) can only be done in the registry, if the DPI is
changed in the Control Panel as above, then the change will apply to all users.

Registry settings for Per-User DPI setting (Windows 2003/2008):

Small 96 DPI
Medium 120 DPI
Large 144 DPI
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CMD Shell

Notes on working with the Windows CMD shell.

Pausing or stopping a batch script

Execution of any batch script can be paused by pressing CTRL- S this also works for pausing a single command such as a DIR
listing. Pressing any key will resume the operation.

Execution of any batch script can be canceled by pressing CTRL- C

If one batch file CALLs another batch file CTRL-C will exit both batch scripts.
If CMD /c is used to call one batch file from another then CTRL-C will cause only one of the batch scripts to terminate. (see
also EXIT)

Copy and Paste / QuickEdit

In Windows 10 the standard Ctrl-X & Ctrl-C shortcuts are supported.

For earlier versions of Windows you can enable Qui ckEdi t cut and paste at the Command Prompt as follows:
Activate the control menu at the top left of the current cmd window, go to Properties, Options tab and then tick
against QuickEdit Mode. Now you can select text with the mouse and hit Enter (or right click) to copy it to the
clipboard. Paste anywhere using Control+V (or Right Click) or via the menu.

ESC will cancel any selection and return to editing mode.
When copying between windows, you need one click to select the window and a second click to paste.

History of Previous Commands

Pressing the UP arrow will list previous commands entered at the command prompt.
Other DOSKEY function keys are loaded by default (F7, F8, F9)

Quote Characters in a command

If / cor /K is specified, then the remainder of the command line is interpreted as a command and the following
logic is used to process quote (") characters:

1. If all of the following conditions are met, then quote characters on the command line are preserved:
- No /S switch (Strip quotes)
- Exactly two quote characters
- No special characters between the two quote characters, where special isone of: & < >( ) @* |

- There are one or more whitespace characters between the the two quote characters
- The string between the two quote characters is the name of an executable file.

2. Otherwise, old behavior is to see if the first character is a quote character and if so, strip the leading character
and remove the last quote character on the command line, preserving any text after the last quote character. To
negate this behaviour use a double set of quotes " at the start and end of the command line.

CVMD /c ""c:\work\ny reports\profit ~& Loss.doc""

Command.com vs CMD.exe

All the commands on these pages assume you are running the 32 bit or 64 bit command line (cmd.exe)
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The old 16 bit command processor conmand. comis supplied to provide backward compatibility for 16 bit DOS
applications. Command.com has very limited functionality compared to crmd. exe e.g. it will fail to set an
%errorlevel% after many commands.

If you name your batch scripts with the extension .CMD rather than .BAT then they will not run under
command.com even if copied to a Windows 95 machine.

The vcovsPEC% environment variable will show if you are running CMD.EXE or command.com

One key difference between .CMD and .BAT scripts (running under CMD.EXE) is that with extensions enabled,
commands like PATH/APPEND/PROMPT/SET/ASSOC will reset ERRORLEVEL to 0 if they succeed. In the old
style .BAT file, the ERRORLEVEL will not be changed unless there is a new error (source).

On 64 bit versions of Windows, the 32 bit CMD.exe can be found at omi ndi r % SysWwWs4\ cnd. exe To reduce

compatibility issues, the WOW64 subsystem isolates 32-bit binaries from 64-bit binaries by redirecting registry
calls and some file system calls.

Opening CMD from Windows Explorer

You can open a new CMD prompt by choosing START, Search box, cnd, OK
Registry Keys:

Allow UNC paths at command prompt

[HKEY LOCAL _MACHI NE\ SOFTWARE\ M cr osof t\ Conmand Processor ]
' Di sabl eUNCCheck" =dwor d: 00000001

Run a command when CMD.exe starts

[HKEY LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ Conmand Processor ]
' Aut oRun" =-

Activate Automatic Completion

[ HKEY_LOCAL_IMACHI NE\ Sof t war e\ M cr osof t\ Command Processor]
' Conpl et i onChar " =0x9

For Windows 7: Add an elevated 'Open CMD prompt here (Admin)' option to the

context menu for file system folders:

[ HKEY_CLASSES_ROOT\ Di r ect or y\ shel | \ r unas]

@" pen CMVD pronpt here (Adnin)"

[ HKEY_CLASSES_ROOT\ Di r ect or y\ shel |\ r unas\ command]
@"cmd. exe /k pushd %"

For Windows 7: Add an elevated 'Open CMD prompt here (Admin)' option to the

My Computer context menu:
[HKEY CLASSES_ROOT\ CLSI D\{20D04FEO 3AEA- 1069- A2D8- 08002B30309D} \ shel | \ r unas]

@" Qpen CMD pronpt here (Adm n)"
[@;IKE;T(EO_ASSES ROCOT\ CLSI D\{20D04FEO 3AEA- 1069- A2D8- 08002B30309D} \ shel | \ r unas\ command]
c exe

For Windows 10
See this article on TenForums

Run multiple instances of CMD.exe

At the command line or in a batch script cvb will start a new instance of CMD.exe which will appear in the same
window. The EXIT command will close the second CMD instance and return to the previous shell.

A method of calling one Batch script from another is to run a command like VD /¢ C:\ docs\ nyscri pt. cnd
The output of CMD can be redirected into a text file. When c\vD / ¢ is used, the EXIT command is not required.

The environment Variable %CMDCMDLINE% will expand into the original command line passed to CMD.EXE

The native version of CMD.exe is always in %i ndi r % syst en82, on 64 bit operating systems there is also a 32 bit
CMD.exe in 9%i ndi r % Sys\WO\64
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Internal commands

The Windows CMD shell CMD.exe contains a number of 'internal' commands, additional 'external' commands are also
supplied as separate executable files. External commands are generally stored in the C:\WINDOWS\System32 folder, this
folder is part of the system PATH .

This arrangement means that both internal and external commands are always available no matter what your current
directory happens to be.

ASSCC, BREAK, CALL ,CD/CHDIR, CLS, COLOR COPY, DATE, DEL, DR DPATH, ECHO ENDLOCAL, ERASE, EXIT, FOR, FTYPE,

GOTO, |F, KEYS, MY MKDIR, MKLINK (vista and above), MOVE, PATH, PAUSE, POPD, PROWPT, PUSHD, REM REN RENAME,

RD/ RVDI R, SET, SETLOCAL, SHIFT, START, TIME, TITLE, TYPE, VER VER FY, VOL
In the main A-Z list of CMD commands the internal commands are indicated with a ¢

When you are working from any other shell, such as PowerShell then none of the internal commands are available unless you
first open a CMD shell.

Passing arguments

Arguments can be passed to an internal command, just like an external command, e. g. COPY /Y

In some cases (when the command is being parsed by CMD.exe) the space before each argument can be omitted
e.g. COPY/Y this can save time when working at the command line, but for scripts and scheduled tasks it is better
to include the space.

for example from PowerShell:
PS C > cnd /c date /t

will launch a CMD shell, run the DATE /T command and then exit back to PowerShell. Of course in many cases
this is not neccessary, (PowerShell has its own Date command) but can be useful if you need to run something
‘the old way'.

It is possible for a system to have an internal command and an external command with the same name. If you have a
command called DATE.exe and want to run that in preference to the internal DATE command, use the full pathname to the
file e.g. C:\ uti | s\ dat e. exe even if your current directory is C:\ uti | s\

“Tongues, like governments, have a natural tendency to degeneration; we have long preserved our constitution, let us make some
struggles for our language” - Samuel Johnson: Preface to the Dictionary

Related:

Which.cmd - Show full path to executable.
Escape Characters, Delimiters and Quotes
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Organising File Shares

Some thoughts on how to arrange shared files. Here we discuss the what rather than the how - there is a separate page
covering the technical aspects of folder sharing.

Awareness

A key consideration in organising shared files is making sure that all the people in a team are aware exactly which
data of theirs is being shared with other teams.

Particularly in larger teams, the people asking for data to be shared may not be aware that the area includes
sensitive data.

Such problems can occur long after the sharing is initially setup, but it is not practical to do a review of access
permissions every time a new data file is saved.

Take an example of an HR Team and a Finance team, it might seem reasonable to share the HR folder with
Finance staff so they can get figures on annual workforce costs, but if one of the many HR subfolders has
information about redundancies that may eventually affect the Finance team then they certainly don’t want that to
be shared.

Listing what is available

When a list of folders is shared, you have a choice of hiding all folders for which the user does not have
permission. This was once a Novell Netware feature, but all recent versions of Windows now have Access-based
Enumeration turned ON by default. This has the advantage of simplifying day-to-day working, but has the
disadvantage that by hiding the folders of other teams, no one has any information on what might be available.

This can cause some ridiculous situations - a new hire needs to collate information about X, a shared folder full of
data about X already exists, but not knowing anything about that they start generating all the same documents
again from scratch.

If the list of fileserver shares is hidden from Windows Explorer, then something equivalent should be made
available elsewhere, perhaps on the company intranet.

Shared with everyone drives

One approach to sharing files is to have a file server area that is open and read/write to everyone. This is a
common approach in small organisations with little need for security.

With no clear ownership, file shares like this tend to become disorganised fairly quickly. Tidying this up typically

involves some kind of cleardown or reorg but this is never a popular approach and is likely to result in data loss at
some point.

Team only shares

This is very common in larger organisations, shared areas where the access is limited to only members of one
team or another. This access control means that when any need arises to share documents with people not in that
team they have to use email or some other means of sharing.

Split Folder Sharing

One approach to address these issues is to setup TWO sets of shared folders, and corresponding mapped drives.
For each Team there is one shared folder that’s only available within the team and a second that is shared with
other teams.

S: shar ed — users will typically have access to multiple folders, here, including their own teams shared folder.
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All folders are visible.

T: Team onl y —each user will have access to one and only one folder in this share corresponding to their own
Team. Other folders are hidden from view.

v = Shared (5)
Finance
HR
Warehouse
v = Teams (T)
Finance
HR
Warehouse
With this arrangement, users can save the files they want to share with other teams into their shared folder.
Because the Team Only and Shared areas are delivered to the end users via two separate drive mappings, any
movement of files between them (whether Moved or Copied) will retain the desired permissions inherited from the

parent folder.

You may be tempted to Map drive T: directly to each users Team folder, allowing work to be saved in T:\fil e. doc
rather than T:\ t eanName\ f i | e. doc but there are good reasons for keeping the name of the team folder visible:

o [f they try to email a link to a T: file or folder, to someone in a different team, they will quickly see that the
other team doesnt have access to that folder, so they will realise and use the s: shared folder instead.

In contrast, they are quite likely to be completely baffled as to whya link to T:\fi | e. doc doesn't appear for
the other person, it's not intuitive.

e |t acts as a reminder of their teams Folder Name.
o Login scripts are easy to setup, everyone gets exactly the same two drive mappings.

« In Windows explorer and many other places, they can switch between their Team and Shared folders, by just
changing T: to s:

Some teams may store their work almost exclusively in the shared area, other teams may mostly work using their
Team-only folder. It places decisions about document sharing with individual users and means that shared access
is both visible and can be done on a per-file basis without having to involve the IT department at all.

For ease of use, the team folder names should be kept short - think 16 characters or less, that leaves ~ 240
characters for all the filenames within the group folder.

Access Permissions on the shared folders

Granting r ead- onl y access to ever yone across all shared folders makes it simple and clear that shared items are
visible to everyone, but the ownership is still held by one team.

Alternatively you may want to allow multiple teams to work collaboratively with read/ wri t e access to the same
shared folder. The same logic would apply - shared items are read/ wri t e to selected other teams, but the
ownership is still held by one team.

Itis likely to be worth setting up two AD groups for each team, one for the team members T: drive and one that
grants permissions to the s: drive for other people/teams. That gives complete flexibility about who can access the
Shared folder.
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Large projects

One flaw in this arrangement is that while it works well for people in two teams sharing data, the structure may not
work so well for large project folders shared by many teams or sharing between a mish mash of people dotted
around the organisation.

For those cases - create a new shared folder for the project, just like an actual team using the T: and s: structure.

If you setup every file share the same consistent way, it simplifies management, some T: drives might never be
seen or used, but having them ensures you are covered for that case where a new hire is allocated to work on the
mega project and nothing else.

Home Folders

In addition to the above, every user typically has a home folder.

If a large proportion of users need to work with files that are kept private, set the Home directory to H: so it
appears at the top of the list. Conversely, mapping the Home directory to u: will put it at the bottom of the list.

For software packages like Microsoft Office, consider where the default save folder should be set to.
In some organisations the home folder may get very little use and so not require a drive mapping at all.

Every organisation is different

The arrangement described above may not work for every organisation, but hopefully it will give you ideas to
improve and simplify the management of your shared files. It will not eliminate the need for custom share
permissions but may help to reduce the number and complexity of changes that need to be managed.

In secure environments there is a tendency to say — "we can’t share document X with any other teams, therefore
we can't share any files. The fallback option then becomes email, which is actually far more difficult to monitor and
control.

Even in the most complex environments, with many permissions to consider there is often an advantage to be
found in providing a file storage area that everyone understands will never be accidentally shared with any other
teams.

“The sky is filled with stars, invisible by day” ~ Henry Wadsworth Longfellow
See also

Groups - Full description of AD Local Domain groups, Global and Universal groups.
Built-in Groups - Built-In Users and Security Groups.

NoDrives - Hide mapped drives from Windows Explorer

MapDrive - Map a Drive letter to a network file share, non-persistent (VBScript)

Copyright © SS64.com 1999-2017
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Windows Keyboard shortcuts

Keyboard shortcuts for the Windows CMD shell and PowerShell.

ALT+ENTER Switch to/from full screen node.

[ Tab] Aut oconpl ete fol der/file nane.

L/ Scroll through history of typed commands.

F1 F1 F1 Print characters of t%e previ ous conmand one by one.

F2 zZ Repeat part of the previous conmmand; up to character Z

F3 Repeat the previous command.

F4 z Begi nning from the current cursor position, delete up to character Z.

F5 Scroll through history of typed commands (1) .

F7 Show hi story of previous conmands.

ALT+F7 Cl ear command history.

F8 Move backwards through the command history, but only display
commands matching the current text at the command pronpt.

F9 Run a specific command from the command history.

ESC Cl ear command |ine.

| NSERT Toggl e Insert/Overwite.
Ctrl Home Erase line to the left.
Crl End Erase line to the right.

Ctrl Move one word to the left (backward).
Ctrl - Move one word to the right (forward).
Erase character to the left.

Hone] Move to beginning of |ine.

Endg Move to end of Iine.
gUp Scrol | w ndow up.
PgDn Scrol | w ndow Down.
crl-C Abort current command/typi ng.
Left At + Left + PrtScn
Toggl e Hi gh Visibility screen node.
crl-z Si gnal end-of -file.

Group Policy GPO

F5 Mark all settings on the page as "green" (apply all).

F6 Mark current settings on the page as "green" (apply this setting).
F7 Mark current settings as "red” (don't apply this setting).

F8 Mark all settings on the page as "red" (don't apply).

F3 Display a |list of available variables.

s the Shift key
s the Backspace key

"If NumLock is on, pressing a key on the numeric keypad while holding SHIFT overrides NumLock and instead generates an arrow key”
~ OldNewThing

Related:
Doskey /history - Show history of previous commands

Equivalent PowerShell cmdlet - Get-History (history)
Equivalent bash Keyboard shortcuts

Copyright © SS64.com 1999-2017
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NoDrives

Hide drive mappings in ‘My Computer', Windows Explorer and the standard Open dialog box.

A: B: C: D: E: F: G: H: I: J: K: L: M: None
O O O O O O O O O O O O O O

1 2 4 8 16 32 64 128 256 512 1024 2048 4096 0
N: O: P: Q: R: S: T: u: V: W: X: Y: Z: ALL
O O O O O O O O O O O O O

8192 | 16384 | 32768 | 65536 | 131072 | 262144 | 524288 1048576 | 2097152 | 4194304 | 8388608 | 16777216 | 33554432 | 67108863

Result: | 0 | Decimal

Copy the result into the registry to hide the drive letter(s)

User Key:
[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Expl or er]

System Key:
[ HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Expl orer]

Value Name: NoDri ves
Data Type: DWORD

After changing the registry, logoff or reboot so that it takes effect.
Drive mappings hidden with a nodrives registry setting are still available, just type the drive letter into the explorer address bar.

“The dream is the small hidden door in the deepest and most intimate sanctum of the soul, which opens to that primeval cosmic night that was soul long
before there was conscious ego and will be soul far beyond what a conscious ego could ever reach” ~ Carl Jung

Related:

REG - Registry: Read, Set, Export, Delete keys and values
REGEDIT - Import or export registry settings

Copyright © SS64.com 1999-2017
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An overview of Windows Network Printing

Print Drivers and the Print$ share
Every Print Server has a hidden file share (called Print$) that is used to deliver print Drivers to Windows clients.

When a PC connects to a Print Share the drivers on the server and client are compared, if the client is missing the
driver; or has an older version; then it will be automatically downloaded.

The achilles heel of this system is version control: consider that you have two similar printers on two different print
servers. One server has a driver version 26.232 the other has version 26.234, in theory the client will download the
latest driver and use it for both printers, in practice the results are less predictable - the worst case being a driver
download every time the user prints.

Whenever a new driver is installed on a print server, you can force all users who have a connection to that print
gueue, to download the updated driver. This is done by changing the Print Share name on the server [Press Apply]
Then change back to the original Share Name [Press Apply again].

E.g.

Change the printer MyPrintShare to MyPrintShareX [Apply] then change back to MyPrintShare.

If you can arrange that each user connects to only one print server, management becomes much easier. If you
have multiple print servers, consider duplicating queues so that no user has to access more than one print server.

Printer Migration - bulk changes

The Microsoft Print Migrator has now been superseded by PRINTBRM which can backup and restore Print
Queues.

Client Printer connections (Print Map)

To update client printer connections, use gchange this will not only change the clients connection to a different Print
Queue but will also also preserve the user's default printer.

List all the print queues currently shared on a server with

net view \\M/Server >file_print_shares.txt

Printer Name vs Print Share Name

Every shared printer has both a Printer name and a Share name - these appear in different places:
Browsing Network Neighborhood (NetBios UNC Name) = ShareName

Add Printer Wizard (DNS) = PrinterName

Find Printer Wizard (DNS) = PrinterName

Active Directory and the Control Panel will display the PrinterName in most places.

A key difference between these two names is what happens when you rename them:

Changing the ShareName on the server, clients stay connected.

Changing the PrinterName on the server, clients will lose their connection. The control panel status will display
"Printer not found on server, unable to connect”

For example:

Create Printer called HP1 and share it as Sharel
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Connect a client to the printer
Now turn off the print Share on the server (set to Not Shared)

Create Printer called KYO2 and share it as Sharel, you might expect the client to now connect to this
new queue, but it will still point to the old one (and will fail).

Now Rename HP1 to HPold and rename KYO2 (still shared as Sharel) to HP1
The client will now connect to Sharel successfully.

Naming conventions

As you have probably figured by now; it pays to keep things simple and make the printer's SHARE Name and
PRINTER Name identical.

| recommend short printer names (8 characters or less) with no spaces, for example a simple naming convention
with 2 characters and a number (AA1, Z2Z9...) will support 6,760 print queues. This is likely more than you will want
to host on a single Print Server.

\'\ London\ RS7

Short Printer Names without spaces are portable and easy to script. If you choose to use long names with spaces,
expect that some third party software can have problems.

Over time Teams tend to move around different offices and buildings. Over time Printers tend to also move
around, either due to maintenance or to satisfy demand. This means that 'meaningful’ printer names such as
HPLJ14 or FirstFloor21 or FinanceTeam tend to get out-of-date and become unhelpful.

Details such as the printer model and features (colour/duplex etc) should be placed in the Print Queue
DESCRIPTION field.

Filling in the LOCATION field will allow the Find Printer Wizard to display all the relevant printers for a team or site.

Attach a large physical label to the printer with it's share name, this will save on paper, user frustration and
helpdesk calls.

Deploying Printer Location with Active Directory

This feature helps users to find a printer by storing PC and Printer locations in Active Directory.

For example with 500 printers you might define 10 locations with 50 printers in each. Groups of computers are
then allocated to appropriate Locations, and Windows will pre-populate the Find Printer Wizard with the 50
nearest printers.

This is a good feature for large organisations following the trend to consolidate multiple print/file servers.
Default Printer

The default Printer connection is per user, and will travel with roaming profiles. it can be changed with Defptr,
WMIC or WSH.

If the default printer is a local printer, then roaming to a different PC without an identical local printer, will change
the default to the next available printer.

Print to File

In the Printers folder, click Add Printer.

Click My Computer, and then Next.

Click "Local printer attached to this computer"

(don't tick automatically detect) >Next

Click Create a new Port. >Next

When prompted for a local port name, type a path and file name for the file.
Choose the Generic/Text print driver.
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Local Printers

Any PC with a shared local printer will also setup a Print$ share - acting as a source of driver DLL's for other
machines. This presents a possible security risk that needs to be understood and managed. If the printer is never
accessed by other machines don’t share the printer.

Printer connections are normally per user, and roam with roaming profiles. Local shared printers and roaming
profiles are generally not a good mix. (They don’t cause problems but do confuse users who roam.)

It is possible to create printer connections per machine with rundll32 - these will not follow a roaming profile.

Windows XP Professional will support a maximum of 10 users per Share (This applies to both file and print
shares) for more than this you will need a server licence.

New features in Windows 7/Vista

Location-aware printing - mobile computers can automatically switch default printer according to the connected
network.

Avalon graphics provide improved color printing.

The NextGen print spool file uses human-readable XAML, an XML-based declarative programming language.
This opens up possibilities such as including multiple documents in a single print job.

LPR - Line Printers

The Line Printer protocol LPR is a useful method of printing to a character printer, typically used with monospaced
fonts for printing over pre-printed stationary such as cheques.

LPR print jobs are sent direct to the printer, this allows the application to manage/send printer control codes,
(page feed etc).

LPR can also be used to send print jobs to a UNIX Print Server.

The "Microsoft TCP/IP Printing service (UNIX)" provides a TCP/IP-based printing service using the Line Printer
protocol. This is not installed by default.

To create an LPR printer, Select Control Panel - Add Printer - My Computer - Add Port - LPR port.
At the prompt type the host name or IP Address of the printer (or remote Unix host).

Once installed, the LPR protocol will use the Service: LPDSVC

Printer Options
Priority: The priority sliding bar sets the default priority for documents printed.
A common approach is to create one printer for the majority of users with a default priority of 1
then create a separate 'high priority' printer that sends output to the same printing device but with a higher priority
setting.

Spool print documents so program finishes printing faster
(& Start printing immediately) - preferred option for most applications.

Print directly to the printer - this sends documents directly to the printer. This gives the fastest time-to-output but
you lose the ability to use the PC while the print job is in progress.

Print spooled documents first - if you disable this option, high priority jobs will interrupt lower priority jobs that are
already printing. (so the pages get mixed up)

Print Processor

The default Print Processor is WINPRINT.DLL, (this can be replaced for advanced DTP work)
This Print Processor supports several data formats:
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Raw: [default] This datatype indicates that the job is in a ready-to-print format in the printing device’s native
language. (Good for PostScript printing).

Raw [FF Appended]: As RAW but appends a form-feed character to the end of the print job.
Text: This indicates a print job that consists of ANSI text.
PSCRIPT (PostScript support for Macintosh clients using non-PostScript printer)

EMF: A Windows application will partially rendered the job and the print driver then completes the rendering
process. EMF takes advantage of print server CPU resources, EMF files sizes are smaller than RAW which
reduces network congestion.

(Good formost PCL-based laser printers)

Printer Pools

A printer pool allows multiple physical printing devices to appear as a single'virtual' printer. When print jobs are
sent to a printer pool, Windows routes the job to the first availabledevice.

In a busy printing environment pooling will allow more efficent and faster printing but does not provide any failure
resilience e.g. Windows cannot redirect a job from a failed port, so when a printer is offline the printer pool will
continue to send jobs to that port.

To enable Printer pooling, go to Printer properties - Ports, check the 'Enable printer pooling' tickbox
Note: it's quite possible to have individual print queues in addition to the printer pool queue.

Printing requires the Spooler service to be running
Related:

NET PRINT - View and Delete print jobs

NET SHARE - Create file share

gchange.vbs - Connect to a different Printer Queue.

PRNCNFG - Configure or rename a printer.

PRNMNGR - Add, delete, list printers and printer connections.
RMTSHARE - List or edit a file share or print share

RUNDLL32 - Add/remove print connections

SHARE - List or edit a file share or print share

WMIC PRINTER - Set printing options through WMI

Print Management Snap-in - TechNet

Q234270 - Group Policies to Control Printers

Q888744 - Printer driver not updated on the client

Print Notification - this is set under Control Panel, Printers, File, Server Properties, Advanced
Equivalent bash command (Linux): printf - Format and print data
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Windows Recovery Console

When dealing with a Blue Screen of Death at boot - the first option should be to boot into Safe Mode (press F8 during
bootup). From safe mode you can run a system restore with %syst enr oot % syst enB82\ r est or e\ r st r ui . exe

Some hardware failures are so severe they prevent booting into Safe Mode.

The recovery console allows an alternative boot option giving a limited command prompt - this can be used to disable services
or replace system files until you are able to boot into safe mode.

Recovery Consol e conmands:

ATTRIB  Change file attributes
BATCH Execute a batch file
CD Change directory
CHKDSK Check Di sk

CLS Cl ear screen

COPY CoPy fil es*
DEL ete Files*
DI R Directory listing

DI SABLE Di sabl e Service

DI SKPART Create or delete disk Partitions (like running setup)
ENABLE Enabl e Service

EXI T Quit the recovery consol e and reboot

EXPAND

FI XBOOT Wite a new boot sector to the system partition
FIXMBR  Repair the Master boot Record

FORNMAT FORMAT drive /FS: NTFS

HELP

LI STSVC List all services and drivers

LOGON Logon as adm nistrator (local)

VAP Li st |ocal physical drive mapping

MAP arc List |ocal phyS| cal drive mappi ngs(ARC pat h)
MD Make Directory*

MORE

RD Renove Directory*

Renane file* :
SYSTEIVR@T Set the current directory to be %Systenroot%

* File operations are only possible on:
system directories, floppy drive(renovabl e nmedia), Root directories,
local install sources. You can copy FROM but not TO a floppy disk.

Installation:

The recovery console is not installed by default, from the install CD use the command: D: \i 386\ wi nnt 32 / cndcons
Then restart the machine.

“When a deep injury is done us, we never recover until we forgive” ~ Alan Paton

Related:

SC - Service Control

WIinMSD - List running services

Q326215 - Recovery console Windows 2003

Q308402 - Recovery Console and Sysprep

Q812450 - Program Files Are Missing or Damaged

Q330184 - Invalid Boot.ini / Hal.dll error message

Q816579 - Perform an In-Place Upgrade of Windows Server 2003
List of Windows Services
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Windows 10 registry - user interface settings

Registry settings for user interface settings and options under Windows 10.
The older Windows 7 version of this page is here

W ndows Registry Editor Version 5.00
; Wnl0. REG

; Usual disclainers apply - don't edit the registry unless you know what you are doing and
; BACKUP THE REQ STRY FI RST

; Comment lines are prefixed with ; (REGEDIT will ignore them
; SO uncomment the parts you want to run.

; S============ Start nenu ===========

;Start menu speed - the default is 400
;[ HKEY_CURRENT_USER\ Cont r ol Panel \ Deskt op]
;" MenuShowDel ay" =" 50"

; ============ Taskbar ===========

;No @ onmi ng (keep every icon on the taskbar separate)
;[ HKEY_CURRENT _USER\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer]
;  "Taskbar @ onmi ng" =dwor d: 00000000

; @ ommi ng enabl ed ) i
; [ HKEY_CURRENT_USER\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er]
;  "Taskbar @ omm ng" =dwor d: 00000001

; Always combi ne Taskbar icons + hide |abels
;[ HKEY _CURRENT USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
;  "Taskbar @ onlLevel " =dwor d: 00000000

; Conbi ne i cons when taskbar is full (default
;[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
: "Taskbar @ onlLevel "=dwor d: 00000001

; Never conbi ne Taskbar icons ] i
;[ HKEY _CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
;  "Taskbar d onlLevel "=dwor d: 00000002

; TaskBar |eft/right groupin y age (ol dest first efaul t).

TaskBar |eft/righ i b Id fi def aul

; HKEY CURRENT _USEI T cr osof t\ W ndows rrent Ver si on\ Expl orer
CU USER\ SO-TWARE\ M f t\ W ndows\ i on\ |

" Taskbar G oupSi ze" =dwor d: 00000000

; or g?_rou by size largest first

;  "Taskbar GroupSi ze" =dwor d: 00000001

; or grouB all with 2 or nore, or 3 or nore:

;  "Taskbar GroupSi ze" =dwor d: 00000002

;  "Taskbar G oupSi ze" =dwor d: 00000003

; or Rjgevent groupi ng al t oget her

; "NoTaskG oupi ng" =dwor d: 00000001

;Don't hide the |og-off option fromthe Start Menu

;(setting to O does not prevent users from usi n% ot her nmethods to |og off.)
;[ HKEY_CURRENT USER\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer]

; "StartMenuLogOf f " =dwor d: 00000001

;Don't hide the Thenes tab in Control Panel Personalisation.
;[ HKEY_CURRENT_USER\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er ]
;. "NoThenesTab" =dwor d: 00000000

; Renenber |g»éEExpl orer views ; ;
;[ HKEY_CURRENT _USER\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er ]
; "NoSaveSettings"=dword: 00000000

| S=========== @St em Tr ay ===========

; System Tray - Show all icons (The default for this can be set under HKLM
;[ HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t\ W ndows\ Cur r ent Ver si on\ Expl or er]

;" Enabl eAut oTr ay" =dwor d: 00000000

: or hide inactive icons

; [ HKEY_LOCAL MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer]

; " Enabl eAut oTr ay" =dwor d: 00000001

0 S===m=mmeees Expl orer /| General ===========

;Don't tie new shortcuts to a specific PC

;[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Expl orer]
;" Li nkResol vel gnor eLi nkl nf 0" =dwor d: 00000001
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;Don't use Wndows NTFS |ink tracking to resolve existing shortcuts.
;[ HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Expl orer]
;  "NoResol veTr ack" =dwor d: 00000001

;Don't hide any local Drives
: "NoDrives"=dword: 00000000

;Don't add "-Shortcut" text to the name of new ¥ created shortcuts.

; HKEY CURRENT USER\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er ]

;  "link™=hex: 00, 00, 00, 00

;or Restore the default adding "-Shortcut" text to the nanme of newy created shortcuts.
; "link"=hex: 1e, 00, 00, 00

; Show all folders in Explorer including Recycle Bin, Desktop, Control Panel

;[ HKEY_CURRENT USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
;  "NavPaneShowAl' | Fol der s” =dwor d: 00000001

;or only show current folder path in Explorer

;. "NavPaneShowAl | Fol der s” =dwor d: 00000000

; Remove the OneDrive icon

;[ HKEY_CLASSES_ROOT\ CLSI D\ { 018D5C66- 4533- 4307- 9B53- 224DE2ED1FE6} |

;. "System | sPi nnedToNaneSpaceTr ee" =dwor d: 00000000

: [ HKEY_CLASSES_ROOT\ Wow6432Node\ CLSI D\ { 018D5C66- 4533- 4307 - 9B53- 224DE2EDLFE6} |
;. "System | sPi nnedToNaneSpaceTr ee" =dwor d: 00000000

;Add Right dick "Open Power Shell w ndow here" Context Menu
; see this article on TenForuns

| S=========== Exp| orer\ Advanced ===========

; Show hidden files and folders ; ;
;[ HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
; " Hi dden" =dwor d: 00000001

;or Don't show hidden files and fol ders:
;[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
; " Hi dden"=dwor d: 00000002

:Don't Hide file extensions
;[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
;" HideFi | eExt "=dwor d: 00000000

;Don't hide recently opened Programs from the Start menu /Start Run
;[ HKEY_CURRENT USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
; "Start_TrackProgs"=dwor d: 00000001

;Don't hide recently opened Docunents fromthe Start menu /Start Run
;[ HKEY_CURRENT_USER Sof t war e\ M cr osof t\ W ndows\ Cur rent Ver si on\ Expl or er\ Advanced]
; Start_TrackDocs" =dwor d: 00000001

:Don't add a Ganes shortcut to the start nenu
;[ HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
;  "Start_ShowwGanes" =dwor d: 00000000

;Don't slow down search by including all public folders ;
;[ HKEY_CURRENT USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
;  "Start_SearchFi | es" =dwor d: 00000001

; Don't change the upper/|ower case of filenanmes
;[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t\ W ndows\ Current Ver si on\ Expl or er\ Advanced]
; Dont Pret t yPat h" =dwor d: 00000000

; Don't show notifications/adverts (OneDrive & new feature alerts) in Wndows Explorer
; [ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Advanced]
;" ShowSyncProviderNoti ficati ons"=dwor d: 00000001

; ============ Personal i zati on ===========

; Al l ow changi ng W ndows Col or
;[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Syst en
;" NoDi spAppear ancePage" =dwor d: 00000000

; Al l ow Col or schenme changes ; _ -
;[ HKEY _CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Syst enj
; " NoCol or Choi ce" =dwor d: 00000000

; All ow changi ng the font size
;| HKEY_CURRENT USER!\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Syst enj
; "NoSi zeChoi ce"=dwor d: 00000000

; Change desktop background (any wal | paper will override this)
;[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Syst en
;" NoDi spBackgr oundPage" =dwor d: 00000000

; Al l ow changi ng the Screen Saver _ _ -
;[ HKEY_CURRENT USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Syst en
;" NoDi spScr SavPage" =dwor d: 00000000

; Al l ow changi ng the Display

[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Syst enj
;" NoDi spCPL" =dwor d: 00000000
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; Al I chan%Rrég the Display Settings
; USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Syst en]
; 'NoD| spSet ti ngsPage" =dwor d: 00000000

; Al l ow changi ng the Screen Saver
;[ HKEY_CURRENT USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Syst enj
;  "NoDi spScr SavPage" =dwor d: 00000000

; Al l ow changi ng the wal | paper
;I a wall paper value is set here (or via policy) it will override the users choice
;in the control panel (HKCW Control Panel\Desktop) so delete the key to allow changes:

; ['HKIEIY CURRENT USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Syst en]
i paper '

============ Control Panel / Add-Renpbve Prograns ===========

:Don't hide any Control Panel applets see Q07750
; HKEY_CURRENT_USER\ Cont rol Panel \don't | oad]
; appw z. cpl "=-

; These keys make sure you can install or uninstall prograns:

;[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ Progr ans]
;  "NoProgransAndFeat ur es" =

;" NoProgranmsCPL" =-

; or disallow access:
; "NoProgransAndFeat ur es" =dwor d: 00000001

; ============ W ndows Lpdate [HKL'\/“ S=======c=c1

These affect all users [HKL and woul d typical IC{J be set via Goup Policy

[ HKEY_LOCAL _MACHI NE\S TWARE\ M cr osof t \ Wndows\ Cur r ent Ver si on\ W ndowsUpdat e\ Aut o Updat e]
Downl oad and instal |

" AUOpt i ons" =dwor d: 00000004

; Downl oad but don't install
; "AUOpt i ons" =dwor d: 00000003

; Check but don't downl oad
; "AUOpt i ons" =dwor d: 00000002

; Don't check
; "AUOpti ons"=dwor d: 00000001

; Di sabl e P2P upl oads/ downl oads (W ndows Updat e>Advanced>Choose how updates are del i vered)
: [ HKEY _LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Del i ver yOpt i m zat i on\ Confi g]
;" DODownl oadMbde" =dwor d: 00000000

; —=========== M scC [ HKL’\/" Al users ===========

' Set the Screen Saver grace period (this only works if a valid screensaver is set)
;an alternative is adjusting the power / hibernate settings for the display.

: [ HKEY_LOCAL_MACHI NE\ SO:TV\ARE\ M cr osof t\ Wndows NT\ Current Ver si on\ W nl ogon]

; "ScreenSaver G acePeri od"

; When opening files with an unknown extension, dont pronpt to 'Look for an app in the Store'
;[ HKEY_CURRENT _USER\ Sof t war e\ Pol i ci es\ M crosof t \ W ndows Expl orer]
; "NoUseSt or eQpenW t h" =dwor d: 00000001

;this can also be set for all users )
;[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Pol i ci es\ M cr osof t \ W ndows\ Expl orer] 3
i "NoUseSt or eCpenW't h" =dwor d: 00000001

; Di spl ay verbose messages during |login (Goup policy, profile |oading etc)

;[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ M crosof t\ W ndows\ Curr ent Ver si on\ Pol i ci es\ Syst em
: ver bosest at us" =dwor d: 00000001

; Di sabl e Cortana (W ndows 10 Anni versary+)

; HKEY_LOCAL_MACHI NE\ SOFTWARE\ Pol i ci es\ M crosof t\ W ndows\ W ndows Search
;. "All owCort ana" =dwor d: 00000000

Many of the On/Off registry values above can be toggled between TRUE (00000001) and FALSE (00000000)

If any of the above settings could have been modified by Group Policy, use Rsop. nsc (GUI utility) to see the policy settings
that have been applied to the current user, or run GPRESULT /z to see the full details of registry keys set.

If you are running DISM then equivalent settings for All Users can be found under
[ HKEY_LOCAL_MACHI NE\ W M Def aul t \ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer\

Windows 10 Themes can be found under:
Yuser profil e% AppDat a\ Local \ M cr osof t \ W ndows\ Thenes
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Windows Built-in Users and Default Groups

Items in italics are implicit placeholders, these items don’t appear in "Active Directory Users and Computers" but are available
when applying permissions — membership is automatically calculated by the OS.

User/

Session Description

Group

A built-in group that exists only on domain controllers. By default, the group has no
members. By default, Account Operators have permission to create, modify, and
delete accounts for users, groups, and computers in all containers and organizational

Account Operators units (OUs) of Active Directory except the Builtin container and the Domain
Controllers OU. Account Operators do not have permission to modify the
Administrators and Domain Admins groups, nor do they have permission to modify
the accounts for members of those groups.

A user account for the system administrator. This account is the first account created
Administrator during operating system installation. The account cannot be deleted or locked out. It
is a member of the Administrators group and cannot be removed from that group.

A built-in group . After the initial installation of the operating system, the only member
of the group is the Administrator account. When a computer joins a domain, the
Domain Admins group is added to the Administrators group. When a server becomes

Administrators a domain controller, the Enterprise Admins group also is added to the Administrators
group. The Administrators group has built-in capabilities that give its members full
control over the system. The group is the default owner of any object that is created
by a member of the group.

Anonymous A user who has logged on anonymously.

Authenticated A group that includes all users whose identities were authenticated when they logged
Users on. Membership is controlled by the operating system.

A built-in group. By default, the group has no members. Backup Operators can back
Backup Operators up and restore all files on a computer, regardless of the permissions that protect those
files. Backup Operators also can log on to the computer and shut it down.

A group that implicitly includes all users who have logged on through a batch queue
Batch facility such as task scheduler jobs. Membership is controlled by the operating
system.

A global group that includes all computers that are running an enterprise certificate
Cert Publishers authority. Cert Publishers are authorized to publish certificates for User objects in
Active Directory.

Cert Server Certificate Authority Administrators - authorized to administer certificates for User
Admins objects in Active Directory. (Domain Local)
Cert Requesters Members can request certificates (Domain Local)

A placeholder in an inheritable ACE. When the ACE is inherited, the system replaces
Creator Group this SID with the SID for the primary group of the object's current owner. The primary
group is used only by the POSIX subsystem.

Creator A placeholder in an inheritable access control entry (ACE). When the ACE is inherited,
Owner the system replaces this SID with the SID for the object's current owner.
Di A group that implicitly includes all users who are logged on to the system through a
ialup " ) L .
dial-up connection. Membership is controlled by the operating system.
DnsAdmins

Members of this group have administrative access to the DNS Server service. This
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group has no default members.

Members of this group are DNS clients that can perform dynamic updates on behalf of
other clients, such as DHCP servers. This group has no default members.

A global group whose members are authorized to administer the domain. By default,
the Domain Admins group is a member of the Administrators group on all computers
that have joined a domain, including the domain controllers. Domain Admins is the
default owner of any object that is created in the domain's Active Directory by any
member of the group. If members of the group create other objects, such as files, the
default owner is the Administrators group.

A global group that includes all computers that have joined the domain, excluding
domain controllers.

A global group that includes all domain controllers in the domain. New domain
controllers are added to this group automatically.

A global group that, by default, has only one member, the domain's built-in Guest
account.

A global group that, by default, includes all user accounts in a domain. When you
create a user account in a domain, it is added to this group automatically.

A group that exists only in the root domain of an Active Directory forest of domains. It
is a universal group if the domain is in native mode, a global group if the domain is in
mixed mode. The group is authorized to make forest-wide changes in Active
Directory, such as adding child domains. By default, the only member of the group is
the Administrator account for the forest root domain.

A group that includes all domain controllers an Active Directory directory service
forest of domains. Membership is controlled by the operating system.

A group that includes all users, even guests. Membership is controlled by the
operating system.

In Windows XP and later, the Anonymous Logon security group has been removed
from the Everyone security group: see Q278259 and the group policy Let Everyone
permissions apply to anonymous users

A global group that is authorized to create new Group Policy objects in Active
Directory. By default, the only member of the group is Administrator. The default
owner of a new Group Policy object is usually the user who created it. If the user is a
member of Administrators or Domain Admins, all objects that are created by the user
are owned by the group. Owners have full control of the objects they own.

A user account for people who do not have individual accounts. This user account
does not require a password. By default, the Guest account is disabled.

A built-in group. By default, the only member is the Guest account. The Guests group
allows occasional or one-time users to log on with limited privileges to a computer's
built-in Guest account.

XP - Group for the Help and Support Center

A group that includes all users who have logged on interactively. Membership is
controlled by the operating system.

A service account that is used by the Key Distribution Center (KDC) service.
A service account that is used by the operating system.

A group that implicitly includes all users who are logged on through a network
connection. Membership is controlled by the operating system.
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Members of this group can make changes to TCP/IP settings and renew and release
TCP/IP addresses on domain controllers in the domain. This group has no default
members.

No security principal.

Members of this group can monitor performance counters on domain controllers in the
domain, locally and from remote clients without being a member of the Administrators
or Performance Log Users groups.

Members of this group can manage performance counters, logs and alerts on domain
controllers in the domain, locally and from remote clients without being a member of
the Administrators group.

A built-in group. By default, the group has no members. This group does not exist on
domain controllers. Power Users can create local users and groups; modify and
delete accounts that they have created; and remove users from the Power Users,
Users, and Guests groups. Power Users also can install most applications; create,
manage, and delete local printers; and create and delete file shares.

A backward compatibility group which allows read access on all users and groups in
the domain. By default, the special identity Everyone is a member of this group. Add
users to this group only if they are running Windows NT 4.0 or earlier.

A placeholder in an ACE on a user, group, or computer object in Active Directory.
When you grant permissions to Principal Self, you grant them to the security principal
represented by the object. During an access check, the operating system replaces the
SID for Principal Self with the SID for the security principal represented by the object.

A built-in group that exists only on domain controllers. By default, the only member is
the Domain Users group. Print Operators can manage printers and document queues.

Servers in this group are permitted access to the remote access properties of users. A
domain local group . By default, this group has no members. Computers that are
running the Routing and Remote Access service are added to the group
automatically. Members of this group have access to certain properties of User
objects, such as Read Account Restrictions, Read Logon Information, and Read
Remote Access Information.

XP - Members in this group are granted the right to logon remotely

In NT 4 domains, this group was called Replicators and is used by the directory
replication service. In 2K/XP the group is present but is not used. Do not add users to
this group.

A group that exists only in the root domain of an Active Directory forest of domains. It
is a universal group if the domain is in native mode , a global group if the domain is in
mixed mode . The group is authorized to make schema changes in Active Directory.
By default, the only member of the group is the Administrator account for the forest
root domain. Because this group has significant power in the forest, add users with
caution.

A built-in group that exists only on domain controllers. By default, the group has no
members. Server Operators can log on to a server interactively; create and delete
network shares; start and stop services; back up and restore files; format the hard
disk of the computer; and shut down the computer.

A group that includes all security principals that have logged on as a service.
Membership is controlled by the operating system.

A group that includes all users who have logged on to a Terminal Services server.
Membership is controlled by the operating system.

A built-in group. After the initial installation of the operating system, the only member
is the Authenticated Users group. When a computer joins a domain, the Domain

https://ss64.com/nt/syntax-security _groups.html[8/24/2017 10:40:00 AM]



Windows Built-in Users and Default Groups - Windows CMD - SS64.com

Users

Users group is added to the Users group on the computer. Users can perform tasks
such as running applications, using local and network printers, shutting down the
computer, and locking the computer. Users can install applications that only they are
allowed to use if the installation program of the application supports per-user

installation.

Default Admin Users and Groups:

Administrators (Group) : :
Enterprise Admins (Group)

Administrator’ = :
Administer domain Structure

Domain Admins

Administrators (Group)
Administer alf domain controllers

Enterprise Admins

Domain Admins

Administrator?
Users (Group)

Administrator Domain Admins (Group)

Domain Admins Adrministrator?

Domain users

Domain Users (Group)

The arrows indicate automatic memberships All user accounts in the domain
that happen when a machine joins a domain.

1 = Local Administrator 2 = Domain Administrator

Related:

Groups - Local Domain groups, Global and Universal groups.
Q271876 - Large Numbers of ACEs in ACLs Impair Directory Service Performance.
Q243330 - Well-known security identifiers (sids) in Windows operating systems.

Q277752 - Security Identifiers for built-in groups are unresolved when modifying group policy.
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AD Local Domain groups, Global groups and Universal groups.

This page describes the different types of Active Directory group, group scope and nesting permissions within and across WANS and
domains.

Types of Groups

Security groups are used to control access to resources.
Security groups can also be used as email distribution lists.

Distribution groups can be used only for email distribution lists, or simple administrative groupings.
Distribution groups cannot be used for access control because they are not "security enabled."

Group Scope
Assuming a Native-mode enterprise.

Universal groups

Provide a simple ‘does everything' group suitable mainly for small networks. Typically, organizations using WANs should
use Universal groups only for relatively static groups in which memberships change rarely. Changes in membership will
impose global catalog replication throughout an entire enterprise.

Global groups
Provide domain-centric membership, place all user accounts into Global groups. Global groups can be nested within
other Global groups, this can be particularly useful when delegating OU administrative functionality.

It can be useful to give each Global group a name that is meaningful to the staff involved, i.e. matching the name of a
Team or a Project, particularly if the group is also to be used as an email distribution list.

Domain Local groups
Used for the direct assignment of access permissions on files, printer queues, and other such resources.

It can be useful to give each Domain Local group a name that is meaningful to the IT Operations team e.g. if a group
assigns rights to a shared folder on a specific server then the group name might include a prefix or suffix indicating the
server name.

Local groups

Stored on the local SAM (Local Computer) use for security settings that apply just to this one machine.
Local groups will work even if the network becomes unavailable, e.g. during a disaster recovery exercise.

Best Practice

Place users in Global groups, nest those inside Domain Local groups which in turn are used to apply permissions, as shown below.
This will also maximise performance in a multi-domain forest.
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Domain 1 Domain 2

Global Global Global Global Global Global
Group Group Group Group Group Group

Universal Universal
group group
_..--"'"-—-‘
Domain | | Domain | | Domain
Local Local Local

LI

Group membership is evaluated when a user logs on to a domain. To be sure that any membership changes have taken effect, ask
the users to log-off. In contrast ACL changes or permissions applied directly to User accounts will take place immediately.
Granting permissions using a group from a different domain is only possible where a trust relationship exists between the domains.

Single Domains

In a single domain the scope of groups will have no effect on performance. Global groups can be used for everything but
you can nest groups and use Domain Local Groups to simplify management.

The fact that you cannot add a Domain Local group to a Global group is very useful to enforce the correct inheritance of
rights. A common mistake is adding group permissions the wrong way around. e.g. a resource group (such as one for
color printers) is added to an organisational group (such as the personnel dept) if at a later date you add someone else to
the colour printers group then they will also be able to read all the personnel files.

If all organisational groups are Global and resource groups are Domain Local then it is simply not possible to add group
permissions the wrong way around. Within a single domain individual User accounts can join either type of group, so in

the above example if one extra user needed access to the printers they could still be added directly to the Domain Local
colour printer group.

Separating People and Resources

It is tempting to use the same groups to hold users and also apply resource permissions but this seemingly simple setup
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will involve more effort to maintain.

For example, you have a finance department with 25 accountants and clerks, they need access to the Crest system, they
also need editor permissions on the intranet and they need access to all the shared Account_Balances spreadsheets.

A common way to deal with this is to create 3 groups and add the 25 people to each:

25 25 25
[ CREST] [I NTRANET] [ACCOUNT_BALANCES]

The extra work starts when someone changes job or a new hire arrives, now someone has to remember and sort out
which groups each of these people needs to be added to or removed from.

The better way of managing this, is to still create the 3 groups as before but also create a group called Accounting, put the
25 people into the Accounting group, and make all the resources available to the group rather than to individuals.

25
[ ACCOUNTI NG Gr oup]
[res_CREST] [res_| NTRANET] [res_ACCOUNT_BALANCES]

Now when a new hire arrives we add them to the accounting group and they will automatically get everything they need.
Similarly when someone changes job we remove them from the accounting group and add them to a different group
appropriate to their new role. Also note that this arrangement only requires 28 permissions to be set instead of 75.

Separating people and resources also makes it easy to temporarily remove access e.g. during maintenance downtime. In
the above example you could just remove the Accounting group from the res_Crest group. This is much easier than
having to either remove (and then later accurately replace) a bunch of individual user accounts, or having to edit the
actual permissions applied to files/printers/databases.

The two diagrams below both show 22 permissions being applied:

Resources: [ Resources:
Groups:

Groups:
Uszers: Usars:

With a flat permission structure there are fewer groups to maintain.
With separate groups for users and resources, there are fewer permissions to manage (the arrows in the diagram above).

Nesting one Group within another with a different scope

Rules that govern when a group can be added to another group (same domain):

- Global groups can be nested within Domain Local groups, Universal groups and within other Global groups in the same
domain.

- Universal groups can be nested within Domain Local groups and within other Universal groups in any domain.

- A Domain Local group cannot be nested within a Global or a Universal group.
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Global
Group
Universal
Group
Loc'al
Domain
Group

Rules that govern when a group can be added to another group (different domain):

- Domain Local groups can grant access to resources on the same domain. For example a Domain Local group named
Sales on the ss64. | ocal domain can only grant access to resources on that domain, and not on SS64. com

- Domain Local groups can accept anything, except for Domain Local groups from another domain. Domain Local groups
accept user accounts from any domain.

- Global groups can grant access to anything, including files/folders in any domain.

- Global groups cannot be nested across domains. You cannot take a Global group from ss64. | ocal , and nest it within
another Global group in Ss64. com

- A user or computer account from one domain cannot be nested within a Global group in another domain.
- Universal groups accept user/computer accounts from any domain. A Global group can also be nested within a Universal

group (from any domain).
A Universal group can be nested within another Universal group or Domain Local group in any domain.

Members - who can join a group:

e User _ Computer _ _
accounts Local Domain accounts Machine Domain .
Group : Users Users Global  Universal
S Location from Computer Computer from Local Local
cope can can h t ¢ h groups groups
oin? join? anot ler  accounts  accounts another groups  groups
join: ’ domain? domain
Stored in
Machine local
Loeel - Yes Yes No No No Yes Yes Yes
database
. . Yes
e S i No Yes Yes No Yes Yes No (same Yes Yes
Local AD .
domain)
Stored in e
Global AD No Yes No No Yes No No No (same No
domain)
Universal Sto;gj n No Yes Yes No Yes Yes No No Yes Yes

Resources that a group can grant access to:
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File File

Can act as . . File/Printer Can be Can use to Permissions on
gégug Location  distribution Perzgizllons Eiﬂ!\?;'gﬁg SHARE Mail assign Mailbox Active Directory
P list? . permissions enabled permissions objects
machine) Server
. Yes
: Stored in
Machine (same
Local local sam No Yes No machine No No No
database
only)
Domain Stored in .
Lo AD Yes Yes Yes Yes Yes Yes Yes
Global SIOXIEDOI in Yes Yes Yes* Yes* Yes Yes Yes
Universal Sto;eDd in Yes Yes Yes* Yes* Yes Yes Yes

* Possi bl e but not recomrended by M crosoft.

Admin rights

To modify groups in AD, you must be a member of the Account Operators group, the Domain Admins group, or the Enterprise
Admins group, or you must have been delegated the appropriate authority.

“In the long history of humankind (and animal kind, too) those who learned to collaborate and improvise most effectively have prevailed” ~
Charles Darwin

Related

Built-in Groups - Built-In Users and Security Groups

NET localgroup / NET localgroup /domain / NET group /domain - Create new groups.
circular.ps1 - Script to find circular nested AD groups.

The Golden Rules of Permissions Administration (pt2) - NetworkAdminkb.com

ServerFault - Performance impact of AD Universal groups assignment

PowerShell script to remediate pre 2003 AD members that don't support LVR

Q231273 - Group Type and Scope Usage.

Q328889 - Users who are members of more than 1,015 groups may fail logon authentication
Q271876 - Large Numbers of ACEs in ACLs Impair Directory Service Performance (slow logon times.)
Q909264 - Naming conventions in Active Directory for computers, domains, sites, and OUs.
Q811965 - Domain Local Groups do not appear when you edit a group policy object.
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Detecting 64 bit vs 32 bit

Before starting to look at this, its important to be clear about what you mean by "64 bit".

You can have a 64 bit CPU, a 64 bit operating system and a 64 bit process running.

It is equally possible to have 64 bit CPU, a 32 bit operating system installed and a 16 bit process running.

The table below shows a few of the combinations you need to account for:

CPU Hardware | Operating System | Process

Windows 3.1 16 16 16
Windows 95/NT 32 32 32
Windows XP (16 bit compatibility) & 32 32 16
Windows XP 32 32 32
Windows XP on new hardware | 64 32 32
Windows 7+ on old hardware 32 32 32
Windows 7+ (32 bit compatibility) @ 64 64 32 (WOW)
Windows 7+ 64 64 64

Detect 64 bit processor hardware

In Vista and greater, you can use wri ¢ os get osarchitecture, or in WMI W n32_Conput er Syst eml OSAr chi t ect ure
sadly this is not supported in XP or 2003

There are a number of promising looking options in WMI and Systeminfo, but they all pertain to the OS not the
CPU.

Detect a 64 bit Operating System

Instal led CS
Set _os_bitness=64
| F %°PROCESSOR_ARCHI TECTURE% == x86 (
| F NOT DEFI NED PROCESSOR ARCHI TEW5432 Set _os_bit ness=32

)

Echo Operating Systemis % os_bitness% bit

Via David Wang'’s blog post: Detect OS Bitness

Detect a 64 bit Process

On Windows 7, running C: \ wi ndows\ SysWon4\ cnd. exe Will launch a 32 bit instance of CMD.exe even if the OS is
64 bit. Applications that are compiled for a 32 bit processor will run in a similar way.

We can detect this by testing either the %r ogr anFi | es%0r the “PROCESSOR_ARCHI TECTURE%€eNvironment variables:

32bit CMD process:

C.\ W ndows\ SysWoWw64> set Prograntil es
Progranti | es=C:\ Program Fi | es (x86)

C: \ W ndows\ SysWOWs4> echo %PROCESSOR_ARCHI TECTURE%
x86

64 bit CMD process:
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C.\ Wndows\ Syst en82> set Progranfiles
Progranti | es=C:\ Program Fi | es

C. \ W ndows\ Syst enB2> echo %PROCESSCOR_ARCHI TECTURE%
ANDG4

Using this with a conditional IF to detect process bitness in a script:

I f 9%PROCESSOR ARCHI TECTURE% == x86 (
Set _ps_bitness=32
) ELSE ( Set _ps_bitness=64)

Echo Process is % ps_bitness% Bit

System Folders

64 bit versions of Windows have dynamic system folders C: \ W ndows\ sys* to support both 64 and 32 bit programs.
PowerShell.exe, CMD.exe and many other programs are available as both 32 bit or 64 bit.

The dynamic sys folders will appear differently to a 32 bit session and a 64 bit session:

32 bit folder 64 bit folder
32 bit session | C:\Windows\system32\ C:\Windows\sysNative\
64 bit session | C:\Windows\sysWOW64\ | C:\Windows\system32\

By default a 32 bit session will launch 32bit executables from C:\ W ndows\ Syst en82\ but you can still choose to
launch 64 bit executables by specifying SysNative

By default a 64 bit session will launch 64bit executables also from C: \ W ndows\ Syst en82\ but you can still choose
to launch 32 bit executables by specifying sysWOW64.

The sysNative folder is not visible to 64 bit processes or programs and cannot been seen in Windows Explorer.

File location environment variables

9%°r ogr anFi | es% = 32 bit programs on 32 bit systems " C:\ Progr am Fi | es"
9%r ogr anFi | es% = 64 bit programs on 64 bit systems " C: \ Program Fi | es"
9%°r ogr anFi | es(x86) %= 32 bit programs on 64 bit systems " C:\ Program Fil es (x86)"

Run a 32 bit program

To run a 32 bit program or utility on a 64 bit OS, the 32 bit executable file must be called from
C. \ W ndows\ SysWOW64\

if you run a 32 bit shell (such as C: \ wi ndows\ syswow64\ cnd. exe) and then try to launch a command, it will always
look for a 32 bit version of the command, even if you explicitly use a full path to system32, the 32 bit shell will

redirect to the 32 bit equivalent in syswow64 (if no 32 bit version of the command is found, then the new process will
fail to launch.)

Run a 64 bit program from a 32 bit process
To run a 64 bit program from a 32 bit process use the virtual folder C: \ W ndows\ sysnat i ve

In many cases this is not needed as most utilities (e.g. ping.exe) have both a 32 bit and 64 bit version, however a
few utilities (nbtstat, bcdedit) are only available as a 64-bit executable.

By default, running CMD from the start menu will launch a 64 bit process (C: \ W ndows\ Syst en82\ cnd. exe)

“It’s not so much that we’re afraid of change or so in love with the old ways, but it's that place in between that we fear... it's like being
between trapezes” ~ Marilyn Ferguson
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Windows Key Shortcuts &%

For Windows 10

Description #
Open/Close the Start Menu
Open the Action center.
Open Cortana in listening mode
Fast-switch to/from the desktop - minimise all
Open File Explorer
Open Game bar (when a game is open)
Open Share
Open Settings
Open Connect
Switch accounts or lock the PC
Minimize all windows
Open the Run dialog box
Open Search
Open the Ease of Access center
Open the Quick Link menu
Snap app windows to the left
Snap app windows to the right
Maximize the app
Minimize the app
Open the app that is pinned to the taskbar in that number's position
Open a quick look at the desktop
Open Narrator
Minimize all but the active desktop window
Capture a screenshot and save it to the Screenshots folder
Add a virtual desktop
Switch between virtual desktops
Close the current virtual desktop
Stretch the desktop window to the top and bottom of the screen
Open Task view

Zoom in
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Windows Key combination #
Windows key
Windows key + A
Windows key + C
Windows key + D
Windows key + E
Windows key + G
Windows key + H
Windows key + |
Windows key + K
Windows key + L
Windows key + M
Windows key + R
Windows key + S
Windows key + U
Windows key + X
Windows key + left arrow key
Windows key + right arrow key
Windows key + up arrow key
Windows key + down arrow key
Windows key + a number
Windows key + comma
Windows key + Enter
Windows key + Home
Windows key + PrtScn
Windows key + Ctrl + D

Search

Windows key + Ctrl + left or right arrow

Windows key + Ctrl + F4
Windows key + Shift + Up arrow
Windows key + Tab

Windows key + +
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